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1 Introduction

Installation and configuration of the SmartPTT PLUS system is a complex task and comprises the
following steps:

1. Installation and configuration of SmartPTT Radioserver.

2. SmartPTT Dispatcher installation and configuration.

3. Configuration of MOTOTRBO devices, e.g., radios and repeaters.
4

Configuration of MOTOTRBO tools: MOTOTRBO Network Interface Service Configuration
Utility and MOTOTRBO DDMS (for networks based on the NAI protocol).

The system configuration depends on the network used and the devices available. In this
document, you will learn how to install and configure the system on the basis ofLinked Capacity
Plus (LCP) and Connect Plus networks consisting of 3 sites.




2 Preliminary Actions

Before the software installation, your must ensure that the target computer meets the minimum
hardware and software requirements. For details, see SmartPTT PLUS System Requiremenents.

2.1 HDD Space Estimation

Required HDD space depends on multiple factors. The most important factors are the following:

+ Size of the installed Windows operating system with all necessary components installed (for
example, Microsoft .NET Framework).

+ Size of the SmartPTT software (~400 MBytes).
+ Size of the locally installed Microsoft SQL Server and its databases:
+ Dispatch system event log.
* Monitoring.
+ Dispatch system metadata.
* SmartPTT Dispatcher event log.
+ Voice notifications database.
* Voice records.

To estimate the required HDD space and prepare the relevant storage device, you should estimate
all the aspects mentioned above.

Voice Records

You can record voice calls in SmartPTT (using the “Voice Recording” license). They are saved as
audio files in one of the following locations:

* Local folder on the computer with SmartPTT Radioserver.
* Network folder.
* Removable drive or flash storage.

Audio file with the one-minute call record takes up to 300 KB of the HDD space. Use this value as
the reference point (B = 300).




Preliminary Actions HDD Space Estimation

To prepare for HDD space calculations, estimate the following values:
+ Average call rate during the day (N).
* Average duration of the calls during the day (D).
* Number of working days in the week/month/other period of time (P).

*+ Risk factor to foresee the deviation of the actual parameters from their average values (R). If
unsure, assume R = 2.

To calculate the required HDD space (C), multiply the obtained parameters:
C=BxNxDxPxR
You will receive the result in KB. If required, convert them to MB or GB.

For example, you answer 2500 calls per day (N = 2500) and each call longs for 1 min (D = 1).
Assume that you consider 100-day period of time with no holidays (P = 100) and assume the risk
factor R = 2. This makes the required HDD space equal to C= 150,000,000 KB O 150 GB.

NOTE

Considered period of time (100 days) is the default value of the retention period for call record
files on SmartPTT Radioserver.




3 Software Installation

Installation program of the SmartPTT PLUS dispatch software includes the following components:

SmartPTT Radioserver (includes SmartPTT Radioserver Configurator)

SmartPTT Dispatcher

Input Sound Configuration Utility (installs together with SmartPTT Radioserver).

Web Client (installs together with SmartPTT Radioserver).

Audio Proxy. The application routes audio between SmartPTT Radioserver and Web Client.

Remote Assistance. The application provides you a control over the remote access to the
computer performed by the technical support engineer.

Microsoft SQL Server 2014 Express.

To provide SmartPTT operation, installation package includes the following service packages:

Microsoft .NET Framework 4.7.2.
Microsoft Visual C++ 2015 Redistributable.

MOTOTRBO Radio Driver. The driver installs together with SmartPTT Radioserver and
provides the support of MOTOTRBO control stations.

Windows Driver Package. The package contains supplemental programs required by the
MOTOTRBO Radio Driver.

SmartPTT installation package does not contain the APX radio driver. To obtain the driver, install

APX Customer Programming Software to the SmartPTT Radioserver computer or request a driver
from Motorola Solutions.

The packages are installed only if required on the computer.




Software Installation Installing on New Computers

3.1 Installing on New Computers

Follow the procedure to perform installation on the computer that never hosted SmartPTT
software.

Prerequisites:

* Log on to Windows as an administrator.

+ Copy the installation file (SmartPTTSetup.exe) to the computer.
Procedure:

1. Start the installation file.

& SmartPTT PLUS Setup X

Welcome to SmartPTT PLUS Setup

SmartPTT PLUS will be installed on your computer,
To continue, click Mext.

Setup language: English

®
@)

< Back | Mext = | | Cancel

2. Inthe welcoming window, select the installation language:
a. Next to the Setup language heading, click a current language.
b. From the dialog box, select the required language. Then click Apply.
c. Inthe welcoming window, click Next.

3. If .NET Framework is required to be installed, agree to install it.

Important
For Window 8.1, restart your computer after the .NET Framework installation. For other
Windows versions restart may not be required.

4. After .NET Framework is installed, restart the installation file.




Software Installation

Installing on New Computers

5.

6.

Select the installation language again. Then click Next.
The License Agreement window appears.

& SmartPTT PLUS Setup

hd

License Agreement

Please read the following license agreement carefully.

End-User License Agreement (EULA)

SmartPTT PLUS

Important! Read the following terms carefully before installing,
copying and/or using the software. Installing, copying or using the
software indicates your acceptance of these terms.

“SOFTWARE" is the SmartPTT PLUS product (computer software and/or
computer software updates and possible later versions, descriptions and

related materials);

Elromnlue | 1™ ic tha nronriator of avelusiva rinhte for tha SOFTIMADE

: - martPTT

| accept the terms in the License Agreement

| <Back || Next>

| | Cancel |

In the window that appeared, selectI accept the terms in the License Agreement. Then

click Next.
The Custom Setup window appears.

& SmartPTT PLUS Setup

Custom Setup

Select the program features you want installed.

SmartPTT Radioserver
SmartPTT Dispatcher
Remote Assistance

15martPTT Audic Proxy (for Web Client

Microsoft SQL Express

Install to:
CAProgram Files (x86)\SmartPTT

Click on a checkbox in the list below to change how a feature is installed.

Feature Description
SmartPTT Audic Proxy (for
Web Client)

This feature requires 2.85MEB
on you hard drive.

b

: - martPTT

<Back || Next>

| | Cancel |

10



Software Installation Installing on New Computers

7. Inthe window that appeared, select components that will be installed:
a. Select the software component that must be installed on the computer.

NOTE

If the component is already installed, it will be selected and unavailable. It will not be re-
installed.

b. For each of the required component, change the installation path:
i. Click Change.
i. Inthe dialog box, select the required path. Then click Open.

Important
It is recommended to keep default installation paths unchanged.

c. Inthe Custom Setup window, click Next.
The Ready to Install the Program window appears.

& SmartPTT PLUS Setup =
Ready to Install the Program =
v : ; ? L. . SmaertPTT
The wizard is ready to begin installation. ()

If you want to review or change any of your installation settings, click Back. Click Cancel
to exit the wizard.

Current Settings:

Selected features:
SmartPTT Radioserver : install
SmartPTT Dispatcher : install
Remote Assistance : install
SmartPTT Audio Proxy (for Web Client) : install
Microsoft SQL Express : install

Destination Folder:
C\Program Files (<86)\SmartPTT

< Back | | Install | | Cancel

1"



Software Installation Installing on New Computers

8. Inthe window that appeared, look through the installation summary to check the data

correctness. Then click Install.
When the installation completes, the Setup Completed window appears.

& SmartPTT PLUS Setup =

Setup Completed

The Wizard has successfully installed SmartPTT
PLUS. Click Finish to exit the wizard.

< Back Cancel

9. Inthe window that appeared, click Finish to exit the installation program.

Postrequisites:

Restart the computer to guarantee that all Windows configuration changes are applied.

3.2 Modifying Installed Software

Follow the procedure to install more components to the computer.
Prerequisites:
* Log on to Windows as an administrator.

« Copy the installation file (SmartPTTSetup.exe) to the computer.

12



Software Installation Modifying Installed Software

Procedure:
1. Start the installation file.

2. Inthe welcoming window, click Next.
The Program Maintenance window appears.

# SmartPTT PLUS Setup X
Program Maintenance =
o . OSmarteTT
Madify, repair, or remove the program. ()
® Modify

Change which program features are installed. This option displays the
o Custom Selected dialog in which you can change the way features are
installed.
) Repair
Repair installation errors in the program. This option fixes missing or
o corrupt files, shortcuts, and registry entries.

&

maove

- Remove SmartPTT PLUS from your computer.

| < Back | | MNext = | | Cancel

3. Inthe window that appeared, perform one of the following actions:
* To install additional components, click Modify.
+ To repair the incorrectly installed software, click Repair.
+ To remove one or several software components, click Remove.

4. Click Next, and then follow the instructions provided by the installation program.

3.3 Dispatch Software Upgrade

If you start SmartPTTSetup.exe on the computer, that already has earlier SmartPTT software
(except Web Client), the information window appears that offers you to upgrade your SmartPTT
software. Before you start an upgrade, you are recommended to perform the following actions:

+ Export SmartPTT Radioserver settings to the configuration file.

* For SmartPTT Dispatcher, save settings to the configuration file.

13



Software Installation Dispatch Software Upgrade

WARNING
Decision to include databases in the configuration files must be made by the maintenance
engineer. Including databases into the file may increase it size up to many gigabytes.

After this, you should start SmartPTTSetup.exe to upgrade the software. Installation program
should detect the earlier software versions automatically. If it does not, you SmartPTT version can
bee to early. In this case, you should uninstall it manually. This includes both SmartPTT
Radioserver and SmartPTT Dispatcher.

Important
Currently used installation program does not provide automatic SmartPTT Dispatcher update.

After an upgrade completes, restart the computer and perform the following actions:
+ Import SmartPTT Radioserver settings from the configuration file.

+ For SmartPTT Dispatcher, restore settings from the configuration file.

14



4 General SmartPTT Radioserver Configuration

General configuration includes parameters that are independent of the network type. To configure

the general settings of the radioserver open SmartPTT Radioserver Configurator.

1. Set up parameters of the radioserver.

Seftings Metworks Client List Rules  Activity Log

Export/Import Settings  Statistics

@ SmartPTT Server Configuration - C:\Program Files (x88)\SmartPTT\Server\RadioService.exe.config —

+ In the Name field specify the radioserver name. This name is used only in SmartPTT

Radioserver Configurator.

-~ Radio Server
Licenses
-5 Radio Network Services Server Role Pri
.. Add-on Modules e
,ﬂ_& Profiles Mame Radioserver
‘&% Radio Groups
-l Metadata Interface Port
Any w 8888 =
Authentication
Mo w
WalP Listen Port 13500
Block option Radio Disable ~
Limit Radios to Service
[] Enabled Example: 1-99,150
Allowed Radio Mumbers
Process priorty Above nomal w
Language Endlish

« Inthe Interface field and the Port field specify the IP address and port of the PC where the

radioserver is installed.

N

Install the license.

w

Enable radio network services, e.g., ARS, GPS and TMS support.

15



General SmartPTT Radioserver Configuration

+ To enable ARS support, select the Active check box under ARS:

@ SmartPTT Server Configuration - C\Program Files (x88)\SmartPTT\Server\RadioService.exe.config

Settings  Metworks Client List  Rules  Activity Log Export/Import Settings  Statistics

--E Radio Server ARS
% Licenses .
=g Radio Network Services Active

..... v S
[] Use Radio Check

...... L TMS o L
i Radio inactivity timeout

..... w Te{eme‘try whr {5]

----- ©» Radio Blacklist
G)-(-] Email Gateway
Ej...ﬁ SMS Gateway
----- @ File Receive
B- .. Add-on Modules
,ﬁ Profiles

g Radio Groups
Eﬂ--[ﬁ Metadata

Global Minimum Regquest Interval, ms

[] Automatic update of registration, h




General SmartPTT Radioserver Configuration

+ To enable GPS support, select the Active check box under GPS:

'ﬁ SmartPTT Server Configuration - C\Program Files (x88)\SmartPTT\Server\RadioService.exe.config

— O
Settings  Metworks Client List Rules  Activity Log  Beport/Import Settings  Statistics
-8 Radio Server GPS
:?,, Licenses
-4 Radio Metwork Services Active
..... ARS
Q Minimum radio location update interval (s) EI
..... 5 TMS
----- (& Telemetry Minimum Request Interval, s
----- ©» Radio Blacklist
E]"'E SMS Gateway Radio inactivity timeout (z)
----- File Receive
Bl .H-:d-on Maodules Get location information on the following radio groups:
ﬁ Profiles
fé. Radio Groups Group Mame Time Interval, = On A0
EEI--[ﬁ Metadata

Allow Dispatchers to Amend Location Update Time Interval




General SmartPTT Radioserver Configuration

+ To enable text messaging service, select the Active check box under TMS:

'@ SmartPTT Server Configuration - C\Program Files (x88)\SmartPTT\Server\RadioService.exe.config

Settings  Metworks Client it Rules  Activity Log Export/Import Settings ~ Statistics

--E Radio Server
% Licenses _
-4 Radio Metwork Services Active

..... ARS
-4 GPS

TMS

..... G Telemetry

----- ©» Radio Blacklist
E-(=] Email Gateway
E]‘"E SMS Gateway
..... o File Receive
[~ .. Add-on Modules
,ﬁ Profiles

g Radio Groups
Efl"l:ﬁ Metadata




5 SmartPTT Dispatcher Configuration

In this topic you will learn how to configure general settings of the SmartPTT Dispatcher console.
The general configuration in the scope of the LCP or Connect Plus network implies that operators
will be able to communicate with radios and the radios will be able to communicate with each

other.
The general configuration of the SmartPTT Dispatcher console includes the following steps:
1. License installation.
2. Database creation.
3. Radioserver configuration.
4. Audio setting configuration.
5. Registration of radios.

The description of the steps is given below:

1. Expand the Settings menu in the Main Menu bar of the SmartPTT Dispatcher window and
click Licenses. Install the required license. After uploading the license, click Finish.

2. Expand the Settings menu in the Main Menu bar of the SmartPTT Dispatcher window and
click Database. In the opened window create the new database, and then connect to it.

To create a new database, follow these steps:

1. Fill in the Database Server Name and click Create New Database. For a database server
installed together with the SmartPTT Dispatcher application enter the name using the
format: Name of PC\SQLExpress (for example, MYCOMP\SQLExpress).

19



SmartPTT Dispatcher Configuration

2. Inthe window that opened enter the name of the new database and click Save.

Configuration

Database
Settings for connection to M5 SQL Server database

— Database server

Database server name | localhostSQLExpress

For database server installed locally at SmartPTT Dispatcher PC enter name in the following way:
Name of Computer\SQLExpress (e.g., MYCOMM\SQLExpress).

Authorization mode | Windows NT Authorization | v |

Account name

Password

Connect

Database

Connection to the database server 15 established.

lr Create database ]I [ Restore database ]

Create Database

Cur

Database name Mew Database

Save | [ Cancel l

LS .

| Cancel ||~ Back | Next | [ Finish

If creation was successful, a message about successful database creation is displayed. If the

database is not created, the reason will be displayed at the bottom of the window.

Authorization Mode: Allows you to select authorization mode with the database.

SQL Server Authorization: You must have the login and password of the account which has

access to the SQL server.

Windows NT Authorization: The user who has logged into the Windows system, must be listed

in the SQL server’s list of users to make connection.

20



SmartPTT Dispatcher Configuration

After you have finished, click Finish to save the changes. You will need to restart SmartPTT
Dispatcher to apply the changes.

3. Inthe Settings menu click Radioservers to add the radioserver and configure it properly.

Radioservers
Radiocservers controlled by Dispatcher Consale

4 pAdd # Edit = Delete Q Search

Server Name | Address Proxy Login Active -

21



SmartPTT Dispatcher Configuration

Click Add to open the window for adding radioservers to the list.

General IPMI
Active
Mame |Radadioserver 1
Address | 192.168.36.110 Fort | 8888
Proxy Proxy Port
Login
Password
Operator | Profile Mame | “
Administrator |.I:nnne:| | - |
Dispatcher |.[nnne:| | - |
OK || Cancel
\ 4

Enter the name of the radioserver in the Name field. The name will be displayed in the SmartPTT
Dispatcher console.

In the Address and Port fields enter the radioserver IP address and port number to connect with
the dispatcher. To find out the radioserver IP run the ijpconfig command on the PC where the
radioserver is installed. The default radioserver port number is 8888.

Select the Active check box to enable the radioserver.

For more information about the radioserver settings see Help in the SmartPTT Dispatcher
application.

22



SmartPTT Dispatcher Configuration

4. Audio setting configuration is required to give the operator the ability to communicate with
the radios. Expand the Settings menu in the Main Menu bar of the SmartPTT Dispatcher
window and click Sound.

Sound Settings
Audio devices and VoIP settings

L

General Settings | Audio Output Devices | Other Settings |
— Audio Input

Device | Default | ']

Input Line | | v ]

Moise Reduction | Disabled | hd ]

Audio Input Test | Record | | Pay || sawe
— Audio Qutput

Device  Default | '] [ Check
— WoIP Parameters

Codec | CCITT u-Law | ']

Codec Format | 8000 Hz, 20 ms, 64 (86) kbps | ~|

Cancel ||  Finish

Audio Input: Audio device to which the microphone is connected.

Input Line: Audio mixer line used to connect a microphone.
Audio Output: Audio device to which headsets or speakers are connected.

Codec: Audio stream compression method.

23



SmartPTT Dispatcher Configuration

Bitrate: Audio stream sampling frequency.

VoIP Port: Audio stream receive port.

Specifications of the codec format 8000 Hz, 20 ms, 64 (86) kbps:

8000Hz: The sampling rate.

20 ms: The frame size.

64 kbps: The voice data bit rate.

86 kbps: A full bit rate (required network bandwidth).

For more information, see Help in the SmartPTT Dispatcher application.

5. Register radios. Unregistered radios are displayed in italics in the Radio Fleet window and
are not recorded into the database.

- B Radioserver - »

- g Slot 1 PTT »

{ (emty)  PTT »
- o Slot2 PTT >» |

H Paul (Empty ) PTT >»

24



SmartPTT Dispatcher Configuration

To register the radio, right-click on the radio, enter the name and click Save.

Radio Properties: Radio 1

Common

Radio 1D cal
stonelD | | mMpciD

Name |Radio1
Status | (empty)
Lone Worker

[ Default

25



6 Control Stations

SmartPTT PLUS supports radio user access over control stations. Control stations are mobile,

portable, or base radios that act as access points to the radio network for dispatch system.

Consoles

L—a

Alternate/redundant Radioserver

IP network Main Radioserver

RG-1000e 4% USB +audio COM

Control stations

In SmartPTT PLUS, the following types of control stations are available:

Type

MOTOTRBO control stations
Analog control stations
Remote control stations

Remote I/0 control stations

APX control stations

Radios

MOTOTRBO radios

MOTOTRBO radios

MOTOTRBO radios

DMR radios
P25 radios

TETRA radios

APX radios

Radio systems and/or operation modes

direct mode (talkaround), MOTOTRBO radio systems
direct mode (talkaround)

direct mode (talkaround), MOTOTRBO radio systems

direct mode (talkaround)

direct mode (talkaround), conventional P25 radio
systems

26



Control Stations

In MOTOTRBO radio systems (IP Site Connect, Capacity Plus, and Linked Capacity Plus), control
stations are optionally configured for individual system. For more information, see the relevant
chapters of the document.

In SmartPTT, control stations can be connected to the dispatch system in one of the following
ways:

« Directly to the SmartPTT Radioserver computer. This type of connection is supported for
MOTOTRBO and APX radios. For each radio, the dedicated cable is supported.

« Directly to the COM port of the SmartPTT Radioserver computer. This is supported for
MOTOTRBO radios only.

« Over the RG-1000e (Elcomplus LLC radio gateway) operated in the MOTOTRBO-compatible
mode. This is supported for MOTOTRBO radios only.
For more information on the RG-1000e and its compatibility with various radios, visit

https://smartptt.com/products/smartptt-rg-1000e/.

« Over the RG-1000e operated in the GPIO-compatible mode. This is supported for selected
DMR, P25, and TETRA radios.

In SmartPTT, operable control stations must be unavailable for direct interaction. No person must
access them to switch channels, connect handsets to initiate calls, and perform other actions that
may break the synchronization between SmartPTT Radioserver and the control station.

6.1 MOTOTRBO Control Stations

In SmartPTT, MOTOTRBO control stations are DMR-compliant radios from Motorola Solutions,
that connect to the SmartPTT Radioserver computer using the dedicated Elcomplus LLC cable.
Control stations that connects to the RG-1000e radio gateways are named “Remote Control
Stations”.

SmartPTT supports the following features when operated with MOTOTRBO control stations:
« Analog radio systems, including those with the MDC-1200 and 5-tone radio signaling.
« Direct communication with digital and analog radios.

« Channel selection (frequency selection).

« List of online radios on the radio channel (digital radio systems only).
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« Incoming voice calls, incoming emergency alarms and calls.
« Outgoing group calls, private calls, and All Calls.
« Incoming and outgoing text messages and job tickets.

« Radio outdoor location updates, including the information on movements beyond the RF
coverage zones.

Important

Information on movements beyond the RF coverage zones requires equipping radios with
specially programmed option boards. For details, see “Tallysman” in SmartPTT PLUS Radioserver
Configurator User Guide.

« Incoming telemetry data from devices connected to other radios and outgoing telemetry
commands to those devices.

MOTOTRBO control stations decrypt and encrypt voice themselves. No additional SmartPTT
Radioserver configuration is required for this.

Control station parameters in SmartPTT Radioserver Configurator must correspond to the
following SmartPTT Radioserver parameters:

» Automatic Registration Service (ARS) support.

» Text Message Service (TMS) support.

« Global Positioning Service (GPS) support, including the following parameters:
« Support for the specific location update intervals for groups of radios.

« Support for information reception on radio user movements beyond the RF coverage
zones.

To start using MOTOTRBO control stations, the following actions must be performed:

« Radio must be configured to be used as control station. For details, contact Elcomplus LLC
representative in your region.

« Connection to the control station must be configured. For details, see Adding and Editing
MOTOTRBO Control Stations.
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If needed, 5-tone telegrams must be configured. For details, see Adding and Editing 5-Tone
Telegrams.

Talkgroups and All Call must be added to SmartPTT Radioserver Configurator. For details, see
Adding and Editing Remote MOTOTRBO Groups.

Information on control station channels must be added to SmartPTT. For details, see Adding
and Editing MOTOTRBO Channels.

Voice processing must be configured. For details, see Configuring MOTOTRBO Audio
Settings.

Configured features and services can be limited to individual dispatchers over profiles. For details,

see “Profiles” in SmartPTT PLUS Radioserver Configurator User Guide.

6.1.1 Adding and Editing MOTOTRBO Control Stations

Follow the procedure to add a new or edit an existing connection to the local MOTOTRBO control

station.

Prerequisites:

Ensure that the control station is connected to the SmartPTT Radioserver computer using the
dedicated Elcomplus LLC cable, connected to the power supply, and turned on.

Ensure that SmartPTT has the license that unlocks the use of MOTOTRBO control station.
From the control station codeplug, obtain the following information:

+ Radio ID, CAI network ID, and CAI Group ID.

+ Control station ports used to receive and transmit various data types.

+ Transmit interruption parameters.

* Location provision settings that depend on data transmission settings on channel.

Procedure:

1.
2.

In SmartPTT Radioserver Configurator, open the Networks tab.

In the left pane, perform one of the following actions:

To add a new connection, perform the following actions:
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1. Right-click Control Stations.

2. Pointto Add, and then select MOTOTRBO
control station.

To edit an existing connection, expand Control Stations, and then select the
required control station.

The control station parameters appear in the right pane.
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@ SmartPTT Server Configuration - C:\Program Files (x86)\5martPT T\ Server Server.exe.config — O x

Settings Metworks  Client List Rules  Activity Log  Export/Import Settings  Statistics

=2 Control Stations MOTOTRBO control station

P oo Sion

H Connect Plus Active

H MAl Systems

W Capacity Max Networks Mame: |Cnnlml Station 1
Network ID: 1 |
Control station 1P
e 192.168.10.1 |
Local interface: |7 192.163.10.2
Radio ID: | 16448250 |
CAl Network: |12 |
CAl Network for
Groups: |225 |
[] Data Channel

Phone Calls

GPS
o
™S Port: [ 4007 |
Telemetry Service Port: [ 4008 |
TX Crteria: Channel Free w |
Analog Call Hangtime, ms: 000
Cptions
GPS
Transmission | Data “ |
Mode:

& Tone signaling

| Add | Delete |

| System FTT ID Telegram Mumber ‘
Sysl 2
Sys2 3

3. Intheright pane, select the Active check box to unlock control station settings.
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4. Inthe Name field, enter the control station name.
5. Leave the value in the Network ID field unchanged.

6. Inthe Control station IP address field, type the IP address of the local network interface
associated with the connected control station.

7. Leave the value in the Local interface field unchanged.
8. Enter the control station identification parameters:
a. Inthe Radio ID field, enter the control station ID in the decimal notation.

b. Inthe CAI Network field, enter the ID of the CAI network that is set in the control station
codeplug.

c. Inthe CAI Network for Groups field, enter the ID of the CAI network for groups that is
set in the control station codeplug.

9. Select the Data Channel check box if the control station is used to receive location
coordinates from other radion only.

Important
All other parameters must be configured only if the Data Channel check box is cleared.

10. Select the Phone Calls check box to allow other radios to receive and initiate phone calls
over the control station.

11. Configure data transmission over the control station:

To receive location updates and select the GPS check box.

information on movements beyond Important

SmartPTT assumes that the control station
always receives location information to the port
4001.

the RF Coverage zones,

To receive information about radio perform the following actions:

presented in the radio network, 1. Select the ARS check box.

2. On theright of the check box, in the field,
enter the port number used to receive the
data.
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To support text messages and job perform the following actions:

tickets in the radio network, 1. Select the TMS check box.

2. On theright of the check box, in the field,
enter the port number used to receive and
transmit the data.

To receive telemetry data and send perform the following actions:

telemetry commands, 1. Select the Telemetry Service check box.

2. On theright of the check box, in the field,
enter the port number used to receive and
transmit the data.

12. From the TX Criteria list, select one of the following options:

If the control station is configured to select Channel Free.
transmit only when no other transmissions is
detected over the radio channel,

If the control station is configured to notify select Tx Interrupt.
other radios on transmissions interruption,

If the control station is configured to select Always.
completely ignore other transmission over
the radio channel,

Important
SmartPTT does not support color code criteria for outgoing transmissions.

13.In the Analog Call Hangtime field, enter the maximum time interval between transmissions

over analog channels that will be considered as transmissions within the same call in
SmartPTT.

14. From the GPS Transmission Mode list, select one of the following options:

If all the digital channels support both CSBK select Enhanced CSBK.
data and enhanced GNSS,
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If all the digital channels support CSBK data, select CSBK.
and do not support Enhanced GNSS,

If digital channels have different settings, select Data.

15. If you are using the control station in analog radio systems with 5-tone signaling, in the
5 Tone signaling area, configure 5-tone telegrams. For details, see Adding and Editing 5-

Tone Telegrams.
16. To save changes, at the bottom of the SmartPTT Radioserver Configurator window, click Save

Configuration (*a).
Postrequisites:

« Configure groups. For details, see Adding and Editing Remote MOTOTRBO Groups.

« Configure control station channels. For details, see Adding and Editing MOTOTRBO
Channels.

« Configure audio settings. For details, see Configuring MOTOTRBO Audio Settings.

« To apply changes immediately, at the bottom of the SmartPTT Radioserver Configurator
window, click Start () or Restart (@ ).

6.1.2 Adding and Editing 5-Tone Telegrams

Follow the procedure to add a new or edit an existing 5-tone telegrams that were configured in
the control station.
Prerequisites:

* From the control station codeplug, receive system names and telegram numbers (IDs)
created intentionally for the 5-tone radio signaling. To obtain the information, use the
compatible MOTOTRBO CPS application.

+ Add the MOTOTRBO control station. For details, see Adding and Editing MOTOTRBO Control
Stations.
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Procedure:

1.
2.

In SmartPTT Radioserver Configurator, open the Networks tab.

In the left pane, expand Control Stations, and then select <your control station>.
The control station parameters appear in the right pane.

In the right pane, select the 5 Tone signaling check box.

In the 5 Tone signaling area, perform one of the following actions:

To add a new entry, click Add.

To edit an existing entry, proceed to the next step.

Configure the telegram:

a. Inthe System column, double-click the current system name, and then type the system
name.

b. Inthe PTT ID Telegram Number column, double-click the current telegram number,
and then type the telegram number.

To save changes, at the bottom of the SmartPTT Radioserver Configurator window, click Save
Configuration (*a).

Postrequisites:

Configure channels that use 5-tone telegrams as default contacts. For details, see Adding and
Editing MOTOTRBO Channels.

To apply changes immediately, at the bottom of the SmartPTT Radioserver Configurator
window, click Start () or Restart (@ ).

6.1.3 Adding and Editing MOTOTRBO Groups

Follow the procedure to add new or edit existing talkgroups and All Call entries that will be
available to SmartPTT dispatchers.

Prerequisites:

From the control station codeplug, obtain talkgroup IDs. To obtain the information, use the
compatible MOTOTRBO CPS application.
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Procedure:
1. In SmartPTT Radioserver Configurator, open the Networks tab.

2. Inthe left pane, expand Control Stations — <your control station>, and then select

Talkgroups.
The list of groups appears in the right pane.

& SmartPTT Server Configuration - C\Program Files (x86)\SmartPTT\Server\Server.exe.config — O x

Settings Metworks  Client List Rules  Activity Log Export/Import Settings  Statistics

=% Control Stations Control Station Talkgroups
[=-qg> Control Station 1
S EET oy e
i ¢ Channels
. qﬂh Audio
H Connect Plus All Call
H MAl Systems
H Capacity Max Metworks Add Remove - ¥ Down
Mame D
Group 1 1
Group 2 2
Group 3 3

3. Intheright pane, perform one of the following actions:

To add a new talkgroup, click Add.
To add an All Call, click All Call.
To edit an existing entry, proceed to the next text.

4. Inthe table, in the required entry, perform the following actions:
a. Inthe Name column, double-click the current name, and then type the required name.

b. Inthe ID column, double-click the current Talkgroup ID, and then enter the required ID.

NOTE
SmartPTT does not show the All Call ID.

5. Optional: Using Up and Down buttons, reorder entries in the table.
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6. To save changes, at the bottom of the SmartPTT Radioserver Configurator window, click Save

Configuration (*a).

Postrequisites:

To apply changes immediately, at the bottom of the SmartPTT Radioserver Configurator window,
click Start (») or Restart (@ ).

6.1.4 Adding and Editing MOTOTRBO Channels

Follow the procedure to add new or edit existing control station channels.

Prerequisites:

From the control station codeplug, obtain the following information:

* List of channels and their identification information (zone IDs and channel IDs).
* Radio signaling type used on each channel.

* Channel default contract (talkgroup ID or All Call).

To obtain the information use the compatible MOTOTRBO CPS application.

Ensure that talkgroups and All Calls are added to SmartPTT Radioserver Configurator. For
details, see Adding and Editing Remote MOTOTRBO Groups.

If required, ensure that the necessary 5-tone telegrams are added to SmartPTT Radioserver
Configurator. For details, see Adding and Editing 5-Tone Telegrams.

Procedure:

In SmartPTT Radioserver Configurator, open the Networks tab.

In the left pane, expand Control Stations — <your control station>, and then select
Channels.
The list of channels appears in the right pane.
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& SmartPTT Server Configuration - C\Program Files (x86)\SmartPTT\Server\Server.exe.config — O x
Settings Metworks  Client List Rules  Activity Log  Export/Import Settings  Statistics
=% Control Stations Control Station Channels
=g Control Station 1
e 3 Talkgroups Copy Paste
..... 4
. © Audio Add Remove
----- H’ Connect Plus
""" H NAI Systems Mame Zone Channe Signaling Talkgroup &P
----- my Capacity Max Networks
Channel 1 1 1 DOMR Group 1
Channel 2 1 2 DOMR Group 2
Channel 3 1 3 DOMR Group 3
Channel 4 1 |4 DMR Al Cal
Channel 5 1 B Analog
Channel & 1 & MDC
Channel 7 1 7 Sys0 (5 To...
3. Intheright pane, perform one of the following actions:
To add a new channel, click Add.
To edit an existing entry, proceed to the next step.

4. Inthe table, in the required entry, perform the following actions:
a. Inthe Name column, double-click the current channel name, and then type a new name.
b. Inthe Zone field, double-click the current zone ID, and then type the required ID.

¢. Inthe Channel column, double-click the current channel ID, and then type the required
ID.

d. From the list in the Signaling column, select the radio signaling used on the radio
channel or the required 5-tone telegram.

e. From the listin the Talkgroup column, select the talkgroup or All Call that is set as
default contact on the channel.

5. After all channels are configured, in the Default Channel ( <) column, select the check box
next to the channel that will be selected on the control station each time SmartPTT
Radioserver is started or restarted.
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6. To save changes, at the bottom of the SmartPTT Radioserver Configurator window, click Save
Configuration (*a).

Postrequisites:

To apply changes immediately, at the bottom of the SmartPTT Radioserver Configurator window,
click Start (») or Restart (@ ).

6.1.5 Editing MOTOTRBO Audio Settings

Follow the procedure to edit audio settings required to receive voice from the control station and
send dispatcher voice to it.

Prerequisites:

From the SmartPTT Radioserver computer, obtain the identification information on audio intputs
and outputs used to connect the control station.

Procedure:
1. In SmartPTT Radioserver Configurator, open the Networks tab.

2. Inthe left pane, expand Control Stations — <your control station>, and then select
Audio.
The audio settings appear in the right pane.

& SmartPTT Server Configuration - C\Program Files (x86)\SmartPTT\Server\Server.exe.config — O x

Settings Metworks  Client List Rules  Activity Log  Export/Import Settings  Statistics

=l-% Control Stations Audio Settings
=g Control Station 1 i
&8 Talkgroups Active
. # Channels .
O LTI Audio input DS : Default, 1 R
----- Wy Connect Plus .
..... g NAI Systems rputine Master Volume =
----- my Capacity Max Networks
Codec G711 ulaw ~
Format 8000 Hz. 20 ms, 64 (36) kbps v
Audio output DS : Default, 1:L ki

3. Intheright pane, select the Active check box to unlock audio settings.
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4. From the Audio input list, select the proper microphone input.

5. Leave the value in the Input line unchanged until you are using the sound card with
multiple audio processing lines for each input.

6. From the Codec list, select the required codec. The recommended options are G.77117 u-Law
and G.711 a-Law.

7. From the Format list, select the codec parameters. The selected option will affect the IP
channel loading between SmartPTT Radioserver and SmartPTT Dispatcher.

8. From the Audio output list, select the proper speaker output.

9. To save changes, at the bottom of the SmartPTT Radioserver Configurator window, click Save
Configuration (*a).

Postrequisites:

To apply changes immediately, at the bottom of the SmartPTT Radioserver Configurator window,
click Start (») or Restart (@ ).

6.2 Remote MOTOTRBO Control Stations

In SmartPTT, remote MOTOTRBO control stations are control stations that are connected to the
RG-1000e radio gateway and available to SmartPTT Radioserver over IP. Radio gateway must be
configured to operate in the MOTOTRBO-compatible mode. The gateway converts voice and data
from the control station into the IP packets provided over the open IP channel.

Important
SmartPTT does not provide tools to establish the secure connection between SmartPTT
Radioserver and RG-1000e.

Using radio gateways provides the mutual hosting freedom for control stations and SmartPTT
Radioserver computer, increases the number of supported control stations in SmartPTT, and
simplifies SmartPTT Radioserver redundancy.

SmartPTT supports almost all features that are available for reqular MOTOTRBO control stations.
The features are the following:

« Analog radio systems, including those with the MDC-1200 and 5-tone radio signaling.

« Direct communication with digital and analog radios.
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« Channel selection (frequency selection).

« List of online radios on the radio channel (digital radio systems only).
« Incoming voice calls, incoming emergency alarms and calls.

« Outgoing group calls, private calls, and All Calls.

« Incoming and outgoing text messages and job tickets.

« Radio outdoor location updates, including the information on movements beyond the RF
coverage zones.

Important
Remote control stations do not support information restoration on radio movements beyond
the RF coverage zones.

« Incoming telemetry data from devices connected to other radios and outgoing telemetry
commands to those devices.

Remote MOTOTRBO control stations decrypt and encrypt voice themselves. No additional
SmartPTT Radioserver configuration is required for this.

Control station parameters in SmartPTT Radioserver Configurator must correspond to the
following SmartPTT Radioserver parameters:

» Automatic Registration Service (ARS) support.
» Text Message Service (TMS) support.

« Global Positioning Service (GPS) support, including the specific location update intervals for
groups of radios.

To start using remote MOTOTRBO control stations, the following actions must be performed:

« Control station must be connected to the RG-1000e radio gateway, and the radio gateway
must be configured. For details, see the following manuals:

* RG-1000e Remote Gateway User Guide
« CPS RG-1000e User Guide

« Connection to the control station must be configured. For details, see Adding and Editing
Remote MOTOTRBO.
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If needed, 5-tone telegrams must be configured. For details, see Adding and Editing 5-Tone
Telegrams in Remote MOTOTRBO.

Talkgroups and All Call must be added to SmartPTT Radioserver Configurator. For details, see
Adding and Editithg Remote MOTOTRBO Groups.

Information on control station channels must be added to SmartPTT. For details, see Adding
and Editing Remote MOTOTRBO Channels.

Voice processing must be configured. For details, see Configuring Remote MOTOTRBO Audio
Settings.

Configured features and services can be limited to individual dispatchers over profiles. For details,
see “Profiles” in SmartPTT PLUS Radioserver Configurator User Guide.

6.2.1 Adding and Editing Remote MOTOTRBO

Follow the procedure to add a new or edit an existing connection to the remote MOTOTRBO

control station.

Prerequisites:

Ensure that SmartPTT has the license that unlocks the configuration and use of remote
control stations.

From the control station codeplug, obtain the following information:

* Radio ID, CAI network ID, and CAI Group ID.

+ Control station ports used to receive and transmit various data types.

+ Transmit interruption parameters.

* Location provision settings that depend on data transmission settings on channel.

From the radio gateway codeplug, receive the IP address and port number configured for the
required control station.

Optional: Determine SmartPTT Radioserver computer ports that will be used to receive
different data types from the control station.
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Procedure:
1. In SmartPTT Radioserver Configurator, open the Networks tab.

2. Inthe left pane, perform one of the following actions:
To add a new connection, perform the following actions:
1. Right-click Control Stations.

2. Point to Add, and then select Remote
MOTOTRBO control station.

To edit an existing connection, expand Control Stations, and then select the
required control station.

The control station parameters appear in the right pane.
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@ SmartPTT Server Configuration - C:\Program Files (x36)\SmartPTT\Server\Server.exe.config - O *
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3.

4
5.
6

10.

In the right pane, select the Active check box to unlock control station settings.
In the Name field, type the control station name.
Leave the value in the Network ID field unchanged.

In the Control station IP address field, type the IP address of the required control station
obtained from the RG-1000e codeplug.

In the XCMP port field, enter the port number of the required control station obtained from
the RG-1000e codeplug.

From the Local interface list, select one of the following options:

To set the specific SmartPTT Radioserver IP select the required IP address.
address,
To select the working IP address select Any.

automatically,

Enter the control station identification parameters:
a. Inthe Radio ID field, type the control station ID in the decimal notation.

b. Inthe CAI Network field, type the ID of the CAI network that is set in the control station
codeplug.

c. Inthe CAI Network for Groups field, type the ID of the CAI network for groups that is
set in the control station codeplug.

Select the Data Channel check box if the control station is used to receive location
coordinates from other radios only.

Important

All other parameters must be configured only if the Data Channel check box is cleared.

11.

Select the Phone Calls check box to allow other radios to receive and initiate phone calls
over the control station.
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12. Configure data transmission over the control station:

To receive location updates and
information on movements beyond
the RF Coverage zones,

To receive information about radio
presence in the network,

To support text messages and job
tickets in the radio network,

To receive telemetry data and send
telemetry commands,

select the GPS check box.

Important
SmartPTT assumes that the control station
always receives location information to the port

4001.

perform the following actions:

1.
2.

Select the ARS check box.

On the right of the check box, in the field,
enter the port number used to receive the
data.

perform the following actions:

1.
2.

Select the TMS check box.

On the right of the check box, in the field,
enter the port number used to receive and
transmit the data.

perform the following actions:

1.
2.

Select the Telemetry Service check box.

On the right of the check box, in the field,
enter the port number used to receive and
transmit the data.

13. From the TX Criteria list, select one of the following options:

If the control station is configured to

transmit only when no other transmissions

are detected over the radio channel,

If the control station is configured to notify

other radios on interrupting their

select Channel Free.

select Tx Interrupt.
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transmissions,

If the control station is configured to select Always.

completely ignore other transmission over

the radio channel,

Important

SmartPTT does not support color code criteria for outgoing transmissions.

14. In the Analog Call Hangtime field, enter the maximum time interval between transmissions

over analog channels that will be considered as transmissions within the same call in
SmartPTT.

15. From the GPS Transmission Mode list, select one of the following options:

If all digital channels support both CSBK data select Enhanced CSBK.
and enhanced GNSS,

If all digital channels support CSBK data, and select CSBK.
do not support Enhanced GNSS,

If digital channels have different settings, select Data.

16. Optional: Set SmartPTT Radioserver ports for different types of data:

a.

b.

Select the Specify local ports check box.

In the XCMP field, enter the number of the port used to receive commands and service
messages from the remote control station, and send commands and service messages to
it.

In the Audio field, enter the number of the port used to receive voice from the remote
control station, and send dispatcher voice to it.

In the GPS field, enter the number of the port used to receive the location updates from
radios, and send location update requests to them over the remote control station.

In the TMS field, enter the number of the port used to receive text messages from radios
over the control station, and send text messages from dispatchers over the remote
control station.
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f. Inthe ARS field, enter the number of the port used to receive presence information on
radios within the RF coverage zone of the remote control station.

g. Inthe Telemetry Service field, enter the number of the port used to receive telemetry
data over the control stations, and send telemetry commands over the control station.

17. If you use the control station in analog radio systems with 5-tone signaling, in the 5 Tone

signaling area, configure 5-tone telegrams. For details, see Adding and Editing 5-Tone
Telegrams in Remote MOTOTRBO.

18. To save changes, at the bottom of the SmartPTT Radioserver Configurator window, click Save

Configuration (*a).

Postrequisites:

Configure groups. For details, see Adding and Edititng Remote MOTOTRBO Groups.
Configure control station channels. For details, see Adding and Editing Remote MOTOTRBO

Channels.
Configure audio settings. For details, see Configuring Remote MOTOTRBO Audio Settings.

To apply changes immediately, at the bottom of the SmartPTT Radioserver Configurator
window, click Start () or Restart (@ ).

6.2.2 Adding and Editing 5-Tone Telegrams in Remote
MOTOTRBO

Follow the procedure to add a new or edit an existing 5-tone telegrams that were configured in

the remote control station.

Prerequisites:

From the control station codeplug, receive system names and telegram numbers (IDs)
created intentionally for the 5-tone radio signaling. To obtain the information, use the
compatible MOTOTRBO CPS application.

Add the remote MOTOTRBO control station. For details, see Adding and Editing Remote
MOTOTRBO.
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Procedure:

1.
2.

In SmartPTT Radioserver Configurator, open the Networks tab.

In the left pane, expand Control Stations, and then select <your control station>.
The control station parameters appear in the right pane.

In the right pane, select the 5 Tone signaling check box.

In the 5 Tone signaling area, perform one of the following actions:

To add a new entry, click Add.

To edit an existing entry, proceed to the next step.

Configure the telegram:

a. Inthe System column, double-click the current system name, and then type the system
name.

b. Inthe PTT ID Telegram Number column, double-click the current telegram number,
and then type the telegram number.

To save changes, at the bottom of the SmartPTT Radioserver Configurator window, click Save
Configuration (*a).

Postrequisites:

Configure channels that use 5-tone telegrams as default contacts. For details, see Adding and
Editing Remote MOTOTRBO Channels.

To apply changes immediately, at the bottom of the SmartPTT Radioserver Configurator
window, click Start () or Restart (@ ).

6.2.3 Adding and Editing Remote MOTOTRBO Groups

Follow the procedure to add new or edit existing talkgroups and All Call entries that will be
available to SmartPTT dispatchers.

Prerequisites:

From the control station codeplug, obtain talkgroup IDs. To obtain the information, use the
compatible MOTOTRBO CPS application.
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Procedure:
1. In SmartPTT Radioserver Configurator, open the Networks tab.

2. Inthe left pane, expand Control Stations — <your control station>, and then select

Talkgroups.
The list of groups appears in the right pane.

& SmartPTT Server Configuration - C\Program Files (x86)\SmartPTT\Server\Server.exe.config — O x

Settings Metworks  Client List Rules  Activity Log Export/Import Settings  Statistics

=% Control Stations Control Station Talkgroups
[=-qg> Control Station 1
S EET oy e
i ¢ Channels
. qﬂh Audio
H Connect Plus All Call
H MAl Systems
H Capacity Max Metworks Add Remove - ¥ Down
Mame D
Group 1 1
Group 2 2
Group 3 3

3. Intheright pane, perform one of the following actions:

To add a new talkgroup, click Add.
To add an All Call, click All Call.
To edit an existing entry, proceed to the next text.

4. Inthe table, in the required entry, perform the following actions:
a. Inthe Name column, double-click the current name, and then type the required name.

b. Inthe ID column, double-click the current Talkgroup ID, and then enter the required ID.

NOTE
SmartPTT does not show the All Call ID.

5. Optional: Using Up and Down buttons, reorder entries in the table.
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6. To save changes, at the bottom of the SmartPTT Radioserver Configurator window, click Save
Configuration (*a).

Postrequisites:

To apply changes immediately, at the bottom of the SmartPTT Radioserver Configurator window,
click Start (») or Restart (@ ).

6.2.4 Adding and Editing Remote MOTOTRBO Channels

Follow the procedure to add new or edit existing channels of the remote control stations.
Prerequisites:
* From the control station codeplug, obtain the following information:
* List of channels and their identification information (zone IDs and channel IDs).
* Radio signaling type used on each channel.
* Channel default contract (talkgroup ID or All Call).
To obtain the information use the compatible MOTOTRBO CPS application.

+ Ensure that talkgroups and All Calls are added to SmartPTT Radioserver Configurator. For
details, see Adding and Edititng Remote MOTOTRBO Groups.

* Optional: Ensure that the necessary 5-tone telegrams are added to SmartPTT Radioserver
Configurator. For details, see Adding and Editing 5-Tone Telegrams in Remote MOTOTRBO.

Procedure:
1. In SmartPTT Radioserver Configurator, open the Networks tab.

2. Inthe left pane, expand Control Stations — <your control station>, and then select
Channels.
The list of channels appears in the right pane.
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& SmartPTT Server Configuration - C\Program Files (x86)\SmartPTT\Server\Server.exe.config — O x
Settings Metworks  Client List Rules  Activity Log  Export/Import Settings  Statistics
=% Control Stations Control Station Channels
=g Control Station 1
o 3 Talkgroups Copy Paste
" " W:‘ Audio Add Remove
----- H’ Connect Plus
""" H NAI Systems Mame Zone Channe Signaling Talkgroup &P
----- H’ Capacity Max MNetworks
Channel 1 1 1 DOMR Group 1
Channel 2 1 2 DOMR Group 2
Channel 3 1 3 DOMR Group 3
Channel 4 1 |4 DMR Al Cal
Channel 5 1 B Analog
Channel & 1 & MDC
Channel 7 1 7 Sys0 (5 To...
3. Intheright pane, perform one of the following actions:
To add a new channel, click Add.
To edit an existing entry, proceed to the next step.

4. Inthe table, in the required entry, perform the following actions:
a. Inthe Name column, double-click the current channel name, and then type a new name.
b. Inthe Zone field, double-click the current zone ID, and then type the required ID.

¢. Inthe Channel column, double-click the current channel ID, and then type the required
ID.

d. From the list in the Signaling column, select the radio signaling used on the radio
channel or the required 5-tone telegram.

e. From the listin the Talkgroup column, select the talkgroup or All Call that is set as
default contact on the channel.

5. After all channels are configured, in the Default Channel ( <) column, select the check box
next to the channel that will be selected on the remote control station each time SmartPTT
Radioserver is started or restarted.
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6. To save changes, at the bottom of the SmartPTT Radioserver Configurator window, click Save
Configuration (*a).

Postrequisites:

To apply changes immediately, at the bottom of the SmartPTT Radioserver Configurator window,
click Start (») or Restart (@ ).

6.2.5 Editing Remote MOTOTRBO Audio Settings

Follow the procedure to edit audio settings required to receive voice from the control station and
send dispatcher voice to it.

Prerequisites:
From the RG-1000e codeplug, obtain voice encoding and decoding parameters.
Procedure:

1. In SmartPTT Radioserver Configurator, open the Networks tab.

2. Inthe left pane, expand Control Stations — <your control station>, and then select
Audio.

The audio settings appear in the right pane.

& SmartPTT Server Configuration - C\Program Files (x86)\SmartPTT\Server\Server.exe.config — O x

Seftings Metworks  (Client Lit Rules  Activity Log  Esport/Import Settings  Statistics

=g Control Stations Audio Settings

=g Remote control station 1
----- 43 Talkgroups Active

» %EIS Codec G.711 u-Law v

----- Wy Connect Plus
..... s NAI Systems Fomnat 8000 Hz, 20ms. 64 (86} kbps hd
..... H" Capacity Max MNetworks

In the right pane, select the Active check box to unlock audio settings.
From the Codec list, select the required codec.

From the Format list, select the codec parameters.

A

To save changes, at the bottom of the SmartPTT Radioserver Configurator window, click Save
Configuration (:a).
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Postrequisites:

To apply changes immediately, at the bottom of the SmartPTT Radioserver Configurator window,
click Start (») or Restart (@ ).

6.3 APX Control Stations

APX is a Motorola’s brandname for devices used in the P25 radio systems. SmartPTT is able to
provide dispatcher access to P25 systems over APX control stations.

SmartPTT provides the following features with APX control stations:
« Group calls and All Calls
« Incoming emergency alarms and calls

APX control stations are able to decrypt and encrypt over-the-air transmissions. No additional
SmartPTT Radioserver configuration required.

To start using APX control station in SmartPTT, user must perform the following actions:

« Configure APX to operate as control station. For details, contact Elcomplus LLC representative
in your region.

« Add and configure an APX connection. For details, see Adding and Editing APX Control
Stations.

« Configure APX radio channels in SmartPTT Radioserver Configurator. For details, see Adding
and Editing APX Channels.
« Configure audio inputs and outputs. For details, see Editing APX Audio Settings.

6.3.1 Adding and Editing APX Control Stations

Follow the procedure to add or edit general settings of the connection to the APX control station.
Prerequisites:

* Ensure that the APX control station is connected to the computer using Elcomplus LLC cable,
energized, and turned on.

* Ensure that you installed the SmartPTT license that unlocks APX control station configuration
and use.
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Procedure:
1. In SmartPTT Radioserver Configurator, open the Networks tab.
2. Inthe left pane, perform one of the following actions:
To add a new connection, perform the following actions:
1. Right-click the Control Stations node.

2. Pointto Add, and then select APX
Control Station.

To edit an existing connection, expand Control Stations, and then click the
required control station.

The control station parameters appear in the right pane.

@ SmartPTT Server Configuration - C\Program Files (xB6)\5martPTT\5Server\Server.exe.config - O *

Seftings MNetworks Client List Rules  Activity Log Export/Import Settings  Statistics

=g Control Stations APX Control Station
‘i Connect Plus Active
----- H‘ MNAI Systems
fd H' Capacity Max Metworks Mame: |Contro| Station 1
Network ID: 2 |

Control station IP |182 168101 |
address: el

2197 188 10 7

LA Lo I L8

Local interface:

TX Critena: Channel Fres v

Analog Call Hangtime, ms: 3000 E

In the right pane, select the Active check box to unlock the control station settings.

In the Name field, type the name of the control station.

Leave the value in the Network ID field unchanged.

o v ok~ W

In the Control Station IP address field, type the IP address of the local network interface
associated with the connected APX radio.

7. Leave the value in the Local interface field unchanged.
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8. From the TX Criteria list, select one of the following options:

0.

If the control station is configured to select Channel Free.
transmit only if no other transmissions is
detected over the radio channel,

If the control station is configured to select Always.
ignore the occurrence of other
transmissions,

In the Analog Call Hangitme field, enter the maximum time interval between transmissions
that will be considered as transmissions within the same voice call.

10. To save changes, at the bottom of the SmartPTT Radioserver Configurator window, click Save

Configuration (*a).

Postrequisites:

Configure channels. For details, see Adding and Editing APX Channels.
Configure audio settings. For details, see Editing APX Audio Settings.

To apply changes immediately, at the bottom of the SmartPTT Radioserver Configurator
window, click Start () or Restart (@ ).

6.3.2 Adding and Editing APX Channels

Follow the procedure to add or edit APX radio channels and the corresponding talkgroups.

Prerequisites:

From the APX codeplug, obtain talkgroup IDs. For details, see the APX Family CPS embedded
help.

For each talkgroup (and All Call), obtain zone ID and channel ID where they are used as
default contacts.
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APX Control Stations

Procedure:

1. In SmartPTT Radioserver Configurator, open the Networks tab.

2. Inthe left pane, expand Control Stations — <your APX control station>, and then select

Talkgroups / Channels.

The list of channels appears in the right pane.

Seftings Networks  Client List  Rules

Activity Log

Export/Import Settings  Statistics

& SmartPTT Server Configuration - C\Program Files (x86)\5martPTT\5erver Server.exe.config

[ Control Stations
)-g Control Station 1

Talkgroups | TX Radio Channels

Al Call
Add Remove

Mame ID

Al Call

Group 1 1
Group 2
Group 3
Group 4
Group 5

L=+ B A - S I

Group &

3. Intheright pane, perform one of the following actions:

To add a new talkgroup,
To add an All Call,

To edit an existing entry,

4. Inthe table, in the required entry, perform the following actions:

Copy

Zone

10

[T L B L

click Add.

click All Call.

Channel

1

| Ra

—_

proceed to the next step.

a. Inthe Name column, double-click the current name, and then type the talkgroup name.

b. IntheID column, double-click the current ID, and then type the required talkgroup ID.

NOTE

SmartPTT Radioserver Configurator does not provide an All Call ID.

c. Inthe Zone column, double-click the current ID, and then type the required zone ID.

d. Inthe Channel column, double-click the current ID, and then type the required channel

ID.

57



Control Stations APX Control Stations

5. To save changes, at the bottom of the SmartPTT Radioserver Configurator window, click Save
Configuration (*a).

Postrequisites:

To apply changes immediately, at the bottom of the SmartPTT Radioserver Configurator window,
click Start (») or Restart (@ ).

6.3.3 Editing APX Audio Settings

Follow the procedure to edit audio settings required to receive audio from the control station and
send dispatcher audio to it.

Prerequisites:

From the SmartPTT Radioserver computer, obtain the identification information on audio intputs
and outputs used to connect the control station.

Procedure:
1. In SmartPTT Radioserver Configurator, open the Networks tab.

2. Inthe left pane, expand Control Stations — <your APX control station>, and then select
Audio.
The audio settings appear in the right pane.

'Ql SmartPTT Server Configuration - C:\Program Files (x86)\5martPTT\5erver Server.exe.config - O x
Seftings Metworks Client List FRules  Activity Log Export/Import Settings  Statistics
g2 Control Stations Audio Settings
i [Elvge Control Station 1 )
: &g Talkgroups / Channels Active
(- qﬁ" -
- jag Connect Plos Audio input D5 : Defautt, 1 i
‘g NAI Systems )
o H‘ Capacity Max Metworks Input line el -
Codec G711 u-law -
Format 8000 Hz. 20 ms. 64 (36) kbps e
Audio output D5 : Default, 1:L i

3. Intheright pane, select the Active check box to unlock audio settings.

4. From the Audio input list, select the proper microphone input.
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5.

Leave the value in the Input line unchanged until you are using the sound card with
multiple audio processing lines for each input.

From the Codec list, select the required codec. The recommended options are G.77117 u-Law
and G.711 a-Law.

From the Format list, select the codec parameters. The selected option will affect the IP
channel loading between SmartPTT Radioserver and SmartPTT Dispatcher.

From the Audio output list, select the proper speaker output.

To save changes, at the bottom of the SmartPTT Radioserver Configurator window, click Save
Configuration (*a).

Postrequisites:

To apply changes immediately, at the bottom of the SmartPTT Radioserver Configurator window,
click Start (») or Restart (@ ).
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7 Linked Capacity Plus

To configure Linked Capacity Plus (LCP) system consisting of 3 sites with 2 repeaters on each site,

see the following network scheme:

Site 1 Site 2 Site 3
Mastea E

S 5 S

£ Z Z
ID=12 ¥ w o

= ID=22 = ID=32 =

= = =

3 9 9

Router + Switch Router+ Switch Router + Switch

WAN IP Network

Each ID, either radio ID or repeater ID should be unique in the radio system. In this example you
can see 2 repeaters with ID's 11 and 12 on Site 1, 2 repeaters with ID's 21 and 22 on Site 2, and 2

repeaters with ID's 31 and 32 on Site 3. The repeater with ID = 31 is a Master.

7.1 MOTOTRBO Equipment Programming
To program MOTOTRBO equipment you will need MOTOTRBO Customer Programming Software
(CPS).

1. Connect your device to the PC via a programming cable and launch MOTOTRBO CPS.

2. Switch on the device and check its settings by clicking the Read button on the menu bar.

— O X

MOTOTRBO Customer Programming Software
g 9

File Edt View Device Features Remcte  Help

= qJ | ¥ | % ® B w8
Search || Read | Wnle Cione | Bluetooth

RM | Open Save | Reports | Delete | Cut Copy Paste
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3. Inthe View menu select Expert to gain access to all the setting parameters.

B MOTOTRBO Customer Programming Software - m] x
File Edit | View | Device Features Remote  Help

@ &[] Toosar 4 B B L | k2 bE b ﬂ|:|

RM Open Status Bar e | Cut Copy Paste | Search | Read Write Clone | Bluetooth

Help Fane

Basic

4. Inthe Device Information tab make sure that firmware version is no older than:

* R01.12.11 or R02.60.00 for mobile or portable radios
+ R02.60.00 for repeaters
Otherwise, contact the supplier to request firmware upgrade.

NOTE
It is recommended to use the same or compatible firmware versions for all MOTOTRBO
equipment on the same network.

B MOTOTRBO Customer Programming Software - [Sample.ctb] — m] X
Ele Edit View Device Features Remote Window  Help -8 X

=T~ = R I SO T =~ -G U =~ Iy ¥- Iy ﬂ:

RM | Open Save | Reports Delete | Cut Copy Paste | Search | Read Wrte Clone | Bluetooth

DM4601 . .
= ﬁ m,a.m“gs Device Information

@ Accessories Top  Device Features  Language Pack Memory Usage
Buttons
-~

o B Text Messages Model Number  M28QNNSKAZAN
- @ Telemetry Tanaps Number PMUE3S46AA

T Menu

G Security Serial Number  203T@B1017
iy Network . 0C20644ADE0DS1FTAM1EFBDCEE4BTOFA
@ Announcement Physical Serial NUmber 57 \ppp cp AF 8 A33RAEC AESDIE05189E1
# Job Tickets )

Firmwere [0 0CT78E1BO0EC54D3ABF264CESCAFDBIDF

&) Signaling Systems
B Encoder Freguency Range (MHz) 403.000000-470.000000
[ (@8 Decoder Power Range (W) 1.0-30.0
[ Contacts
@ RX Group Li Firmware Version R02.60.00
[}~ @8 Channels Codeplug Version  10.01.11
Scan
& Bootloader Version RD2 60.00
[ Roam

5. To apply the changes in the settings, click Write.

7.1.1 MOTOTRBO Repeater Programming

NOTE

Only repeaters with 32 MB of internal memory can support the LCP configuration. Also, make
sure that the repeater supports such features as Network Application Interface Voice,
Network Application Interface Data and Capacity Plus (Linked).
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First of all, configure the Master repeater parameters. Each LCP system needs one repeater to act
as a Master. The Master repeater has a static IP address, while other repeaters can have either
static or dynamic IP addresses. All the repeaters in the LCP configuration register with the Master
using the static IP address of the Master.

1. Inthe General Settings tab, specify Radio ID. In our case Radio ID = 37.

B MOTOTRBO Customer Programming Software - [Sample.cth] - m] x
Fie Edit \View Device Features Remote Window Help -5 X
@ d| 3@ | ¥ | & BQ (2 kg b B
RM | Open Save | Reports Delete | Cut Copy Paste | Search | Read Wrte Clone | Bluetooth
 ame]

=] SLR 5500 .

Y e Setings General Settings

7§ Accessories Top Bafley AamType CWD  Voting

- Security

ey Network Ratio Name  [Motorota -

Link Estabishment -
i » Radio 1D [31
= o Sites

2. Inthe Link Establishment tab, specify Site ID. In our case and Site ID = 3.

B MOTOTRBO Customer Programming Software - [Sample.ctb] — m] x
Fie Edit \View Device Features Remote Window  Help -8 X
w W@ K s B QA (v2 ke b B
RM | Open Save | Reports Delete | Cut Copy Paste | Search | Read Wrte Clone | Bluetooth
=il SLR 5500 B -
L. Goners Satings Link Establishment
- Q Accessories Ton |PSiteConnect  Capacity Plus
o Security A
oy Netaork Capacity Plus

Link Establishment|
% Sites sieD [1 =

i Talkgroups
Channels Site Alas [ste

2. Add parameters in the Network tab.

Do not select DHCP. Master IP address should be static.

In the Ethernet IP field, specify the IP address of the Master repeater, the same as in the
Master IP field.

In the Gateway IP field, specify the gateway IP address for the repeater.

In the Gateway Netmask field, specify the gateway Netmask address for the repeater.
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| MOTOTREO Customer Programming Software - [Sample.ctb]

Ele Edit View Device Features Remole Window Help - 2 X

= & ] x| & @B Q [rm MR W (] l:l
RM | Open Save | Reports | Deleie | Cul Copy Faste | Search | Read Write Cone | Bustooth

=il SLR 5500
General Settings Network

@ Accessones Top  Radio Metwork — Metwork Sefting  |P Repeater Programming — Time Zone NTF Settings ~ DNS Addresses
@ Securty

ﬁ!lf Network Setting

: Link Estabishment

L St
< stes Link Speed | Ao Negotiation -

~

<38 Talkgroups
Channels pHoe [
Ethernet IP | 10 . 150 . 0 20
Gatewsy P | 10 150 0 1

GatewavNetmasklzss_zsﬁ.ZﬁE 0

anryDNSServer\PI 0 . 0 . 0 0

3. Add parameters in the Link Establishment tab.

In the Link Type field, select Master.

In the Master IP and Master UDP Port,specify the IP address and port number of the
Master repeater.

+ In the UDP Port field, specify the UDP port of the repeater. The default value is set to 50000.

- MOTOTREO Customer Programming Software - [Sample.cth]

Fie Edit \View Device Features Remote Window Help =

= B 7] L. B Q| km MM a |:|
RM | Open Save | Reports Delete | Cut Copy Paste | Search | Read Wrte Clone | Bluetooth

Link Establishment

Top  |PSite Connect  Capacitv Plus

Link Type | Master - |
gy Link Establishment

el Sites Authentication Key |

&8 Talkgroups
Channels ons I

~

|MastenP| 0 150 . 0 20 |

Master DNS Address |N°ne j

Master UDP Port |_=,DDDD :|

UDP Port lm

Peer Firewall Open Timer (sec) |42 =+
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3. In the same Link Establishment tab, specify Rest Channel/Site IP and Rest Channel/Site

UDP Port.

| MOTOTREO Customer Programming Software - [Sample.ctb]

Fie Edit Mew Device Features Remote Window Help

m =& B @ ¥ & B @ QA [ MM ﬂl:l
Search | Read Wrile Clone | Bluetooth

RM | Open Save | Reports | Delete | Cut Copy Paste
=il SLR 5500 ) .
General Setings Link Establishment

i € Accessories Too  |PSite Connect  Capacity Plus

A Security
gl Network Capacity Plus

[N | inic Estabishment
i sielD [ 3;

o, Sites
&8 Talkgroups
Channels Site Alies [site

~

Beacon Duration (ms)  |qzp -

Beacon Interval (ms)  |1g20 3:

Rest Channel'Site 1P | 10 . 150 . 2 58

Rest Channel!Ste UDP Port [55000 3;
v

Rest Channel/Site IP is a virtual IP address that is required for correct operation of the LCP

system. As the Rest Channel rotates through the channel pool of a site, this virtual IP address is

associated with a different physical repeater only for the duration for which one of its slots is the

Rest Channel. This IP address must be the same for all repeaters at the same site. Rest

Channel/Site IP address should be at the same sub network as all repeaters of this site. No other

device should use this IP address.

In the LCP system Rest Channel/Site UDP Port allows the user to configure the UDP port of site

for communication with other sites connected within the LCP system.

4. 1Inthe Sites tab set up the site map. In this example we have 3 sites (see the network

scheme above). Site 1 has only one neighbor - Site2. Site 2 has 2 neighbors - Site 1 and Site

3. And Site 3 has only one neighbor - Site 2.

- MOTOTRBO Customer Programming Software - [Sample.cth]

Fie Edt View Device Features Remote Window Help

@ & M| @ ¥ |4 B @ Q [ ra M M ﬂ|:|
Search | Read Write Clone | Bluetooth

RM | Open Save | Reports | Delete | Cut Copy Paste
; Sites

Msx Number of Sites  [15 +
Add Delste
e §8 Talkgroups Site Re“x: Neighbor Neighbor Neighbor Neighbor Neighbor Neighbor
[~ B Channels D C‘m“enm 1 2 3 4 5 [
1 o j 2 None None Nane MNone None
2 o j 1 3 None: Nene Mene Nene
» 3 o =2 || hone None None Mone hone
= |

In the Reserved Wide Area Channels column you can specify how many channels are to be

reserved for a wide group call per site, if necessary.
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5. Inthe Talkgroups tab, specify wide groups and sites on which these groups are available.

You do not need to add local groups which are available only on one site.

- MOTOTRBO Customer Programming Software - [Sample.cth]

Fie Edt Miew Device Fegtures Remole Window Help

- 8 X
s MW 3 | K | BQ 2o E o B
RM | Open Save | Reports Delete | Cut Copy Paste | Search | Read Write Clone | Bluetooth

S~ filles} SLR 5500
. @8 General Setfings
o; Securty

Talkgroups

- Network

LB Link Estabishment

B

- - Channels

Al'Wide Area Talkgroups [

Add | Delete:

Site 1

Site 2

Site 3

Site 4

Site 5

Site 6

Site 7

Site 8

Site 9

Site 10

Site: 11

Site: 12

3

Ic2
i

I
3

w
|7

r
o

r
r

r

r
r

r
o

o
o

r

r

r

r

r

In our example we have only two wide groups. Group 1 is a wide group which is available on all

sites. So when a radio initiates a call to Group 1, this call will be transmitted on all sites. Group 2 is
also a wide group and is available on Site 2 and Site 3.

6. Set up channels. Click on Channels, right-click on Zone, select Add and then Capacity Plus
Voice Channel (Linked) or Capacity Plus Data Channel (Linked). Please remember that
both repeater channels will be used for one and the same purpose. In LCP, a Data Revert
Channel can be configured either as a local Data Revert Channel, or as a wide area Data
Revert Channel. In our configuration all repeaters will be used for voice, that is why in the
Master repeater settings we add Capacity Plus Voice Channel (Linked).

7. Specify Color Code and Slot Channel ID.

B MOTOTRBO Customer Programming Software - [Sample.ctb]

- m} X
Fle Edt Vew Devics Featres Remols Window Help 8 x
e H| 3 ¥ & BoO | R M

RM | Open Save | Reports | Delete | Cut Copy Paste

0. 1
Search | Read Write Clone | Bluetooth
Channel1

- fills} SLR 5500
L. E@ General Settings

& hccessories Jop RX TX
b Security
e Network Color Code |4 3;
S, Link Estabiishment
. Messaging Delay (ms I
“ stes ging Delay (ms) (g -
QﬁTalkgmups RSSI Thresheld (dBm) | _4pg 3:
E}- @ Channels
B~ @8 Zonet F Fiter Type [pade =
e Channell
Preference Level |4 vI
Slot 1 Channel ID |4 3:
Siot 2 Channel ID_2

The color code is used to identify radio systems. Therefore, different color codes are used to
identify different systems. Channels may have the same or different color codes. However, a
repeater can only have one color code. Radios will ignore any channel activity not containing the

matching color code for the system. Repeaters using the same frequency can be associated with
different color codes.
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Slot 2 Channel ID is set up automatically.

Now, configure parameters of one of the peer repeaters on Site 1.

1. Inthe General Settings tab, specify Radio ID and Site ID. In our case Radio ID = 77 and
SiteID = 1.

2. Inthe Network tab, configure network settings.
+ Do not select DHCP.

+ In the Ethernet IP field specify the IP address of the repeater. Master IP address (Site 3) and
Peer repeater IP address (Site 1) will be in different sub networks, because each site should
be located in different sub network.

+ In the Gateway IP field specify the gateway IP address for the repeater.

+ In the Gateway Netmask field specify the gateway Netmask address for the repeater.

| MOTOTREO Customer Programming Software - [Sample.ctb] - m] X

Fle Edt View Device Festures Remole Window Help -8 x

@ & M) Q0 K k@@ QA b2k O
RM | Open Save | Reports Delete | Cut Copy Paste | Search | Read Write Clone | Bluetooth

- fills} SLR 5500
- B General Settings Nemork

& Accessories Top  RadioNetwork MetworkSetting  |P Repeater Programming  TimeZone — NTP Settings — DNS Addresses
L Security

i -~
mE Neiwork Setting

S, Link Estabishment

Sites .
Link Speed | 4o Negotiation -
a3 Talkgroups

Channels DHCP [

EtnemetP [ 10 . im0 . 2

Gateway Netmask | 255 256 255

Gateway P | 10 . 160 . 2 1
Primary DNS Server [P | o . 0 . 0 L]
3. Inthe Link Establishment tab, configure network settings.

* Inthe Link Type field select Peer.

+ Inthe Master IP and Master UDP Port specify the IP address and port number of the
Master repeater.
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« Inthe UDP Port field specify the UDP port of the repeater. The default value is set to 50000.

B MOTOTRBO Customer Programming Software - [Sample.ctb]
Fie Edt View Device Festues Hemole Window Help
= & ] X | % B Q [ pz pE M (]

RM | Open Save | Reports | Delete | Cut Copy Paste | Search | Read Write Clone | Bluetooth

- fils} SLR 5500

Ll Network
= Sites
@8 Talkgroups
Channels

3.
Channel/Site UDP Port.

[

Link Establishment

-

Top |P Site Connect Capacity Plus
Link Type lm |
Authentication Key I
ons [T
|Mmteru: [0 w0 o 20

Master DNS Address |N<me

Master UDP Port |m :|

uoPPert o000
Peer Firswall Open Timer (se<) [12 =

|
B

In the same Link Establishment tab, specify Rest Channel/Site IP and Rest

- MOTOTRBO Customer Programming Software - [Sample.cth]

Fie Edit View Device Features Remote Window Help

= & )] X | % B A e M M a
RM | Open Save | Reports Delete | Cut Copy Paste | Search | Read Wrte Clone | Bluetooth
- fills} SLR 5500

v B General Settings

{-F Security

i Network

-]

i Sies

14,8 Talkgroups

Channals

[

Top |P Site Connect Capacity Plus

sitein [ 3;

Link Establishment
:

Site Alias IS"e
Beacon Duration (ms)  |qgp ==

Beacon Interval (ms)  [1g20 —=

Rest Channel'Site IP | 10 150

Rest ChanneliSte UDP Port [55000 3;

o

21

Rest Channel/Site IP is configured in each repeater. Repeaters from the same site will have the

same Rest Channel IP address.
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4. Add channels. Click on Channels, right-click on Zone, select Add and then Capacity Plus
Voice Channel (Linked). Specify Color Code and Slot Channel ID for each channel.

- MOTOTRBO Customer Programming Software - [Sample.cth]
Fle Edit View Device Features Remole Window Help

i = = = IS S - S <N @ R =T =T ') ﬂ:

RM | Open Save | Reports Delete | Cut Copy Paste | Search | Read Write Clone | Bluetooth

- fills} SLR 5500
B Genoral Setings Channel1

o Security
gl Network CobrCode [ =]
=
g Link Establishment " e
- essaging Delay (ms -
e Sites ging Deley (ms) [gg I
{48 Talkgroups RSSI Threshold (98m) 100 3;
E- @8 Channels
E‘ E Zonet IF Fiter Type  |\wide -
PPN el
ol Preference Level |4 vI
Slot 1 Channel ID |3 3:
Siot 2 Channel ID_ 4

The Color Code must match the color code set for other repeaters.

When configuring a new site, you need to start numeration with Slot 1 Channel ID = 1.

Example

Site 3 (with Master): 1-2-Master ID = 31, 3-4-Peer ID = 32,
Site 1: 1-2-Peer ID = 11, 3-4-Peer ID = 12,
Site 2: 1-2-Peer D =21, 3-4-Peer ID = 22.

Other peer repeaters are configured likewise. When configuring, please keep in mind that:
+ All repeaters from the same site should be in the same LAN.

+ Each repeater must have Master IP Address/Port and Rest Channel/Port.
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7.1.2 MOTOTRBO Radio Programming

1. Inthe General Settings specify Radio ID.

- MOTOTRBO Customer Programming Software - [Sample.cth]

— O X
Fie Edit \View Device Features Remote Window  Help - 8 X
@ & W 3 K kB @ Qb2 O
RM | Open Save | Reports Delete | Cut Copy Paste | Search | Read Write Clone | Bluetooth
= DF4301 -
' [E—— General Settings
g Accessones Top CWID Audio Profile Microphone  Backlight Battery Saver  Alerts Over-the-Air Programming  Persistent LRRP Reqguests  Lone Worker  Power Up
- EA Buttons
Password and Lock  Front Programming Password — Delete Al 5 Tone Radio ID
A Text Messages
"elemets ~
m T v Radio Name IMmgrda
T Menu
. Securty Select..
g Network
@))) Annour nt ‘Welcome Image I
[+ Job Tickets
F}- @ Sgnaiing Systems
[ Encoder
[}~ @8 Decoder Rzdio 1D [1o0
& Contacts GNSS [V
[+ RX Group Lists
GNSS
= Channels IGPS’QZSS |
B Scan Private Calls [V
[ Roam
i Canacty Plus Site Search Timer (sec) |15 3;
W

Select GNSS, if you need to track the radio location (only for radios with GPS support
DP/DM 3401, 3601, 4401, 4601, DP 4801, SL4010).

Select Private Calls, if radio needs to transmit private calls. If Private Call is not selected, radio
will not be able to initiate a private call, but the user can continue to receive and respond to
private calls, and is still able to initiate call alerts.
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2. Inthe Network tab configure the necessary settings.
B MOTOTRBO Customer Programming Software - [Sample.ctb] - m} X
Fie Edt View Device Features Remote Window Help - 2 X
= | K | & ® (SR =-T 1 T (] l:l
RM | Open Save | Reports Delete | Cul Copy Pasie | Search | Read Wrte Clone = Bluetooth
=8 DP4301
- B General Seftings Network
@ Accessories Top  RadioMetwork  Services  Control Station  |P Site Connect
Buttens n
- [l TextMessages Radio IP | 192 163 0 . 1
- 0 Telemetry
Accessory P 182.168.10.2
T Menu
& Security Metmask 266.256.265.0
o [
@) Announcement Radio Network
[+ Job Tickets
[ @8 Signaling Systems CAl Metwork |42 3:
B Encoder .
o . CAl Group Network: 253
[#- [ Contacts Msx TX PDU Size (bytes) [s00 vI
[+ RX Group Lists
[#- B8 Channels Telemetry UDP Port [ap08 3:
- Sean Forward to PC [ |
e o [Disabied -
ARS Radio ID |1 :’
ARSIP 13.0.0.1
ARSUDF Port [ap05 3;
TMS Radio D[4 3;
TMS P 13.0.0.1

+ Inthe Forward to PC field select Disabled.

+ If you plan to work with SmartPTT application specify ARS Radio ID and TMS Radio ID.
Remember that the ARS Radio ID and TMS Radio ID should match the MNIS Radio ID in
the MOTOTRBO MNIS application and Slot ID in SmartPTT Radioserver Configurator. In our
case, ARS Radio ID = TMS Radio ID = Slot ID = MNIS ID = 7.
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3. Inthe Contacts tab right-click on the Capacity Plus system to add necessary contacts
(Private Call, Group Call, All Call) to radio contact list. When configuring the Master
repeater, we added 2 groups as wide groups in the Talkgroups tab. Group 1 with ID=1 is
available for all sites, Group 2 with ID = 2 is available for Site 2 and Site 3. Local groups
should be added in the radio settings. In this example we will add 4 groups: Group 1,
Group 2 - as wide groups, Group 3 and Group 4 as local groups, and other necessary

contacts.
MOTOTRBO Customer Programming Software - [Sample.cth] - m] *
- 9 g P!
Fie Edt View Device Features Remote Window Help - 2 X

m & d | @ ¥ & B @ Q ke MM ﬂl:l
RM | Open Save | Reports Delete | Cut Copy Paste | Search | Read Wrte Clone | Bluetooth

= @ DPaso :
B General Seltngs Capacity Plus
@ Accessories e o
Buttons Contact Name Cal ID Route Type Receive | Ring Style AlenT:::‘ge
o [ Text Tone
@D Telemetry »23# | Groupt 1 =] Reguiar I NosStye Repetitive
- T8 Menu 58 Group2 2 | Requiar [T Nostye Repetitive
& Security &8 Aca /255 | a ¥ NoStje Repetitve
A Netaork . § = .
- @ Dispatcher Voice 1 j NiA r No Style Repetitive
FH- @8 Signaling Systems - N —
B & Contacts $5 | Dispatcher Data 1 = s [~ | Nostye Repeitve
- B8 MoC 058 | Groups 3 = Regutar ™ NosStye Repetitive
Quik-Call 58 Groups a | Requiar ™ Nostye Repetiive
Digital
Ea
- e;ﬂ Group1
_— egﬁ Group2
{088 A Cal
&b Dispatcher Voice
{:i Dispatcher Data
o e;‘ Group3
e egﬁ Group4
Phone

Also, add Dispatcher Call for transmitting data to SmartPTT Radioserver and PC Call to be able
to initiate calls to SmartPTT Dispatcher. Make sure that the IDs of these calls equal Slot ID in
SmartPTT Radioserver Configurator (see SmartPTT Radioserver Configuration).
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4. Add these groups to the RX List. In our example we use the same RX list for all sites. That is
why the RX List contains all the groups.

- MOTOTRBO Customer Programming Software - [Sample.cth]
Fle Edit View Device Features Remole Window Help

I = I I G =" - B N - I -y ¥ B|:|

RM | Open Save | Reports Delete | Cut Copy Paste | Search | Read Write Clone | Bluetooth

DP4801 .
= C g Sarms selise LCPVoice

& hccessores

- @E Butions Auailable Members
- B8 Text Messages Group!

) Telemetry Group2
o T Menu Group3

Groupd
- AJF Security Add ==
25 Network

Erl- @8 Signaling Systems

- (B Contacls

E- 8 AXGowlsts |

E| 8 Capacty Plus
382 [LcPvoice

& Cramnes

#- @ Scan

<< Remove

5. Add all repeaters, which are in the LCP system, to the Channel Pool. The color code should
equal the color code specified for repeaters. In our case Color Code = 7. Define the RX and
TX frequencies. They must correspond to the frequencies set in the repeater, but RX of the

radio must correspond to TX of the repeater and TX of the radio must correspond to RX of
the repeater.

- MOTOTRBO Customer Programming Software - [Sample.cth]
Fie Edit View Device Festures Remols Window Help

= = I I G =N - B N Y- I ¥ - ¥ B|:|

RM | Open Save | Reports | Delete | Cut Copy Paste | Search | Read Write Clone | Bluetooth

R S LCPSite3-31

g Accessones Top BX X

~--EE Buttons
B Text Messages Color Code m
o ) Telemetry
T Merw Phone System |N‘m j
P Security

- I

- @& Signaling Systems
- Contacts

-

|
- Offset (MHz)
.- @ RX Group Lists oo
L] @ Crennels Frequency (MHz)  [136.025000 000000 Frequency (MHz) [136.025000
- Zonel Copy
B~ Il Channet Pool Ref Frequency m Ref Fregquency m
(€31 LCPSite1-11

&0 cPsitet-12
-1 LoPste2-21
) LCPSite2 22
(= | CPsite3 31

L@ LCPSte3-a2
Scan
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6. Create Voice lists and Data lists according to the amount of sites. As all of our repeaters are

Trunk repeaters (transmit voice and data), create only Voice lists. When adding new Voice

list, under the Available list you can see all the channels which were added to the Channel
Pool. So, for Site 1 add a Voice list (LCP Site 1) and add LCP Site 1-11 and LCP Site 1-12 to this

list.

| MOTOTREO Customer Programming Software - [Sample.ctb]

Fie [Edit View Device Features Remole Window Help

= & | ¥
RM | Open Save | Reports | Deleie

LTSRS - -

0. 1

Cut Copy Paste | Search | Read Write Clone | Bluetooth

(=)

[} - - - - -

Please note that IDs in the Members list should correspond to Slot 1 ID Channel and Slot 2 ID
Channel specified in repeater settings.

7. Create Voice lists for Site 2 and Site 3 accordingly.

bbbl - -

DP4301
General Settings

-~ B Butlons

BA Text Messages

- ) Telemetry

-
e Security

2 Network

- @& Signaling Systems
- Contacts
- RX Group Lists

Channels

- (@8 Scan
- (@8 Roam

Data
- B8 Stes

LCP Site1

Aysilsble

LCPSite2-21
LCPSite2-22
LCPSite3-31
LCPSite3-32

Members

IDs

LCPSite1-11
LCPSite1-12

1-2
34
56
78
910
1112
1314
15-18
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8. Configure Sites lists. If you do not use roaming, create several site lists and add only one
site per list.

B MOTOTRBO Customer Programming Software - [Sample.cth] — m] 4
Fie Edt View Device Features Remote Window Help

m =& B @ W & B @ QA | ka MM ﬂl:l

RM | Open Save | Reports Delete | Cul Copy Pasie | Search | Read Wrte Clone = Bluetooth

B o oot Setioe LCP Site1

& hccessores

- @E Butions RSS! Threshold (d8m)  [_103 =]
oo B Text Messages
Add Delete
- ) Telemetry
- T Menu — = =
Site ID Site Afias Voice List Data List RX Group List
Securt -
L o 3 ~ Site1 LCF Site1 None None
gl Network

- (@8 Signaling Systems
. Contacis

- X Group Lists
Channels

- Scan

. Roam

[T - [ -
Il R

Since in this example there are three Sites, add three Sites lists.

For each Site configure:

Site ID: ID of the site to which the radio is connected.

Site Alias: Name of the site to which the radio is connected.

Voice List: Voice Channel List which the radio will use to make voice calls when on the site.
Data List: Data Channel List which the radio will use to make data calls when on the site.

RX Group List: RX Group List which the radio will use to receive group calls when on the site.

If radio roams between different sites, one site list will contain several sites.
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In our case a radio with Radio ID = 700 can roam between all three sites, so we created one Sites
list with all the sites.

| MOTOTREO Customer Programming Software - [Sample.ctb] - m] X

Fie Edt View Device Festues Hemole Window Help
= & | ¥ | & i) (SR - S L] l:l
RM | Open Save | Reports | Delete | Cut Copy Pasie | Search | Read Write Clone | Bluetooth

=] DP4201 :
- Bl General Settings LCP SlteS
@ Accessories
---HE Buttons RSS! Threshold (dBm) lﬂ
[ Text Messages
- ) Telemetry 2dd Delete
‘E Menu- Thh p— v—— —_— o p——
@+ Security » 1 :’ Sitet LCP Site1 Nene p—
2 Network
] (B8 Signaing Systems i  sie2 LCP Site? None F—
G- @8 Contacts 1 -+ ste3 LCP Ste3 Mone LCPvgice
[ RX Group Lists
[ Channels
G- Scan
- @8 Capacity Plus
Voice
M- Dats
B- & stes

9. Add LCP Personalities. To do this, right-click on Zone and add Capacity Plus Personality
(linked).

For each channel specify:

ARS: Select On System/Site Change. ARS feature provides an automatic radio registration. When
the radio powers up, the radio automatically registers with the server. This feature is also used
with Text Messaging or Location Services.

Auto Roam: Select Auto Roam if the radio is to roam between sites in the LCP system. If
disabled, the radio will not be able to roam to another LCP site when moving from one site to
another.

+ For each channel select appropriate Sites list. The radio can roam to the sites listed in the
Sites list.
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3 Fle Edt View Device
m = | 1

RM | Open Save

| MOTOTREO Customer Programming Software - [Sample.ctb] - m] X

Reports | Delete

Features Remote  Window

Helo .8 %
¥ |4 By B | Q

AN Ne—
Cut Copy Pasie | Search | Read Write Clone | Bluetooth

=t DP4801

General Settings
-~ B Butlons

B Text Messages

T -]
Lib-beb- b1

- [ RX Group Lists

Channels

& Zonet

e

L@ LCP Site2
fo 48, LCP Site3
tf1 Channel Pool

Scan

Roam

Capacity Plus

LCP Site1

Jop RX IX

|M5 [on systemvste crange jl

Privacy [~
Privacy Alias Ipma;«,r Key1 j
RAS Aias INone j

Option Board [~

Lone Worker [~

120 =

None =

Messaging Delay (ms)

Compressed UDP Data Header

Auto Roam ¥

|Lce stes |
7 3:

Site List

Rest Channel Acquisition TOT (min)

+ Select Contact Name which defines the call that may be initiated on the channel by pressing
the PTT button, when there are no active calls on the channel.

« Select Private Call Confirmed and clear Data Call Confirmed.

B MOTOTRBO Customer Programming Software - [Sample.ctb] - m] *
Fle Edt View Device Festwres Remote Window Help -8 x
= B ] ¥ | % B Q [ k2 PR M [i]

Reot wie Gone | owooon |

RM | Open Save | Reports  Delete | Cut Copy Paste | Search

RSSI Threshold (dBm)

E- § Drasm s

S Setings LCP Site1

& hccessores Top RX IX
- HE Buttons

-~

e I
o @) Telemetry

EH Menu _—

— Emergency Alsrm Indication [ |Cﬂmﬂt=1NﬂmE [Groupt jl
i Secu
o Network Emergency Alarm Ack [~ Emergency System |$51 ~|
nafing Syst

H Signaling Systems Emergency CalIndication [ vox I~
2| Contacts
[ B8 RX Group Lists Power Level [Low =
= @8 Channels

B- @ Zonet TOT (sec) [go 3;

© U8 LCP Sitet

és Lo stez TOT Rekey Detay (sec) [0 =

i edi® LOP Ste3 Allow Interruption [~

1 Channel Pool -

TX Interruptible Frequencies

Scan
|- @@ Roam Admit Criteria |Chmm,. Eree j
Capacity Plus

In Call Criteria TX Interrupt -

-124 3:

Private Call Confirmed

Data Call Confirmed

2
-
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7.2 MNIS and DDMS Client Configuration

In order to process data packets, ARS, Call Alerts, GPS, TMS, it is obligatory to have MOTOTRBO
Network Interface Service Configuration Utility (MNIS) and MOTOTRBO DDMS properly installed and
configured.

Let's start with MOTOTRBO Network Interface Service Configuration Utility (MNIS).

NOTE
Before configuring, make sure the firmware versions of the repeaters and MNIS are compatible
(please find compatibility information in MNIS Release Notes).

1. Inthe General section in the System Operation Mode field select network type. In our
case, it is Linked Capacity Plus.

MOTOTRBO Network Interface Service Configuration Utility |:||E|

Configuration  Wiew  Edit Service  Help

.

)L H OO @

= 11

General
Tl General
Securit )
L ‘lrl_ System Operation kode | Linked Capacity Plus L |
= 48 Group List
§8E Lis MHNIS Application (D' 1 3
= 8 Conventional
LI
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2. Inthe Linked Capacity Plus section set up Master IP Address and Master UDP Port
fields. These values should correspond to the same values in MOTOTRBO CPS and in
SmartPTT Radioserver Configurator, which you will set up later.

MOTOTRBO Network Interface Service Configuration Utility * [ | = @= orsoro Network
General Settings
Corfiguration  Wiew  Edt  Servics  Help
" % Accessories Top  Radio Metwork LinkE nt |P Site Connect  Capacity Plus [P

L H O O@® !
3 b i Network Radio IP 192 . 168 . 10 . 1
= amm Linked Capacity Plus .

General

- Sites.

*48 Talkgroups
h @ Secuity [+ B8 Channels Netmask 255.255.255.0
é & Group List Master IP Address | 10.150.0.20

L ghB L Radio Network

) — Master UDP Port (50000 3
- §}@: Capacity Plus CAl Network E
E' -'.Eé Linked C MNIS LE Pot @ Automalically ssigned Ao Netwerk 25 2]

A Sites © Manualy Assigned

= ﬁ Advanced Link Establishmeni

e Metwork

Authentication Key l—_l
ki |:| ke Juester =
BB Application Overi

Accessory IP 182.168.10.2

Privari Setinn | Mans . Authentication Key |
Setlings
Master IP 0 . 10 . 0 . 20
= E Radio Server MNAI Network
# £ Radio Network Services . Master UDP Port Im 3:
1 e odies D
% Control Stations pHCeP [
g Cornect Plus Name |MNAI Metwork. 1
- i Radio Activity Networks Network D EthemetlP | 10 . 150 . 0 . 20
=) g MAI Networks
= i MAl Network 1 Peer 1D GatewsyP [ 10 0 0 1
=1 Slot1
L 5 Groups Intertace [13216a0158 & Por [50001 2] Gateway Netmask | 255 235 25 0
B MNIS/DDMS Settings Master Repeater Addiess :
ot 10.150.0.20:50000 Test uoP Fort [oooag
Authentication Key | ‘ Peer Firewall Open Timer (sec) |5 3;

Master Archive File |
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3. Itis recommended to clear the Data Call Confirmed field in the Advanced section and to
specify the identifier in the MNIS LE ID field explicitly. Make sure MNIS LE ID does not
match Peer ID of any repeaters in the system.

MOTOTRBO Network Interface Service Configuration Utility *

Configuration  Wiew  Edit Service  Help
General

&= Securty
= {88 Group List Data Call Confimed ]
ii = Campressed UDP Data Header [
= @ Conventional
=B Domain 1 Battery Saver Preamble

=B Domain 2
eﬂ Capacity Pluzs
= 38 Linked Capacity Plus T Preamble Duration (ms) I:l
. Bl Sites
= 8 Advanced Corwentional Channel Access

3'75- Metwiork

= Forwarding Rules
Application Overide Fules MMIS LE D ) Use MMIS ID

Individual Data to Registered Site [

(%) Manually Assigned 3 e

NOTE
In the Firewall settings add MNIS into the exception list.

DDMS operation is closely connected to MNIS for data exchange (MNIS serves as DDMS Watcher).
DDMS filters ARS packets, received by the repeater, and information on the radio presence in the
network is sent to all systems for further processing.
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Therefore, when you configure DDMS settings, make sure that:

1. The PortWatcher field in MOTOTRBO Network Interface Service Configuration Utility matches
the WatcherPort field in MNIS settings (Advanced — Network).

— M 5 —
{i MOTOTREO Network Interface Service Configuration Wl 2. MOTOTRBO DDM

| Configuration  View  Edit  Service Help

R

- @ Untitled
- EB Generdl
@ Secury
- & Group List
- #4 Conventional
e'@ Capacity Plus
&) ;% Linked Capacity Plus
B @ Advanced

< [

- [Ep Forwarding Rules

e~
[ |
k.

ARS Monitor  []

ARS Monitor ID |Hone

Server Address 127001

I Watcher Pot 3000 |

|

File  Action Help

Q0 D-J;é & %
Service E_Watcher Settings
B tefaces
|- ARS Seitings Watcher 10 TIA00
S [EEEESTE || NetfyGroup 0
“-[f Logging Natify Rate 5
PortWatcher

Port listening for Watcher Subscribe requests
Range: 1000 - 65535

Settings for Watcher interface

2. The PORT SU field (Interfaces — ARS Settings) in MOTOTRBO DDMS matches the ARS
UDP Port field in MOTOTRBO Network Interface Service Configuration Utility (Advanced —

Networks).

Configuration  View  Edit  Service Help

R =

= @ Untitled

L Generdl

&4 Group List

- &4 Conventional
: . Capacity Plus
- £%®: Linked Capacity Plu:
= @ Advanced

- O
[ Forwarding Rule,
Application Ove

e[

@

CAl Network

2
25

CAl Group Network

IAHS UDP Port I
TMS UDP Port

{ MOTOTRBO Network Service uration Ui o=

(g MOTOTRBO DDMS

File  Actien Help

00 [L% HB %

: Service
=-RF Interfaces

E_ARS Settings
PortSU 4005
FassivelMode 8ii

o EEET
E@ Watcher Settings DeviceRefresh Time 240
“if Logging Deregistration TO 120
Persistence TO 12000
PortSU

Port listening for inbound ARS messages.
Range: 1000 - 65535

Settings for ARS/SU interface

7.3 SmartPTT Radioserver Configuration

1. Run SmartPTT Radioserver Configurator, which you have downloaded and installed, as
described in Software Installation.

2. Inthe setting tree on the left, right-click on NAI Systems, point to Add and click
NAI - Linked Capacity Plus.
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3. Inthe opened window specify the following settings of the LCP network:

@ SmartPTT Server Configuration - C\Program Files (x88)\SmartPTT\Server\RadioService.exe.config — O x

Settings Metworks  Client List  Networs Configuration  Fules  Activity Log Bxport/Import Settings  Statistics

i.. Control Stations NAI - Linked Capacity Plus Network

- Connect Plus

Oy NAI Systems Active

W™ Al Linked Capacity Plus 1
EI 1 Slat 1 MName |NAI- Linked Capacity Flus 1 |
POl Siteg
fi Talearoups Network |D K |

H e ecurty Settings eer
- LS 5 Peer ID K |
-, DDMS Settings -
.58 MNIS Data Gateway Interface Any > Fot LU

H Capacity Max Metworks Master repeater address ;

H SIP/RTP Interfaces (IP Address:Port) |remotehu:ust.5DDDD Test

Authertication key

Voice transmission | Repeaters bl

Group call hang time, ms 3000 =
Private call hang time, ms A000 =
Preamble durstion, ms 180 =
Mz Mumber of Simuttaneous Telephone Calls 100 =

Data transmizsion
Manitaring

Name: Add network name.

Network ID: Specify unique ID of the network. The network ID must not match any ID of the
other SmartPTT Radioserver networks.

Peer ID: Enter unique ID of the virtual repeater in the network. The virtual repeater ID must not
match any of the other repeater IDs in this network.

Interface: Specify the IP address of the PC where SmartPTT Radioserver is installed.

Port: Set up port number of SmartPTT Radioserver. It should differ from the corresponding ports
in other networks.

Master repeater address (host:port): Specify IP address and port number of the Master
repeater (see Master IP and Master UDP Port in MOTOTRBO CPS). In this example
itis 70.750.0.20:50000.

Click Test to check connection between the virtual and Master repeaters.
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Authentication Key: Enter repeater authorization key (to be equal to the Authentication Key in
the repeater settings in MOTOTRBO CPS). In this example we are not setting any authentication
keys.

Voice transmission: Can be carried out in two ways: via repeaters and via control stations. To
transmit voice via control stations, configure control station parameters and profiles for making
private calls. To transmit voice via repeaters, configure virtual control station channels and
talkgroups of the channel. The number of channels depends on the network type. To ensure data
packets transmission over the network, configure the DDMS and MNIS services. To transmit CSBK
commands use control stations for voice transfer. To transmit data and monitoring data select the
corresponding check boxes (Data transmission and Monitoring). If Data transmission is not
selected, all data packets will be gray and no data type differentiation will be applied in the
Monitoring panel in SmartPTT Dispatcher. If Data transmission is selected, the data packets
addressed to you will be defined, and other data packets, not addressed to you, will be gray.

4. Configure slot parameters. In order to do that, go to Slot 1 in the setting tree of SmartPTT
Radioserver Configurator.

'Ql SmartPTT Server Configuration - C\Program Files (x88)\SmartPTT\Server\RadioService.exe.config — O x

Settings Metworks  Client List  Networs Configuration  Fules  Activity Log Bxport/Import Settings  Statistics

~g Control Stations NAI Control Station
h Connect Plus _
=5 h MAI Systems Active
= h MAI- Linked Capacity Plus 1 |
Mame |Slot 1
=)
T, Sites i -
iﬁ Talkgroups Radio ID 65535 =
¢ w5, Security Settings CAl Network 12 =
H,; DDMS Settings
...... ‘g MNIS Data Gateway CAl Network for Groups (225 =
:, g?ﬁ?&%hﬁz rfriit:;ﬂ(s ] Alow Telephone Interconnect
TH Time-Out Timer, s |60 =
Options

[] Emergency alam corfimed

[] AMlow transmit intemupt

GPS Transmission Mode | Data e

Confimed Events
Private calls
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Name: Specify the name of the slot.

Radio ID: Set unique ID of a virtual control station corresponding to the network slot. Remember
that it should match ARS Radio ID, TMS Radio ID and MNIS ID, in this example itis 7.

CAI Network: CAlI-network ID. Use the default value of 12 (must match MOTOTRBO CPS
settings).

CAI Network for Groups: CAI-network for groups ID. Use the default value of 225 (must match
CAI Group Network in MOTOTRBO CPS settings).

Emergency Alarm Confirmed: Select this check box if you need the emergency alarm be
acknowledged.

Private Calls: Select this check box if you need set private calls on the current digital channel as
confirmed.

Allow Transmit Interrupt: Select this check box if you need the ability to interrupt a radio.

GPS Transmission Mode: Allows you to select the way how to transmit location updates: as a
data packet in multiple bursts or as a single CSBK (Control Signaling Block). This time select Data.

Allow Telephone Interconnect: Select this check box if you need the ability to make telephone
calls on the slot.
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5. Configure talkgroup parameters. To do that, click Talkgroups. Parameters of wide area and
local groups are set in the Control Station Talkgroups window. In order to display wide
area talkgroups by the SmartPTT Dispatcher application, add necessary talkgroups in
SmartPTT Radioserver Configurator, define group identifiers which correspond to the
identifiers of the wide area groups in the repeater MOTOTRBO CPS settings and select Wide
in the Site Number field. In this example we have two wide area talkgroups and two local
talkgroups, so we add them into SmartPTT Radioserver Configurator.

'Ql SmartPTT Server Configuration - C\Program Files (x88)\SmartPTT\Server\RadioService.exe.config — O x
Settings Metworks  Client List  Networs Configuration  Fules  Activity Log Export/Import Settings  Statistics
i Control Stations Control Station Talkgroups
H’ Connect Plus
[—]H MAl Systems e
Elh MAI- Linked Capacity Plus 1
. %" Slat 1
E' + All Call
Add Femove i Up ¥
MName ] Site Number
H" Capacity Max Metworks Group 1 1 Wide s
g SIP/RTP Interfaces Group 2 2 Wide w
Group 3 - Site 2 3 2 -
Group 4 - Site 2 4 2 w

Talkgroups not specified in the repeater settings are regarded as local groups. Local group call
does not go beyond the site on which the call was initiated.

To add local talkgroups, just add them in SmartPTT Radioserver Configurator, define their
identifiers and select site number from the list in the Site Number field.

NOTE
Wide area and local talkgroup identifiers must differ.
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6. Configure MNIS Data Gateway and DDMS settings for data transmission under MNIS Data
Gateway and DDMS Settings.

@ SmartPTT Server Configuration - C\Program Files (x88)\SmartPTT\Server\RadioService.exe.config — O x
Settings  Metworks  Client List  MNetwork Configuration  Rules  Activity Log  Export/lmport Settings — Statistics
%z Control Stations MHIS Data Gateway
ﬁ Connect Plus
[_]g MAl Systems Socket Type Local Socket w
=) e NAF Lnked Capacity Pus | Interface 192.168.56.1 v
=1 Slot 1
¢ b1 Sites MMIS Control Interface loopback: 55000
Talkgroups <
: i.Z Security Settings MNIS 1D | b
""" -‘ DDMS Seﬁigs Location Port 4001 =
(o - 4 MNI5 Data Gateway
g Capacity Max Networks TMS Port 4007 =
SIP/RTP Interfaces
ﬁ Telemetry Part 4003 =
@ SmartPTT Server Configuration - C\Program Files (x86)\SmartPTT\Server\RadioService.exe.config — O x
Settings  Metworks  Client List  Metwork Corfiguration  Rules  Activity  Log Export/Import Settings  Statistics
-t Control Stations DDMS Settings
ﬁ Connect Plus _
g NAI Systems Active
Elh MAI- Linked Capacity Plus 1
o uL Slot 1 Server Address  |localhost: 3000
. 'Y Sies
i bR Talkgroups
Security Settings
H Capacity Max Metwarks
g SIP/RTP Interfaces

7. Under MNIS Data Gateway select Local Socket in the Socket Type field since the
MOTOTRBO Network Interface Service Configuration Utility application is installed on the
same PC as SmartPTT Radioserver.
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8. MNIS Control Interface - use localhost, if MNIS is installed on the same PC as the
radioserver. If MNIS and the radioserver are installed on different PCs, use the interface
specified in the MNIS Relay Address field. The port should match the port number
specified in the MNIS Control Interface TCP Port field in MOTOTRBO Network Interface
Service Configuration Utility settings:

MOTOTRBO Network Interface Service Configuration Utility

Configuration  Wiew  Edit  Service  Help
= 111 ARS Monitar D | ~
General
@7 Security Device Discovery and Mohility Service
=1 Group List
&1 Conventional Server dddress |12F".EI.EI.'I |
e:&:- Capacity Plusg
- FY
8. Linked Capacity Plus Watcher Port 3000 [
= 8 Advanced
MNIS Control Interface
B Forwarding Rules MMIS Cortrol Interface TCP Pt (55000 &
Application Override Rules
v
< | @

9. IntheInterface field select the IP address specified in the Tunnel IP Address field of
MOTOTRBO Network Interface Service Configuration Utility. The IP address should not
match the IP address of the computer on which MNIS is installed.
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10. In the MNIS ID field set up the Common Air Interface (CAI) ID of the MNIS in the radio
network. The ID is used by other calling radios when addressing MNIS. Make sure MNIS ID
matches the MNIS Application ID field in the General tab in MOTOTRBO Network
Interface Service Configuration Utility. It is also recommended that MNIS ID should match
Radio ID in the radioserver slot settings.

HHIS MOTOTRBO Network Interface Service Configuration Utility |T||EH§\
Socket Type |L0c:a| Socket V| ; 7 . Y : T
Configuration  Yiew  Edit  Service  Help
MrisCaritrol Interface |Iocalhost:5000 | Do L
Interface [19218850.2 | 1 | lj J H ‘ O ‘ (@'
MNIS 1D i [£]2 B
E# General
Location Paort 4001 4 5 i
= o ec:uny. System Operation Mode | Linked Capacity Pluz v|

TS Port 4007 > = {88 Group List —
Telemnetry Port 4008 o . ﬁiv:ii:nal 2 IMN|5 Application 1D M I

=& Domain 1

G Comty
=] -::ﬂ:- Linked Capacity Plus
: 2B Sites MNIS P Address @
o @ Advanced 1|TunneIIPAddress 192.168.50.2 I

-ﬁgﬁ- Metwork

B Fomwarding Pules Subnet Mask  255.255.255.0

Application Overide Aules
11. In the TMS Port, Telemetry Port and Location Port fields specify ports where the

12.

radioserver will expect text messages, telemetry and GPS data. The ports should match the
ports set in the TMS UDP PORT, Telemetry UDP Port, Location Server UDP Port fields in
MOTOTRBO Network Interface Service Configuration Utility (Advanced — Network).

Under DDMS settings specify Server Address, i.e., IP address of the PC with the
MOTOTRBO DDMS application installed, and port number of the DDMS server. In this case
the DDMS server is installed on the same PC as the radioserver. The port number in this
field must match the port number in the PortWatcher field of the MOTOTRBO DDMS
(Interfaces — Watcher Settings).

£, MOTOTRBO DDMS

DDMS Action Help B
Server Address 192.168.37.13}z000 | 00 D-ﬁi %

-2y Service E Watcher Settings

2 RY Interfaces [PortWEncher 3000 |

i g ARS Settings Watcher 10 T

 SrEmETE || Nt 0
13. Save changes by clicking Save [ To cancel the changes made, click the Restore button [

All the changes, made after the last save, will be restored.To apply the saved changes you
must restart the service. The service is managed using the following buttons: Start (2], Stop
and Restart (@] [@»),
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8 Connect Plus

SmartPTT PLUS supports Connect Plus multi-site trunking system, which starting from version 8.5
can be used not only for Presence Notification service, TMS and GPS functionality, but also for
voice communication between the dispatcher and radios.

Connect Plus network can include up to 15 repeaters (29 channels + 1 control channel) on each
site. Each site must have at least one XRC Controller. It is the core of the Connect Plus network and
its presence on each site is obligatory. The XRC Controller provides central call processing and
real-time resource management for MOTOTRBO Connect Plus digital trunking systems. There can
be two XRC Controllers per site if one of them serves as backup to the primary XRC. The secondary
controller provides backup capability, but it does not increase the number of repeaters and calls
that can be managed per site.

XRT Gateways are required for voice communication and call event monitoring.

MOTOTRBO Connect Plus multi-site trunking network provides extended load capacity and
provides digital communication to as many as 2,900 users per site.

The Connect Plus network configuration includes the following stages:

+ Setting up MOTOTRBO equipment configuration parameters: XRT Gateway, XRC Controllers,
repeaters, and radios.

+ Setting up SmartPTT Radioserver parameters to operate with Connect Plus network.

The goal of this document is to help system administrators configure SmartPTT Radioserver
parameters to operate in the Connect Plus network. The document contains detailed information
on SmartPTT Radioserver settings, specific to this network type, XRC Controller and XRT Gateway
settings that are necessary for the operation with SmartPTT Radioserver, and some settings of
MOTOTRBO radios, which we think must be covered.
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8.1 MOTOTRBO Equipment Programming

To program MOTOTRBO equipment you will need special MOTOTRBO configuration software:

+ MOTOTRBO Customer Programming Software (CPS)
+ MOTOTRBO Connect Plus XRC Network Manager for XRC Controller configuration
+ MOTOTRBO Connect Plus XRT Network Manager for XRT Gateway configuration

+ MOTOTRBO Connect Plus Option Board CPS for radio option board configuration
NOTE

Ensure that firmware versions for all MOTOTRBO equipment used in one network are
compatible.
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8.1.1 MOTOTRBO XRC Controller and XRT Gateway

The scheme below shows the sample of Connect Plus network:

IP networl —.7

SmartPTT SmartPTT
Radioserver Dispatcher
P P
/___,_,.,_o-'—‘_—h—. ..-"fr Site 3 \\\_
. ™,
Site 1 / %,
/ \
! \
IP network 1 \
- - |
1P ,' \ P
Repeater ID=1 | | Repeater ID=1 [
S/ IP — T 1P™ /
Repeater D=2 | ./ o Sita 2 ) 4 Repeater ID=2 /
“a._____ __// / \1*\\\\ .__z"f/
£ \x_ S _'_'_'_‘__.-'"'
.-"Illr b e
! L1
|III [] |
| |
|
I IP Repeater D=1 |
| /
.,__..1 Repeater D=2 J
M, /"-r
., -
\\\ Repeater D=3 {//
T, T

e e

In this network there is only one XRT Gateway in the network system, and one XRC Controller per
site. The number of repeaters per site can be different. In this case there are two and three
repeaters on site.

The XRT Gateway joins the MOTOTRBO Connect Plus system as another multi-site XRC Controller
peer. It creates a pathway between the radios on a Connect Plus system and the third party
application, in our case it is SmartPTT Radioserver.

The XRC Controller controls up to 15 MOTOTRBO repeaters per trunked site. Because this is an
IP interface, the XRC Controller and its connected repeaters could theoretically be in different
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locations. However, due to the time sensitive nature of the messaging between the controller and
the repeaters, the XRC Controller and its trunked repeaters must be at the same physical location
and connected to the same Ethernet switch. The XRC Controller can control up to 30 digital
channels (timeslots) per Connect Plus site. One of these timeslots must be dedicated for Control
Channel signaling. All other timeslots are used by the controller for call assignment.

In this article we will focus mainly on the most critical parameters of the XRC Controller and
XRT Gateway, which are required for operation with SmartPTT Radioserver.

In our example we have a multisite networking, therefore each XRC Controller must be enabled
for multi-site operation.

1. Make sure the Pool IDs field in SmartPTT Radioserver Configurator matches the Pool ID
field in Site Configuration window of XRT Gateway settings.

@ SmartPTT Server Configuration - C\Program Files (x88)\SmartPTT\Server\RadioService.exe.config — O x

Seftings Metworks  Client List  Rules  Activity Log Beport/Import Settings  Statistics

7:. Control Stations XRT Gateway
-y Connect Plus .
-4y Connect Plus 1 Aetive
S

T XRC Controllers

-4

El i1 XRT VoiceGateways

[EW ™ O T Gateway |
h 2 Talkpaths Gateway Address:Port |remntehu:nst:1DDD1 |

" Tf{ Securty Settings
H NAI Systems Poal 1Ds |1EDDDDD1—1 6000010 |
H Capacity Max Metwors
g SIP/RTP Interfaces

Mame |}<FlT Gateway 1 |

|Isemame | |
Passward | |
TX Time-Out Timer, s &0 =
Group Call Hang Time, ms 4000 =
Private Call Hang Time, ms 6000 =
Emergency Call Hang Time, ms 8000 =
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3. Make sure that there is a user record for every pool ID in XRC Controller configuration:

Disconnect  Site Dashboard (Open)  Settings  Site Control  Real Time Display  Metwork  Alerts/Alarms  Logs  Windows  User  Group  Multigroup  Help
T T —

Fiecord Type D Alias Pricirity Statuz Serial Humnber Fultigroup 1D Mates
Diigp 101 ! 1000
User 102 Disp 102 8 Enabled O3FTMLYO0T 1000
User 2m 2 2 Enabled (37TMLY 348 1000
User 202 202 8 Enabled O37THLY 343 1000
User 403 403 8 Enabled 037THT1829 1000
User 16000007 #RTClient 2 Enabled 1000
User 16000002 HRTClient 2 Enabled 1000
User 16000003 HRTClient 8 Enabled 1000
User 16000004 HRTClient 2 Enabled 1000
User 16000005 HRTClient 8 Enabled 1000
User 16000006 HRTClient 8 Enabled 1000
User 16000007 H#RTClient 2 Enabled 1000
User 16000002 HRTClient 2 Enabled 1000
User 16000003 H#RTClient 8 Enabled 1000
User 16000010 H#RTClient 8 Enabled 1000
Group 0m Group 1 g Enabled
Group 002 Group 2 8 Enabled
Group 1003 Group 3 a Enabled
Multigraup 1000 1000 a Enabled

4. Check user restrictions under XRT User Configurations in MOTOTRBO Connect Plus XRT
Configuration Tool:

Disconnect  Settings  Site Control  Metwork  Logs  Windows  Help

Usermame tax Talk Pathe  Biling Enable  MWAC Enable  DataPathR...  Group Talk Paths Private Talk Paths User Details

Uzernams

Pagsword

Confirm Password
bax Talk Paths 10
Billing Enabled
Metwork, Wide All Call [MNWAC) Enabled
Data Path Registration Enabled
Group Talk Paths
| Group ID 1000-1003 |

Private Talk Paths

Conzole User D 1m |
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5. Check that the Username and Password match Username and Password in SmartPTT

Radioserver Configurator in XRT Gateway settings.

6. Check the Group ID. The values in the field must match the IDs used for group calls in

SmartPTT Radioserver Configurator in XRT Gateway talk path settings. If the field is empty,

the user should have permission for any Group Talk Path that it validly registers with the

XRT 9000. If any Group ID is entered, then all Group IDs not configured into this field will be

disallowed.

7. Check Console User ID. It should match Radio ID in SmartPTT Radioserver Configurator.

Settings Metworks  Client List  Rules

Activity Log

@ SmartPTT Server Configuration - C\Program Files (x88)\SmartPTT\Server\RadioService.exe.config — O x

BExport/Import Settings  Statistics

g Control Stations
-y Connect Plus
B8 ] Connect Plus 1]

T ¥RC Controllers
1 XRT VoiceGateways
...... it Security Settings
g MNAI Systems
H Capacity Max Metwarks
g SIP/RTP Interfaces

Connect Plus

Active

MName
MNetwork [D
Feer ID

|Cu:unnect Flus 1

Radio 1D

Interface

UDP Start Port

15000 =

*

If the field is empty, the user should have permission for any Private Talk Path that is validly
registered with the XRT 9000. If any Private Talk Path ID is entered, then all other

Private Talk path IDs will be disallowed.
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8.2 SmartPTT Radioserver Configuration

In this topic you will find description of the following system topology: Connect Plus based on the

XRT Gateway.

Connect Plus with the XRT Gateway

The configuration process includes the following steps:

1. Run SmartPTT Radioserver Configurator, which you have downloaded and installed, as
described in Software Installation.

2. Make sure you have the necessary licenses to work in Connect Plus network, i.e., Connect

Plus Voice Support and Connect Plus Data Support.

@ S5martPTT Server Configuration - C\Program Files (x88)\5martPTT\Server\RadioService.exe.config

Seftings  Metworez  Client List  Network Configuration Activity  Log Export/Import Settings ~ Statistics

-~-F Radio Server Licenses

# Radio Netwark Services Licensed to:  SmadPTT PLUS 5.1

. Add-on Modules License key |D:

ﬂ!& Profiles Contacts:

iy Radio Groups )

-l Metadata Address.
Support expiration date:  4/19/2018

) ) Expiration -
License Quantity Date
Indoor Tracking 1 1/31/72018
Connect Plus Voice Support 1 1/31/72018
Connect Plus Data Support 1 13172018
MAI Voice for IP Site Connect 2 13172018
MAl Voice for Capacity Plus 2 13172018
MAl Voice for Linked Capacity Plus 2 13172018
GPS Posttioning 1 13172018 v
Change Licensze
Activation
Hardware D
Collect Copy
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3. Inthe setting tree on the left, right-click Connect Plus, select Add, and then Connect Plus.

@ SmartPTT Server Configuration - C\Program Files (x88)\SmartPTT\Server\RadioService.exe.config — O x

Settings Metworks  Client List  Networs Configuration  Fules  Activity Log Export/Import Settings  Statistics

-5 Control Stations Connect Plus

g NAI Systems Add

H‘ Capacity Max Metwarks

The Connect Plus window appears:

@ SmartPTT Server Configuration - C\Program Files (x88)\5martPTT\Server\RadioService.exe.config — O et

Settings Metworks (Client List  Metwords Configuration  Rules  Activity Log Export/Import Settings  Statistics

'{. Control Stations Connect Plus
|_:_|H Connect Plus

BEW Covec e | pee

¥R(C Cortrollers

L0 MRT VoiceGateways Name |":':"-"-"3':'t Plus 1 |
o Tﬁ Security Settings
g MNAI Systems Network 1D |1 |
H Capacity Max Networks Peer ID |'I |
g SIP/RTP Interfaces
Radio ID K |
Interface Ay w
UDP Start Port 15000 -

4. Set parameters:
4 .1.Select Active to enable the Connect Plus network.
4.2.1In the Name field enter the name of the network.

4.3.1In the Network ID field enter the unique ID of the Connect Plus network, which is used
inside SmartPTT. This is important if you have more than one Connect Plus network. In
our case there is only one network, so we leave the default value. Note that this ID is
different from the Network ID defined in the XRC Controller codeplug.

4.4.1n the Peer ID field enter unique ID of the virtual repeater (i.e., radioserver in Connect
Plus network). This parameter is used only for voice packets to the XRT Gateway, so
leave the default value. Make sure this ID is different from the repeater ID in the
Connect Plus network.

4.5.1n the Radio ID field specify the ID of the virtual control station by default, the
parameter is used to represent the radioserver inside Connect Plus network, therefore,
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this ID will be used for the dispatcher. It is used for data and voice transmission. Make
sure it is not duplicated to any of the radio ID in the system.

4.6.1n the Interface field specify the IP address of the virtual repeater (i.e., SmartPTT
Radioserver).

4.7.1In the UDP Start Port specify the first local UDP port available for XRT Gateway talk
paths. Each talk path requires one local UDP port. Next talk path will use UDP Start
Port incremented by 1, and so on.

NOTE
If you have more than one dispatcher in the system, you should specify the unique ID for all
dispatchers. To do it, create a profile per dispatcher and specify the unique ID.

@ SmartPTT Server Configuration - C\Program Files (x88)\SmartPTT\Server\RadioService.exe.config — O x

Seftings  Metworks Client List  Network Corfiguration  Fules  Activity Log Export/Import Settings  Statistics

H Radio Server Profile

- Licenses

ﬁf‘ Radio Metwork Services Name |Pn:|fi|e 1

[~ .. Add-on Modules - ' .

Elﬂ_h Profiles Limit Radios to Service

e ] Enabie

‘(',‘-.:-‘ Hadin GI'CILIDS E:(EIITIFIIE: 1'55 150
]:J] Metadata Allowed radio ID's 1-16776415

Collapse Al & &

EI Radio Metwork Services
[#]aRS
- [AGPS
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5. There are three sites in our network, and each contains one XRC Controller. It is not
necessary to add all the three XRC Controllers in SmartPTT Radioserver Configurator. It is
required only for monitoring purposes. If you do not want to monitor all XRC Controllers,
you can add only one. To add an XRC Controller, right-click XRC Controller and click Add:

@ SmartPTT Server Configuration - C\Program Files (x28)\5martPTT\Server\RadioService.exe.config — O x

Settings Metworks (Client List  Metwords Configuration  Rules  Activity Log Export/Import Settings  Statistics

t Control Stations ¥RC Controllers
-y Connect Plus

Bh- Cannect Plus 1

:»1] *RC Controllers
i) :}'i', Securty Settings I

g NAI Systems
-y Capacity Max Networks
g SIP/RTP Interfaces

6. Specify parameters for the XRC Controller:

@ SmartPTT Server Configuration - C:\Program Files (x86)\SmartPTT\Server\RadicService.exe.config - O X

Settings Metworks  (Client List  Netwods Configuration  Rules  Activity Log Export/lmport Settings  Statistics

‘& Control Stations ¥RC Controller
E-ma Connect Plus
- Connect Plus 1 Active

=455 ¥RC Cortrollers

WO, RC Controller 1 MName [ XRC Controller 1 |
-4 Talkgroups Cortraller Address |remo18host |

:ﬂ ¥RT VoiceGateways

i :}"; Security Settings PM, TMS, GP5

ﬁ MNAl Systems PN

ﬂ Capacity Max Metwarks _

-4y SIP/RTP Interfaces Cortroller Fort 4005 :
Local Port 50005 =
TMS
Cortroller Port 4007 =
Local Port 50007 =
GPS
Cortroller Part 4001 =
Local Port A0001 =

Manitaring

Controller Port 33000 =
Local Part 33000 z
lse MAT ]
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6.1.Select Active to enable XRC Controller support.

6.2.In the Name field enter the XRC Controller name. This is used only in SmartPTT
Radioserver Configurator.

6.3.In the Controller Address field specify the IP address of the XRC Controller. Port is not
required in this field.

6.4.Select the PN, TMS, GPS check box to enable data services. Specify Controller port and
Local port for each service, where Controller port is the XRC Controller port and Local
port is the virtual repeater port. You can leave default values. Local PN, TMS and GPS
ports should not be in conflict with other local ports used for other purposes used on
this PC.

NOTE
The PN, TMS and GPS services can be set only for one of the XRC Controllers in the network.

These settings will be used by other controllers available in the network.

NOTE
The PN, GPS and TMS ports should match the same ports in MOTOTRBO Connect Plus

XRC Configuration Tool.

7. Select Monitoring check box to be able to review the XRC Controller on the Monitoring
panel in SmartPTT Dispatcher. Specify Controller port and Local port. The Monitoring
service is enabled on all existing XRC Controllers. You can leave default values. If the
XRC Controller is in one local network with the radioserver, leave Use NAT unchecked. If the
XRC Controller is outside the local network of the radioserver, select Use NAT.

NOTE

Make sure that you have the general Monitoring service enabled (SmartPTT Radioserver
Configurator — Add-on Modules — Monitoring). If needed for monitoring purposes, set
parameters for the other XRC Controllers, but remember to leave the PN, TMS, GPS check box

unchecked.
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8. Add an XRT Gateway by right-clicking on XRT VoiceGateways and selecting Add.

Settings Metworks  Client List  Network Corfiguration

@ S5martPTT Server Configuration - C\Program Files (x88)\5martPTT\Server\RadioService.exe.config — O >

Rules  Activity Log

Export/Import Settings

Statistics

‘{_, Control Stations

-y Connect Plus

-4y Connect Plus 1
4% XRC Controllers

M w1 “RT VoiceGatewa=

- _SECU.W Seings | Add
g MAl Systems
ﬁ Capacity Max Metwarks

g SIP/RTP Interfaces

The XRT Gateway window appears:

XRT VoiceGateways

Settings Metworks  Client List  Networs Corfiguration

@ SmartPTT Server Configuration - C\Program Files (x88)\5martPTT\Server\RadioService.exe.config — O et

Rules  Activity Log

Export/Import Settings

Statistics

-2 Control Stations
E-ig Connect Plus
-4y Connect Plus 1

Elriﬁ} ¥RT VoiceGateways

=R "1 <R T Gateway 1
‘.58 Talkpaths

------ % Securty Settings
ﬁ MAl Systems
ﬁ Capacity Max Metworks
g SIP/RTP Intedfaces

XRT Gateway
Active

Mame

XRT Gateway 1 |

Gateway Address:Fort

|remotehost: 10001 |

Pool 1Ds

| 16000001-16000100 |

|lzemame |

Passward |

T Time-Out Timer, s

Group Call Hang Time, ms
Private Call Hang Time, ma

Emergency Call Hang Time, ms

60 <
4000 s
G000 =
2000 S
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9. Specify parameters of the XRT Gateway.

9.1.Select Active to enable XRT Gateway support.

9.2.In the Name field enter the XRT Gateway name, which is used only in SmartPTT
Radioserver Configurator.

9.3.In the Gateway Address:Port field enter the IP address and port of the XRT Gateway.

9.4.In the Pool IDs field use default values. The values must correspond to the range of IDs

set in the XRT Gateway settings (Pool ID):

,
@ SmartPTT Server Configuration - C\Program Files (x86)\SmartPTT\Server\RadioService.exe.config

| Settings | Networks ‘Client List I Network Configuration I Rules I Activity I Log I Export/Import Settings I Statistics‘

+~§ Control Stations
Connect Plus
=g Connect Plus 1
-4 XRC Controllers
| - ¥RC Controller 1
H R Talkgroups
KRT VoiceGateways

Qo Game
: i iR Talkpaths

i T Securty Seftings
-y MNAI Systems
- Capacity Max Networks
-y SIP/RTP Interfaces
B SmartPTT Radioservers

XRT Gateway
Active

Name

Gateway Address:Port

#RT Gateway 1

remaotehost: 10001

[Pool 10

16000001-16000010

Usemame

Password

TX Time-Out Timer, s 60

Group Call Hang Time, me 4000
Private Call Hang Time, ms 6000
Emergency Call Hang Time, ms 2000

Site Configuration

Configuration
Ciitical Settings

WaRMING: Changes to thiz section will require a reboot of
AT 3000,

Site Configuration

Local Site [D 255

Connect Plus Metwork [T 298

Metwork Corfiguration

Multizite: IDP Start Port 46000

Max Multizite Ports a2

Multizite Ping Int. 2500 ms,
Multisite: Control Port 45000

Client TCP Part 10001

Client UDP Start Port 7700

MTF Configuration
[] MTP Server

NTP Server Address

NTF Update Interval EO000 ms.
Pool 1D Configuration

Fool ID 16000001 -160000710

m

Username and Password: Used for authentication with the XRT Gateway and must equal
XRT Gateway Username and password set up in MOTOTRBO Connect Plus XRT Configuration

Tool.
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10. Add talkpaths on the Talkpaths window. They are necessary for voice communication. For
each talkgroup add one talkpath, select Group in the Type column, and specify the ID. For

the dispatcher add another talkpath, select Private in the Type column, and enter the

Radio ID specified in step 4. Make sure these IDs match the IDs setin MOTOTRBO Connect
Plus XRT Configuration Tool (field Group ID and Console User ID).

Settings  Metworks  Client List  Network Configuration

@ SmartPTT Server Configuration - C\Program Files (x88)\SmartPTT\Server\RadioService.exe.config

Rules  Activity Log Export/Import Settings  Statistics

g Control Stations

¢ Connect Plus

-y Connect Plus 1

1+ XRC Controllers

i+ ¥RT VoiceGateways
Elh ¥RT Gateway 1
_ TaiE=m
LT Security Settings
g MNAI Systems

-y Capacity Max Networks
g SIP/RTP Interfaces

Talkpaths
All Call
Add Delete
Mame Type n]
Group 1 Group ~ | 1000
Group 2 Group ~ 1001
Group 2 Private ~ | 1002

If required, you can define encryption settings for outgoing and incoming traffic under Security

Settings.
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9 Capacity Max

MOTOTRBO™ Capacity Max is a multisite trunked radio system from Motorola Solutions. The
system is compliant with ETSI DMR Tier III standards, supports up to 250 sites with up to 3,000
users per site. It provides connections alternation/redundancy and information security. For
details, visit the MOTOTRBO™ Capacity Max web page of the Motorola Solutions website.

Capacity Max is available to SmartPTT over the Capacity Max System Server device (CMSS)
connection. CMSS is a controller that provides the following communication interfaces:

« Presence Server (information about radios and their online/offline status)

« MNIS VRC Gateway (voice calls and radio signaling commands)

up to 3,000 radios per site

Each CMSS provides only one Presence Server and/or one MNIS VRC Gateway interfaces. For each
alternate/redundant or additional interface, another CMSS is required.

Text messages, positioning information, and telemetry data are provided by the MNIS Data
Gateway. It is represented with the MOTOTBRO Network Interface Service (MNIS), a Windows
services from Motorola Solutions that is hosted on a regular computer outside CMSS.
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9.1 Capacity Max Feature Overview

Capacity Max provides and supports the following features:
« Private and group voice calls (including system-wide and site-specific All Calls)
« Radio commands
« Telephone interconnect
« Voice notifications
« Voice recording
« Text messaging.
« Outdoor (GNSS) positioning services.
« Temporary Talkgroup creation over the Dynamic Group Number Assignment.
« Data acquisition and remote control over MOTOTRBO radios.
«  Wireless traffic encryption using MOTOTRBO enhanced privacy or AES-compliant privacy.
« Presence Server, MNIS VRG Gateway, and MNIS Data Gateway alternation/redundancy.

» Secure connection between SmartPTT Radioserver and CMSS.

Licensing
To support Capacity Max, SmartPTT Radioserver requires the following licenses:

Capacity Max Presence Connectivity
Each license unlocks the connection to the Presence Server and up to 4 alternate/redundant
Presence Servers (optional).

Capacity Max Voice Connectivity
Each license unlocks the connection to 15 MNIS VRC Gateways. Such a great amount of
gateways may be needed in systems with high call rate. Each gateway may have an optional
alternate/redundant gateway.
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Capacity Max Data Connectivity
Each license unlocks the connection to the MNIS Data Gateway and the alternate/redundant
MNIS Data Gateway (optional).

NOTE
If you are using the remotely installed MNIS Data Gateway, please install and configure
SmartPTT MNIS Data Gateway Relay.

AES Encryption Support
The license makes AES-compliant secure keys available for configuration. In CMSS, the keys
are referred to as “symmetric keys”".

For information on CMSS licenses, contact the Motorola Solutions representative in your region.

Limitations
For SmartPTT operators, network equipment diagnostics (SmartPTT Monitoring).

SmartPTT Radioserver ignores Radio Stun, Radio Revive, and Radio Kill commands sent to
SmartPTT Radioserver ID and dispatch profile IDs.

9.2 Capacity Max Configuration Brief

The following information is required to start Capacity Max Configuration in SmartPTT.

Identifier Reservation

In Capacity Max, SmartPTT Radioserver requires a numeric ID that must be unique across all
Radio IDs in the whole radio system. The ID should be the same for main and alternate/redundant
SmartPTT Radioserver. If radio subscribers call to this ID, SmartPTT Radioserver will accept the call
and will share/retransmit it to all active operators.

To deliver a private communication between operators and radio subscribers, unique IDs must be
reserved to them. IDs must be set to profiles created in SmartPTT Radioserver Configurator and
then profiles must be assigned to operators. Multiple operators may have the same profile, with
the same ID. In the document, these IDs are referred to as “Operator IDs".
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Configuration Software

Configuration of Capacity Max in SmartPTT requires the following software:

SmartPTT Radioserver Configurator that provides SmartPTT Radioserver settings.

Radio Management Configuration Client (RMCC) that provides the radio system settings and
CMSS settings.

SmartPTT MNIS Data Gateway Relay that routes data between the remote MNIS Data
Gateway and Radioserver.

Configuration Process

The process includes the following actions:

1.

v M W N

7.

Radio system addition and general SmartPTT Radioserver configuration. For details, see
Adding and Editing Capacity Max.
Presence Server connection. For details, see Connecting to Presence Servers.,

MNIS Data Gateway connection. For details, see Connecting to Data Gateways.
MNIS VRC Gateway connection. For details, see Connecting to MNIS VRC Gateways.

Group call recipients configuration. For details, see Adding and Editing Groups in Capacity
Max.

Temporary Talkgroup configuration. For details, see Adding and Editing Temporary
Talkgroups.

Secure keys addition. For details, see Configuring Encryption in Capacity Max.

Instructions provide an information on how to obtain CMSS settings if required.
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9.3 Adding and Editing Capacity Max

Follow the procedure to add Capacity Max to the SmartPTT Radioserver configuration.

Prerequisites:
From Capacity Max configuration, obtain the following information:
*  SmartPTT Radioserver ID,
* Availability of the voice and data services;
+ If CSBK Data are used or not.
+ Voice transmit settings.

Contact the Motorola Solutions representative in your region to obtain the configured parameters.
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Procedure:
1. In SmartPTT Radioserver Configurator, open the Networks tab.

2. Perform one of the following actions:

To add a new Capacity Max network, right-click Capacity Max Networks, and
then click Add.

To edit an existing Capacity Max network, expand Capacity Max Networks.

3. Under the expanded Capacity Max Networks node, click the required network.
General network settings appear in the right panel.

) SmartPTT Server Configuration - C:\Program Files (x86)\SmartPTT\Server\Server.exe.config — O x

Settings Metworks  Client List FRules  Activity Log  Export/Import Settings  Statistics

-~ Control Stations
iy Connect Plus

Capacity Max System

iy NAI Systems Active
BH Capacity Max Metwaorks
(=B Capacity Max 1 Name: |Ca|:uac'rt:.' Max 1
Trunking Controller

g8, MNIS Data Gateway Network ID: |1 |

iy MNIS VRC Gateways Radio 1D |1DDI} |
Talkgroups

. DGNA Interface: Ay -
% Security Settings

Trunking Contraoller
MMIS Data Gateway

MHMIS VRC Gateways
Data Transmission Options

(GP5 transmigsion mode: Data w

Woice Transmission Options
T Intemupt
Prigritize calls during emergency

Encrypted connection

L3

Channel Grant Waiting timer (s): 15

4

L3

TX time-out timer (s): &0

4

4. Click the new subnode.
5. Intheright pane, configure the general SmartPTT Radioserver settings:
a. Select the Active check box.

b. Inthe Name field, type the radio network name.
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C.

d.

Leave the Network ID parameter unchanged.

In the Radio ID field, type the Dispatch System ID.

6. Show Capacity Max service settings:

a.

Select the Trunking Controller check box to show the Presence Server connection
settings.
The Trunking Controller subnode appears.

Select the MNIS Data Gateway check box to show the MNIS Data Gateway connection
and communication settings.
The MNIS Data Gateway subnode appears.

Select the MNIS VRC Gateway check box to show the MNIS VRC Gateway connection
and communication settings.
The MNIS VRC Gateways subnode appears.

7. To configure GPS data format, in the Data Transmission Options area, perform one of the

following actions:

If CSBK Data are configured in the radio from the GPS Transmission mode list,

network, select Enhanced CSBK.

If no CSBK Data are configured, from the GPS Transmission mode list,
select Data.

If no data gateway will be used in leave the GPS Transmission mode

Capacity Max, parameter unchanged.

8. Inthe Voice Transmission Options area, configure voice features in Capacity Max:

a.

b.

To allow radio transmit interruption by operators, select the TX Interrupt check box.

To increase call priority for radios in Emergency Mode, select the Prioritize calls during
emergency check box.

To secure voice traffic between SmartPTT Radioserver host and CMSS, select the
Encrypted connection check box.

In the Channel Grant Waiting Timer field, enter the channel grant timeout.

In the TX time-out timer field, enter the voice transmission timeout.
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9. To save changes, at the bottom of the SmartPTT Radioserver Configurator window, click Save
Configuration (*a).

Postrequisites:

To apply changes immediately, at the bottom of the SmartPTT Radioserver Configurator window,
click Start (») or Restart (@ ).

9.3.1 Capacity Max Settings

In SmartPTT, general settings of the Capacity Max radio system must be received from the
multiple sources. This includes Capacity Max System Server (CMSS) settings and gateway settings.
They are as follows:

« SmartPTT Radioserver and Operator IDs.
« Outdoor location settings.

« System-wide voice transmission settings.

Location Update Synchronization

SmartPTT Radioserver is able to handle outdoor and indoor coordinates received within the single
response from the radio system. This optimizes the radio channel utilization and synchronizes the
location update. It requires the following configuration changes in radio equipment:

« One radio channel on the site must be configured as the Data Revert Channel.

« Enhanced GNSS must be used in Capacity Max.

« Enhanced GNSS Window Size must be greater or equal to 8 (recommended value is 70).
« (CSBK Data must not be configured in Capacity Max.

For details on the necessary configuration, contact your radio system administrator.
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9.4 Connecting to Presence Servers

Follow the procedure to connect the SmartPTT Radioserver to the Presence Server.

Prerequisites:

From the Capacity Max configuration, obtain the following information:

« IPv4 address and port number of the main/primary Presence Server interface.

+ IPv4 addresses and port numbers of the all alternate/redundant Presence Server interfaces.

Contact the Motorola Solutions representative in your region to obtain the configured parameters.

Procedure:

1. In SmartPTT Radioserver Configurator, open the Networks tab.

2. Access Presence Server connection settings:

a. Onthetab, in the left pane, expand Capacity Max Network, and then select <your

network>.

b. Intheright pane, select the Trunking Controller check box, or ensure that it is already

selected.

c. Inthe left pane, expand <your network>, and then select Trunking Controller.

Presence Server settings appear in the right pane.

Settings Metworks  Client List  Rules

Activity Log Export/lmport Settings  Statistics

%) SmartPTT Server Configuration - C\Pregram Files (x86)\SmartPTT\Server\Server.exe.config - O >

g Control Stations

g Connect Plus
‘g NAI Systems
-y Capacity Max Networks

Bh Capacity Max 1
" -

B MNIS Data Gateway
iy MNIS VRC Gateways
Talkgroups
_ DGNA
_ﬂ Securty Settings

Trunking Controller

Primary Controller {IP address:Port)
Redundant controllers

Remave

MName

Redundant controller 2
Redundant controller 3

Redundant controller 4

| 192.168.10.100:50015

a ¥ Down

IP address:Port

Redundant controller 1 1592.168.20.100:50015

192.168.30.100:50015
192.168.40.100:50015
192.168.50.100:50015

3. Intheright pane, in the Primary Controller field, type <Main Presence Server
IP>:<Main Presence Server Port>
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4. Inthe Redundant controllers area, configure the connection to alternate/redundant
Presence Servers:

a. Perform one of the following actions:

To add a new connection, click Add.

To edit an existing connection, proceed to the next step.

b. Inthe new row, in the IP address:Port column, double-click the default value, and type
<Alt. Presence Server IP>:<Alt. Presence Server Port>

c. Optional: In the Name column, double-click the default value, and type the Presence
Server name.

NOTE
Names of the alternate/redundant Presence Servers are used in the system messages of the
“Dispatcher” application.

5. If more than one alternate Presence Server is configured in Capacity Max, repeat the
previous step for the remaining Presence Servers.

6. Optional: Using Up and Down buttons, reorder rows in the table.

7. To save changes, at the bottom of the SmartPTT Radioserver Configurator window, click Save
Configuration ().

Postrequisites:

To apply changes immediately, at the bottom of the SmartPTT Radioserver Configurator window,
click Start (») or Restart (@ ).

9.5 Connecting to Data Gateways
Follow the procedure to connect SmartPTT Radioserver to the MNIS Data Gateway.
Prerequisites:
+  From the Capacity Max configuration, obtain the following information:
* Main/primary data gateway settings.

« If available, alternate/redundant data gateway settings.
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Contact the Motorola Solutions representative in your region to obtain the configured

parameters.

+ From MNIS Data Gateway Relay, obtain its IP address and port. For details, see Configuring

MNIS Data Gateway Relay.

Procedure:

1. In SmartPTT Radioserver Configurator, open the Networks tab.

2. Access data gateway settings:

a.

On the tab, in the left pane, expand Capacity Max Networks, and then select <your

network>.

In the right pane, select the MNIS Data Gateway check box, or ensure that it is selected.

In the left pane, expand <your network>, and then select MNIS Data Gateway.

The data gateway settings appear in the right pane.

@] SmartPTT Server Configuration - Ch\Program Files (x26)\SmartPTT\Server\Server.exe.config

Settings Metworks  Client List Rules

Activity Log Export/lmport Settings  Statistics

o~ Control Stations

: H Connect Plus

g MNAI Systems

Elg Capacity Max Metworks
iy Capacity Max 1

iy Trunking Cortroller

- $ MNIS Data Gateway
MHMIS VRC Gateways
Talkgroups

ﬁ DGMNA

"ﬁ Security Settings

MHNIS Data Gateway

Socket Type

Interface

MMIS Control Server (IP address:Port)
MNIS 1D

Location Port

TMS Port

Telemetry Port

Redundant MNIS data gateway
Socket Type

MNIS Contral Server (IP address:Port)
MNIS Relay Server (IP address:Port)
Location Port

TMS Port

Telemetry Port

Local Socket
152 168.56.1

| 1592.168.10.10:55000

1
4001
4007
4008

Remote Socket

-
-

4

4k

|152.‘|EB.1D.11:55DDD

|15'2.'IEB.1D.11:BEE'I'D

4011
4017
4018

-
-

-
-

-
-
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3. Connect to the main MNIS Data Gateway:

If the MNIS service and SmartPTT
Radioserver are hosted on the same
computer,

If the MNIS service and SmartPTT
Radioserver are hosted on different
computers,

4. Configure MNIS Data Gateway settings:

In the MNIS ID field, enter MNIS ID.

o

perform the following actions:

1.

In the right pane, from the Socket Type
list, select Local Socket.

From the Interface list, select the MNIS
Tunnel IP address. Default MNIS Tunnel IP
is 192.168.56.1.

In the MNIS Control Server field, type
<SmartPTT Radioserver IP>:<MNIS
Control Interface TCP Port>

perform the following actions:

1.

In the right pane, from the Socket Type
list, select Remote Socket.

In the MNIS Control Server field, type
<MNIS host IP>:<MNIS Control
Interface TCP Port>

In the MNIS Relay Server field, type
<MNIS host IP>:<SmartPTT MNIS
Data Gateway Relay Port>

b. Inthe Location Port field, enter the MNIS port used to provide the outdoor coordinates.

0

Qo

control commands.

In the TMS Port field, enter the MNIS port used to receive and send text messages.

In the Telemetry Port field, enter the MNIS port used for data acquisition and remote
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5. Configure the alternate/redundant MNIS Data Gateway:
a. Select the Redundant MNIS data gateway check box.

b. With controls in the Redundant MNIS data gateway area, perform the actions
described in step 3.

c.  With the remaining controls of the area, perform the actions described in step 4.

6. To save changes, at the bottom of the SmartPTT Radioserver Configurator window, click Save
Configuration (*a).

Postrequisites:

To apply changes immediately, at the bottom of the SmartPTT Radioserver Configurator window,
click Start (») or Restart (@ ).

9.5.1 Data Gateway Settings in Capacity Max

In Capacity Max, the Data Gateway configuration can be viewed in RMCC only. The MNIS
Configuration Utility program is unable to create and read the data gateway configuration
required in Capacity Max. It is able only to import and apply the configuration changes.

To configure MNIS service to work as a data gateway in Capacity Max, the corresponding settings
must be exported from Capacity Max to .gwcfgx file. The exported file must be imported in MNIS
Configuration Utility. For details, see “Exporting MNIS Data Gateway Configurations from RM and
Importing into the Data Gateway Config Folder” in Capacity Max Installation and Configuration
Manual.

Capacity Max support alternate data gateway which operation is provided by another MNIS
service. Since two MNIS services cannot be hosted on the same computer, one of them must be
hosted on another computer (remotely). SmartPTT Radioserver cannot connect remote MNIS
service and requires SmartPTT MNIS Data Gateway Relay (Relay) to be installed on that host to
route the traffic between the MNIS tunnel interface and remote host interface. For details, see

Configuring MNIS Data Gateway Relay.

Other information is available in the data gateway settings.
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9.5.2 Configuring Relay for Capacity Max

Follow the procedure to configure SmartPTT MNIS Data Gateway Relay (Relay) on the computer.

Prerequisites:

Install the Relay service on the same computer with the MNIS service.

Procedure:

1. In Relay, from the MNIS Interface list, select the MNIS Tunnel IP address.

& MNIS Data Gateway Relay — *

MMI5 interface: | 192.168.56.1 w

Serverinterface: | 192.163.37.83 ~ | Port 3830 =

[} D DD Service: Running Version: 1.0.0.2 @ i@
2. Perform one of the following actions:

To respond to SmartPTT Radioserver from the Server interface list, select the
when it addresses the specific IP address, required IP address.
To respond to SmartPTT Radioserver from the Server interface list, select Any.

when it addresses any of the computer
IP addresses,

3. From the Server interface list, select the computer IP address.

4. In the Port field, type the free UDP port of the computer. Default port number is 8890.
5. To save changes, at the bottom of the Relay window, click Save Configuration ( “a).

Postrequisites:

To apply changes immediately, at the bottom of the Relay window, click Start (») or Restart (@
).
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9.6 Connecting to MNIS VRC Gateways

Follow the procedure to connect SmartPTT Radioserver to MNIS VRC Gateway.

Prerequisites:
From Capacity Max configuration, obtain the following information:
+ [P address and port for each main/primary MNIS VRC Gateway.
« [P address and port for each alternate/redundant MNIS VRC Gateway.

+ Radio IDs affiliated to voice logging, phone interconnect, and call initiation over the
gateways.

Contact the Motorola Solutions representative in your region to obtain the configured parameters.

116



Capacity Max

Connecting to MNIS VRC Gateways

Procedure:

1.

In SmartPTT Radioserver Configurator, open the Networks tab.

2. Access MNIS VRC Gateway settings:

a. Onthetab, in the left pane, expand Capacity Max Networks, and then select <your

network>.

b. In the right pane, select the MNIS VRC Gateway check box, or ensure that it is selected.

c. Inthe left pane, expand <your network>.

The MNIS VRC Gateways subnode appears.

Settings Metworks  Client List  Rules

Activity Log

@] SmartPTT Server Configuration - Ch\Program Files (x26)\SmartPTT\Server\Server.exe.config — O x

Export/Import Settings  Statistics

> Control Stations
‘g Connect Plus

g NAI Systems
- Capacity Max Networks
Eh Capacity Max 1
-h Trunking Controller
-3 MNIS Data Gateway
-t MNIS VRC Gateways
PR NS VAC Cotoway 1

MMIS WRC Gateway 2
~

Talkgroups

DGNA

-3 Security Settings

MHMIS VRC Gateway

Name [MNIS VRC Gateway 1 |
Primary Gateway (P address:Port) |15'2.1ES.1 0.104.56000 |
Redundart Gateway (IP -

address-Port) |'|5'2.1EE.2D.1D4.E-EDDD |
Voice port (ocal) 40000 2

Recording of voice calls between radios

Example: 1-59, 150

Radio 1Ds for voice calls recording

|1-16776415 |

Telephone calls

Example: 1-53, 150

Radia 1Ds for phone calls

|1-16776415 |
Talkpaths (8)
(® Private (2) () Group (B)
Active Mame D
Defait radio ID 1000
Profile 1 1001
O |Profile 2 1002

3. Perform one of the following actions:

To add a new gateway,

right-click MNIS VRC Gateways, and

To edit an existing gateway settings,

then select Add.

expand MNIS VRC Gateways.
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4. Under the expanded MNIS VRC Gateways node, click the required subnode.
5. Modify the gateway connection settings:
a. Intheright pane, in the Name field, type the gateway name.

NOTE
Gateway names are used in the system messages of the “Dispatcher” application.

b. Inthe Primary Gateway field, type <Main Gateway IP>:<Main Gateway Port>
c. Inthe Redundant Gateway field, type <Alt. Gateway IP>:<Alt. Gateway Port>
d. Inthe Voice port field, enter the free UDP port of the SmartPTT Radioserver host.
6. Configure voice recoding for the gateway:
a. Select the Recoding of voice calls between radios check box.

b. Inthe Radio IDs for voice calls recording field, type Radio IDs which calls must be
recorded.

Important
For voice recording, SmartPTT must have the “Voice Recording” or “NexLog" license. For details,
contact Elcomplus LLC representative in your region.

7. Configure telephone line access for radio users over the gateway:
a. Select the Telephone calls check box.

b. Inthe Radio IDs for phone calls field, type IDs of radios that must be able to receive
and initiate phone calls.

Important
For telephone calls, SmartPTT must have the “Telephone Interconnect Service” license. For
details, contact Elcomplus LLC representative in your region.
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8. Inthe Talkpaths area, perform one of the following actions:

To configure private talkpaths, click Private.

To configure group talkpaths, click Group.

9. Configure the talkpaths utilization on the gateway:

To provide the talkpath for the ID, in the table, in the Active column, select
check boxes for the corresponding IDs.

To reject the talkpath provision for the ID, in the table, in the Active column, clear
check boxes for the corresponding IDs.

10. To save changes, at the bottom of the SmartPTT Radioserver Configurator window, click Save
Configuration (*a).

Postrequisites:
* Repeat the procedure to connect to other MNIS VRC gateways.

« To apply changes immediately, at the bottom of the SmartPTT Radioserver Configurator
window, click Start () or Restart (@ ).

9.6.1 VRC Gateway Settings

SmartPTT supports multiple VRC Gateways (up to 15) required to balance the call loading in large
Capacity Max radio systems. Each VRC gateway is represented with the individual Capacity Max
System Server (CMSS) device.

SmartPTT supports VRC Gateway alternation/redundancy. Each of the alternate VRC gateway is
represented with the individual CMSS.

For each of the main VRC Gateways, SmartPTT requires explicit determination of the Radio IDs for
the following needs:

« Voice recording
« Phone Interconnect (voice calls between radio users and phone users)

The Phone Interconnect is a system-wide feature in Capacity Max.
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In Capacity Max, the site-to-gateway and radio-to-site associations are configured. From this, the
radio-to-gateway information must be obtained.

Additionally, SmartPTT Radioserver ID and Operator IDs must be assigned to the VRC gateway.
The required assignment can be performed after the radio-to-gateway information is obtained.

9.7 Adding and Editing Groups in Capacity Max

Follow the procedure to add talkgroups to SmartPTT Radioserver, and configure site-specific and
system-wide All Calls.

Prerequisites:
From the Capacity Max configuration, obtain the following information:
+ Talkgroup IDs and their affiliation to Capacity Max sites and gateways.
+ List of Site IDs to configure All Calls.
Contact the Motorola Solutions representative in your region to obtain the configured parameters.
Procedure:
1. In SmartPTT Radioserver Configurator, open the Networks tab.

2. Onthetab, in the left pane, expand Capacity Max Networks — <your network>, and then
select Talkgroups.

%) SmartPTT Server Configuration - C\Pregram Files (x86)\SmartPTT\Server\Server.exe.config - O >

Settings Metworks  Client List Rules  Activity log  Export/Import Settings  Statistics

¢ Cortrol Stations Control Station Talkgroups
Connect Plus

; H NAI Systems

-y Capacity Max Networks

E|h Capacity Max 1
h Trunking Controller Al Call
_B, MMIS Data Gateway

Copy

-dag MNIS VRC Gateways Add Remove . ¥ Down

g Mame ID Site Number Voice gateway

T, Secuty Seftings Al Call - Site 1 1 ~ | MNIS VRC Gate... ™
Al Call - 5ite 2 2 ~ | MNIS VRC Gate.. |~
Al Cal Viide ~ | MNIS VRC Gate.. |~
Group 1 1 Viide ~ | MNIS VRC Gate.. |~
Group 2 2 Wiide ~ | MNIS VRC Gate.. |~
Group 3 3 Viide ~ | MNIS VRC Gate.. |~
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3. Optional: In the right pane, click Add to and a new talkgroup.

4. Edit the required talkgroup:

a. Inthetable, in the Name column, double-click the current talkgroup name, and then

type the talkgroup name.

b. Inthe same row, in the ID column, double-click the default ID, and then type the

talkgroup ID.

c. If available, in the same row, from the list in the Voice gateway column, select the

gateway that will route the talkgroup calls to the SmartPTT Radioserver.

NOTE
For talkgroups, the option in the Site Number column is always equal to Wide and cannot be
changed.
5. Optional: Click All Call to add a new All Call.
6. Edit the required All Call:
a. Inthe new entry of the table, from the list in the Site Number column, select the
required option:
To create the site-specific All Call, select the site number.
To create the system-wide All Call, select Wide.
b. Inthe same row, from the list in the Voice Gateway column, select the required MNIS
VRC Gateway.
7. Optional: Using Up and Down buttons, reorder rows in the table.
8. To save changes, at the bottom of the SmartPTT Radioserver Configurator window, click Save

Configuration (*a).

Postrequisites:

To apply changes immediately, at the bottom of the SmartPTT Radioserver Configurator window,
click Start (») or Restart (@ ).
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9.7.1 Group Duplication

Talkgroups and All Calls can be duplicated in multiple networks available in SmartPTT
Radioserver. This function is available through the Copy and Paste buttons in the Talkgroups
pane.

Pasting groups is available only within the SmartPTT Radioserver Configurator application. No
groups are placed to clipboard. To paste groups in another SmartPTT Radioserver Configurator,
use the import/export feature.

SmartPTT does not provide tools to import talkgroups from RMCC to SmartPTT Radioserver
Configurator.

9.7.2 Group Settings in Capacity Max

If SmartPTT will be used as a voice console in Capacity Max, it requires to assign talkgroups to
VRC Gateways. In Capacity Max, the talkgroup-to-site and gateway-to-site assignment is
configured. From this, the talkgroup-to-gateway information must be obtained.

Important
SmartPTT Radioserver ID and Operator IDs must be added to the same set of sites as the
corresponding talkgroup.

SmartPTT does not indicate any talkgroup as site-specific or multisite-specific. It considers all the
talkgroups as system-wide.

SmartPTT requires to determine the VRC gateway for system-wide and site-specific All Calls. The
required information can be obtained from the gateway-to-site assignment information.

Other information includes Talkgroup IDs.
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9.8 Adding and Editing Temporary Talkgroups
Follow the procedure to add a new temporary talkgroup or edit the parameters of an existing one.
Prerequisites:
Ensure the following:

+ DGNA is configured in Capacity Max and, in particular, allowed for SmartPTT.

+ Talkgroup IDs allocated in Capacity Max to be used as IDs of temporary talkgroups.
Contact the Motorola Solutions representative in your region to obtain the configured parameters.
Procedure:

1. In SmartPTT Radioserver Configurator, open the Networks tab.

2. Onthetab, in the left pane, expand Capacity Max Networks — <your network>, and then
select DGNA.

%) SmartPTT Server Configuration - C\Program Files (x86)\SmartPTT\Server\ Server.exe.config - O >

Settings Metworks Client List Rules  Activity Log  Export/Import Settings  Statistics

i, Control Stations DGNA
Connect Plus
‘g NAI Systems Add Remove
|-y Capacity Max Networks
| iy Capacity Max 1 D Voice gateway

jug Trumking Controller MNIS VRC Gateway 1 >

.8 MNIS Data Gateway

+-fag MNIS VRC Gateways 1001 MMNIS VRC Gateway 2 w
-y Talkgroups 1002 MNIS VRC Gateway 1 -

Fﬂ Security Settings

3. Perform one of the following actions:

To add a new talkgroup, in the right pane, click Add.

To edit an existing talkgroup, proceed to the next step.

4. IntheID column, specify the Talkgroup ID that can be further assigned to a TTG.

5. Inthe same entry, in the Voice gateway column, select the required voice gateway from the
expandable list.

6. To save changes, at the bottom of the SmartPTT Radioserver Configurator window, click Save
Configuration (:4).
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Postrequisites:

To apply changes immediately, at the bottom of the SmartPTT Radioserver Configurator window,
click Start (») or Restart (@ ).

9.9 Configuring Encryption in Capacity Max

Follow the procedure to add secure keys to SmartPTT Radioserver that will be used to decrypt and
encrypt voice and data transmitted over the air.

Prerequisites:

+ From the Capacity Max configuration, obtain Secure key IDs and values for all the supported
encryption types. Contact the Motorola Solutions representative in your region to obtain the
configured parameters.

+ Determine the key that will be used to encrypt outgoing calls from SmartPTT Dispatcher
users.
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Configuring Encryption in Capacity Max

Procedure:

1. In SmartPTT Radioserver Configurator, open the Networks tab.

2. Onthetab, in the left pane, expand Capacity Max Networks — <your network>, and then

select Security Settings.

Settings Metworks  Client List Rules

@J SmartPTT Server Configuration - Ch\Program Files (x26)\SmartPTT\Server\Server.exe.config

Activity Log

Export/lmport Settings  Statistics

g Control Stations
H Connect Plus

‘g NAI Systems
-y Capacity Max Networks
-y Capacity Max 1
g Trunking Controller
... MNIS Data Gateway
g MNIS VRC Gateways
; Talkgroups

DGNA

Securty Settings

Security Settings
Copy

Enhanced Privacy

Add Remaove

Key ID Key Value

2 2468ACE
3 72

AES

Add Remove

Key ID Key Value

0246BACEFCABG420

2 72

TX Privacy

Type |Enhanced w

3. Intheright pane, add the enhanced security keys:

KeyID |2 ~

a. Inthe Enhanced Privacy area, perform one of the following actions:

To add a new key,

To edit an existing key,

click Add.

proceed to the next step.

b. In the corresponding row of the table, in the Key ID column, double-click the default
value, and then type the key ID.

c. Inthesame row, in the Key Value column, double-click the cell, and then type the key

value.
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Configuring Encryption in Capacity Max

4. Add the AES security keys:

a. Inthe AES area, perform one of the following actions:
To add a new key, click Add.

To edit an existing key, proceed to the next step.

b. Inthe corresponding row of the table, in the Key ID column, double-click the default
value, and then type the key ID.

c. Inthesame row, in the Key Value column, double-click the cell, and then type the key

value.
In the TX Privacy area, configure the encryption of operator-initiated transmissions (voice
and data):
To use enhanced security keys, perform the following actions:

1. From the Type list, select Enhanced.

2. From the Key ID list, select the
required key ID.

To use AES security keys, perform the following actions:

1. From the Type list, select AES
(Symmetric Key).

2. From the Key ID list, select the
required key ID.

To perform clear transmissions, from the Type list, select No.

6. To save changes, at the bottom of the SmartPTT Radioserver Configurator window, click Save

Configuration (:4).

Postrequisites:

To apply changes immediately, at the bottom of the SmartPTT Radioserver Configurator window,
click Start (») or Restart (@» ).
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9.9.1 Secure Key Duplication

Secure keys can be duplicated in multiple networks available in SmartPTT Radioserver. This
function is available through the Copy and Paste buttons in the Security Settings pane.

Pasting secure keys is available within the SmartPTT Radioserver Configurator application only.
No keys are placed to clipboard. To paste groups in another SmartPTT Radioserver Configurator,
use the import/export feature.

SmartPTT does not provide tools to import secure keys from RMCC to SmartPTT Radioserver
Configurator.

9.10 Firewall Settings

SmartPTT Radioserver and MNIS Data Gateway software are hosted on computers that may have
an active Firewall software. The software may block incoming and outgoing network traffic. To
avoid this, it must be re-configured to allow incoming and outgoing network traffic for the
following network ports:

Number of ports Value Protocol Description

1 ANY TCP Presence Server connection

1-15 ANY TCP Connection to each MNIS VRC Gateway
1-15 40000-40015 UDP Voice traffic between SmartPTT Radioserver

and each MNIS VRC Gateway
1 ANY TCP Connection to the MNIS Data Gateway

1 ANY TCP Connection to the MNIS Data Gateway Relay

If the main MNIS Data Gateway service is hosted on the computer, the following additional ports
must be unlocked for incoming and outgoing traffic:

Number of ports Value Protocol Description
1 4001 ubDP Positioning system data
1 4007 UDP Text messages
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Number of ports Value Protocol Description

1 4008 uUDP Telemetry data

If the alternate/redundant MNIS Data Gateway service is hosted on the computer, the following
additional ports must be unlocked for incoming and outgoing traffic:

Number of ports Value Protocol Description

1 4011 ubP Positioning system data
1 4017 ubDP Text messages

1 4018 UDP Telemetry data

If SmartPTT MNIS Data Gateway Relay is hosted on the computer, the following additional port
must be unlocked for incoming and outgoing traffic:

Number of ports Value Protocol Description

1 8890 uDP Traffic between the MNIS host and
SmartPTT Radioserver host
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10 Troubleshooting

The section provides description of typical problems you may encounter while installing and
configuring SmartPTT PLUS software. It provides information on their possible reasons and ways
of their resolving. If the suggested methods do not help to resolve your problem,

contact SmartPTT Technical Support Center.

10.1 SmartPTT Installation Problems

If the installation of the SmartPTT software completed successfully, a message confirming
successful installation appears. If the message does not appear, it means a problem occurred
during the installation. It may occur for one of the following reasons:

* You logged on using a non-administrator account (standard or guest account).
* Microsoft .NET Framework is not installed on the computer.

+ The components required for correct SmartPTT operation, such as MOTOTRBO Radio Driver,
Microsoft SQL Server were not installed.

+ Installed Windows updates are not up-to-date or do not meet the system requirements.
To resolve installation-related problems, perform the following actions:
1. Log on as an Administrator.

2. Restart the installation of the SmartPTT software, and install all additional components
offered by the installer:

+ If offered, agree to install Microsoft .NET Framework.
+ Agree to install MOTOTRBO Radio Driver.
« Install Microsoft SQL Server if it is not installed.
For more information on the installation procedure, see Software Installation.

3. Ensure that Windows updates are up-to-date and meet the SmartPTT system requirements.
For more information on Windows updates, see Microsoft Download Center and SmartPTT
PLUS System Requirements.
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Troubleshooting SmartPTT Startup Problems

10.2 SmartPTT Startup Problems

On successful launch of SmartPTT Dispatcher or SmartPTT Radioserver Configurator, the main

window of the corresponding program opens automatically. If the window does not appear, the

program did not launch because of a startup problem. It may occur for one of the following

reasons:

The computer was not restarted after the Microsoft .NET Framework installation.

SmartPTT was installed to a folder other than Program Files (x86) on a computer with a 64-
bit version of Windows.

SmartPTT license period expired.

Version of the installed Microsoft SQL Server does not correspond to the versions specified
in SmartPTT PLUS System Requirements.

Multiple versions or multiple editions of Microsoft SQL Server are installed on the computer.

SQLService is not running.

To resolve startup-related problems, check out the following measures:

Restart your computer if it was not restarted after Microsoft .NET Framework installation.
After restart, restart the installation, and then, in the Program Maintenance window, select
Modify. Follow the instructions provided by the SmartPTT installer.

If SmartPTT was installed to a folder other than Program Files (x86) on a computer with a 64-
bit version of Windows, uninstall it, and then reinstall to the Program Files (x86) folder.

If SmartPTT license period expired, install a valid license or contact SmartPTT Technical
Support Center.

Ensure that the Microsoft SQL Server version meets the requirements specified in SmartPTT

PLUS System Requirements.

Ensure that only one version and edition of Microsoft SQL Server is installed on the computer
(Control Panel — Programs — Programs and Features).

Ensure that the SQL Server service is running (Task Manager — Services). If the service is
not running, start it.
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Troubleshooting Problems with Databases

10.3 Problems with Databases

A problem may occur when you connect the SmartPTT server or client to the database and in the

course of further database-related activities in the SmartPTT system. It may occur for one of the

following reasons:

Version of the installed Microsoft SQL Server does not meet the requirements specified
in SmartPTT PLUS System Requirements.

Multiple versions or multiple editions of Microsoft SQL Server are installed on the computer.
The SQL Server service is not running.

Incorrect SQL Server address in SmartPTT Radioserver Configurator.

For the SQL authorization method, incorrect SQL user credentials.

For systems connected to a remote database, the remote host is unavailable.

To resolve database-related problems, check out the recommendations below:

Ensure that the Microsoft SQL Server version meets the requirements specified in SmartPTT
PLUS System Requirements.

Ensure that only one version and edition of Microsoft SQL Server is installed on the computer
(Control Panel — Programs — Programs and Features).

Ensure that SQL Server service is running (Task Manager — Services). If the service is not
running, start it.

In SmartPTT Radioserver Configurator, specify the IP address of the computer on which SQL
server is installed and running.

For the SQL authorization method, specify correct SQL user credentials.

Ensure that the remote host becomes unavailable when using a remote database. For
example, use the command ping <host IP address>
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10.4 Problems with APX Control Stations

Problems may occur when you configure APX control stations in SmartPTT.

Control Station is not Recognized When Connected to the Computer

When the control station is properly recognized on the computer, an additional network interface
appears in the operating system. The new interface is the control station interface. For this, the
dedicated driver must be installed on the computer. The driver is not included in the SmartPTT
installation package as it belongs to Motorola Solutions.

You can obtain the driver in one of the following ways:

« Install APX Family CPS in the SmartPTT Radioserver computer. The driver is included in the
CPS installation package.

- Contact the Motorola Solutions representative in your region to receive the driver and the
necessary information on its proper installation.

Important
Restart the computer after the standalone driver installation.

Control Station Does not Provide Voice

In SmartPTT, APX control stations provide voice to SmartPTT Radioserver over audio inputs and
receive it over audio outputs. They do not use USB connection for this. If SmartPTT Radioserver
computer does not have audio inputs and outputs, an external sound card must be used.

If the Elcomplus LLC cable is properly connected to audio inputs and outputs, ensure that the
control station audio settings are activated and configured properly. For details, see Editing APX
Audio Settings.

Important
SmartPTT requires each audio input and output to be used for the single control station only.
Using audio splitters is not appropriate.

Cannot Turn Off Unnecessary Private Call Monitoring

SmartPTT does not control private call monitoring (listening) on the channel. This capability is
defined only by the control station configuration.
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To avoid unnecessary private call monitoring, the following control station settings must be
changed:

« Selective squelching must be turned on.
« Squelching scan list must be empty.

For more information, submit a request to the technical support center SmartPTT
(support.smartptt.com).

Cannot Receive Some Group Calls

In some cases SmartPTT does not indicate and does not provide audio for incoming group calls.

This may occur even if the corresponding group is available to dispatcher. This depends on if the
channel scanning is turned on in the control station or not. SmartPTT does not have an access to
these settings and cannot turn on and off channel scanning in the control station.

If the scanning is turned off, dispatchers will receive only one of many group calls. The group
appears in the channel selector in the Radio Fleet panel and in the Group List of the Channel
element. If scanning is turned on, or All Call is selected in SmartPTT Dispatcher, dispatchers will
receive any group calls.

For more information, submit a request to the technical support center SmartPTT
(support.smartptt.com).
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