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1 Introduction

SmartPTT is a software package designed to manage dispatch communication between linear-extended and
geographically-distributed objects where it is necessary to facilitate wice and data transmission between remote
control stations of the radio network.

SmartPTT implements all benefits of the MOTOTRBO digital platform.

SmartPTT architecture manages subscriber networks of any size and topology, using both digital functions of
MOTOTRBO radio stations and analog mode to facilitate a gradual upgrade to the new radio communication
standard. It is also possible to use a "mixed" mode when some sites operate in the analog mode and others in
the digital mode.

SmartPTT architecture consists of three segments:

e Management segment (dispatcher network administrators)

e Base segment, including radioservers connected to stationary radios (mobile MOTOTRBO stations as
control stations) and repeaters.

e User segment or subscribers (mobile and portable radios)

The management segment implements control and monitoring functions — data management (telemetry,
telemechanics), human resources management and industrial process control — via access to the base segment.
The dispatcher has either full or partial access to the system radioserver, that is software installed on PCs.
SmartPTT software enables various MOTOTRBO platform functions, which form the basis of the system.
Radioservers are linked to fixed stations, which are control stations for the system , and repeaters. All repeaters
are interconnected via IP network and enable subscriber roaming and formation of a common, geographically
distributed communication network. Communication zones can be both adjacent and separated. The number of
radioserver and dispatcher seats is unlimited.

The radioserver database stores radio station pool data. When the MOTOTRBO subscriber digital radio station
enters the SmartPTT network coverage zone, it sends a request to the radioserver and, in the event of successful

authentication, it is registered automatically.
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Using SmartPTT dispatchers can easily perform their daily functions, i.e., organize radio communication, monitor

subscribers and communicate data to subscribers. As for radio subscribers, they can take advantage of all the

features of MOTOTRBO radios. The number of subscribers per radioserver is unlimited.

SmartPTT PLUS 8.7

Radioserver Configurator User Guide



Radioserver 7

2 SmartPTT Radioserver Configurator

2.1 Radioserver
To set up the radiosener, click Radioserver in the left list of the SmartPTT Radioserver Configurator window. At

that, the settings window will display on the right.

Settings

SR - | Radio Server Radio Server
-4 Radio Network Services
Ej---g\_. Add-on Modules Name
----- % Control Stations Radioserver
H’ Connect Plus
- fgg Radio Activity Networks Interface Port
a-hug NAI Networks [192.168.0.224 - | (8888 ]
----- B9 SmartPTT Radioservers
-4, Profiles Authentication
----- &5 Subscriber Groups [No ,]
----- h MultiGroups
[-{jJ Metadata
WolP Listen Port 18500
Block Options | ill Radio -

Redundant Server Settings

Server Role [F‘rimaryr v]

Primany Server

Address frost port) remotehost: 2288

Connection Timeout, sec 60

Limit Radios to Service
B Enabled Example: 1-99,150

Allowed Radio Numbers

Language English

@ D @ Service: Running Developer 8.7.0.17301 ‘ @‘ ‘E@‘ ‘ﬁ‘

Name - radiosener alias. You cannot type more than 20 characters into this field.
Interface and Port — radioserver IP address, i.e. the IP address of the PC where the radioserver is installed.

Default port is 8888.
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Note: If the specified port is occupied, you will see a warning icon @ next to the input field. Hover the mouse over

the icon to see where the port is being used.

Authentication — authentication parameters required for connection to the radioserver.

No — anonymous authentication.

Windows — Windows authentication. To connect, the dispatcher must use the user name and password of the
account where the radioserver senice was started.

VolIP Listen Port — number of a UDP port for receiving wice data from the dispatcher.

Block Options — allows selecting the way how to block a radio. When Kill Radio is applied, radioserver sends Kill
Radio command to block the radio. The Deny Channel option denies the subscriber radio to work on the given
channel.

Note: The Deny Channel option is applicable only to IP Site Connect (direct IP connection) or NAI based
configurations.

Note: When the Block Radio command is sent from one radio unit to another, the radio will be blocked, even if
Deny Channel is selected.

Language — allows selecting languages of the user interface of the SmartPTT Radioserver Configurator

application.

Fe |
You can save changes made by clicking Save . If you want to cancel changes made, click Restore ﬂ .

All the changes made after the last save will be restored. To exit SmartPTT Radioserver Configurator, click Close

. To view help, click Help .

The radioserver is implemented as Windows senice SmartPTT Radio Senice. To enable saved changes you must

restart the senice. Senice is managed using the following buttons: Start, Stop and Restart l [> ] [Dl lDD ]

How to Set up the Redundant Server

The redundant server can be useful in case of the primary server breakdown. Switching between the servers is

made automatically.
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To set up the redundant server correctly follow the steps enumerated below:

1. Take two radioservers and define their roles: Redundant or Primary. In the settings of the redundant
server enter the IP address of the primary radioserver. A primary server can be backed up only with one
redundant server.

2. Fill in the fields Primary Server Address (host:port) and Connection Timeout.

Connection Timeout, sec — time interval that starts ticking as soon as the primary server is down. If the

primary server has not recovered within the specified time interval, the redundant server takes over. The least

possible value is 20 seconds.

Note: The Primary Server Address (host:port) and Connection Timeout fields are unavailable if the role of

the server is set to Primary.

3. Make sure that both radioservers are up and running.
4. Add both radiosenvers into the dispatch console (Settings > Radioservers). Make them both active.

5. Check that you can see both radioservers online in the Radio Fleet panel.

How to Limit the Number of Radios

The Limit Radios to Service area was designed to manage the number of radios allowed in the network. Here
the user can specify which radios are to be controlled by the system and which are not.
To make this functionality active select Enabled. Then, in the Allowed Radio Numbers field, enter ID's of the

radios which are to be controlled by the system.

Warning! All the radios whose ID's were not specified will be ignored by SmartPTT system.

2.1.1 Licenses

To use the SmartPTT application you need to install licenses. There are licenses for basic features, which allow
you to run the application, and licenses for additional features, like telephone connection support, bridging, SNMP
senice, etc.

To install server licenses, select Licenses section in SmartPTT Radioserver Configurator. At that, the following

window opens.
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Click Change License — the browse window is displayed. Specify location of the license file and click Open.

Available Licenses

Change License

The Licenses window appears, which displays information on the license type and functionality. Click Change

License to install the license.

The license is installed, and the window displays information on the license type.

Available Licenses

SmartPTT Pluz Demo [expirez on 9/15/2014)

[ »

m

IIpdate Subscription E=piration D ate:; 782058

Licenze Key ID: FFB125FF

Licenze Amont Drate

T elephone |nterconnect Servic 1 9/15/2014
R adiogerver Recording 1 9/15/2014
Additional Digpatchers 2 91542014
Radio Metwark, Bridaing Service 1 9/15/2014
M&l Waice for P Site Connect 2 9/15/2014
Ml Yaoice for Capacity Pluz 2 9/15/2014
Mal Woice for Linked Capacity Pluz 2 91542014

e e

License — title of the license.

FOE e

Quantity — allowed number of computers where the senice can be installed or the number of repeater

connections.

Date — license expiration date.
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Licenses can be tied to the hardware ID. You can generate it in the Activation area by clicking Collect.

Activation
Hardware |0

Collect Copy

When the subscription expiration date is getting close, the system notifies the user about it.

2.1.2 Services
2.1.21 ARS

ARS or registration service provides information on the availability of radio subscribers in the radio network.
To set up the registration senice parameters, click ARS in the list in the left area of the SmartPTT Radioserver

Configurator window. At that, a new window appears on the right.

E‘E Radio Server ARS
=g Radio Network Services
..... ARS Active
() GPS

..... g2 TMS Radio Inactivity Timeout, s 600
----- o Telemetry

""" ?) Subscriber Blacklist Global Minimum Request Interval, ms 1000

Ej--é Email Gateway

- SMS Gateway

c : lUze Radio Check [

To enable the senvice select the Active check box.
Radio Inactivity Timeout, s — time period, after which the radio that did not display any activity becomes

potentially absent. In this case the system includes this radio into a special presence check process.
Note: Radio activity includes the following events: GPS location, telemetry signal, text message or wice call.

Generally, a radio can be sent 5 presence check requests successively with a 30-second interval. This parameter
is called Individual Minimum Check Interval and equals 30s; it can't be changed in SmartPTT Radioserver
Configurator. This parameter sets the interval between presence check requests sent to one radio. Therefore, it
can be increased depending on the number of radios to check. If the radio does not respond to the presence

check requests and does not display any activity, it will acquire the Offline status after the 5th unsuccessful
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presence check request.

Global Minimum Request Interval, ms — sets the minimum interval between presence check requests sent to
all inactive radios in all networks. Instead of sending presence check requests to all inactive radios at one time,
the system puts them on a queue and sends one presence check request to one radio at a time with the interval
set in the Global Minimum Request Interval field. This method allows us to eliminate the risk of sending too
many presence check requests at one time, thus removing traffic overload on the channel and spreading network
load evenly.

Example

There are three radios active till 10:00:00 and 10:00:02 (see pic. below). Then, for the following 600s they do not
display any activity. So, the radio activity timeout for Radios 1 and 2 runs out at 10:10:00 and for Radio 3 at
10:10:02. When it happens, the system creates a pool of inactive radios. The system puts the radios on a queue
and starts sending presence check requests with the interval set in the Global Minimum Request Interval field.
Radio 2 responds to the presence check request and is no longer regarded as potentially offline. Radios 1 and 3
do not respond to the presence check request and do not display any activity, so the system sends another

request in 30s to each radio. After the 5th presence check request, the radios get the Offline status.

30s
| Individual Minimum

30s Check Interval
= 10:00:00 10:10:00 1010.01 10:10:02 10.1(':.03 |
= =l . 1 1 1 [ [
@ _’I [j _’I fj > } } »
Radio 2 Radic 2 — Radic 2 - ‘I\/l\{l
600 ' . t
s
Ao R |
1 L= @ =\ @ lobal Mini
T . K U ] Global Minimum
= 10:00:00 10:10:00 1 “-5] 1 » Radio1 Radio2 Radio3 Radio 1 Radio 3 Request Interval
S @) I Rade2 L "
_’I | _,I - > 2 Radol
Radio 1 Radio 1 Radio 1 1 1
I Radio3 '
Ve == »

.ﬂ Pool of inactive
= 10:00:02 10:10:02 . radios

@ I Rra@\ 3 I

=
Radio 3 Radio 3

=
@ - active radio

@ - inactive radio

v’
@ - radio responded to check request

Use Radio Check — this setting defines the mechanism used for checking radio subscriber presence in the

network. If selected, the system uses the command Radio Check. This option was implemented for radios that do
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not support ARS.

21.2.2 GPS

GPS or location senvice provides coordinates of radio subscribers with a GPS receiver so you can determine their
current location.
To set up location senice parameters, click GPS in the list in the left area of the SmartPTT Radioserver

Configurator window. At that, the following window opens.

E‘E Radio Server GPS

= Radio Metwork Services

‘# ARS Active

-@ED
..... % TS Minimum location update interval, s 20
..... (s Telemstry
..... ';\) Subscriber Blacklist Minimum Request Interval, s 1
H-(=] Email Gateway
- SM5 Gateway
..... @ Fil= Receive
[#-4 .. Add-on Modules . : i

t—-\ Control Stafiors Get Subscrber Location for Following Groups:
..... o
E EZZT:?HT:J;' Networlcs G Hame Tne e =
-y NAI Networks Security L
----- F SmartPTT Radioservers Drivers 240
-ﬁ Profiles
----- i Subscriber Groups
..... h MuttiGroups
{3 Metadata

Radio Inactivity Timeout, s &0

Allow Dispatchers to Amend Location Update Time Interval

If necessary, location senice can be unavailable. To do this, clear the Active check box.

Minimum Request Interval, s — the minimum interval between GPS requests sent to the radios within one
network. The requests can be sent automatically or initiated by the dispatcher. This method allows us to eliminate
the risk of sending too many GPS requests at one time, thus removing traffic owerload on the channel and

spreading network load evenly.

Radio Inactivity Timeout, s — time period, after which the radio that did not send GPS becomes potentially
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absent. In this case the radio receives a location update request.
system includes this radio into a special presence check process.
The list Get Subscriber Location for Following Groups allows you to specify location update time interval per

subscriber group added in SmartPTT Radioserver Configurator under Subscriber Groups.

If Allow Dispatchers to Amend Location Update Time Interval is selected, dispatchers can reduce the
location update time interval configured in the table above. However, if the time interval specified by the dispatcher
is less than Minimum location update interval, the new value set by the dispatcher will be ignored, and
subscriber location will be updated within Minimum location update interval. If Allow Dispatchers to Amend
Location Update Time Interval is not selected, dispatchers won’t be able to change the time interval for

location update, and location will be updated within the time interval set in the table per each group.

Warning! If "Allow Dispatchers to Amend Location Update Time Interval” is not selected and there are

no subscriber groups in the table, the dispatcher won't receive any subscriber location data.

21.23 TMS

TMS or text messaging senice is used to exchange text messages between radio subscribers and SmartPTT
Dispatcher. To set up the messaging senice parameters, click TMS in the setting tree of the SmartPTT

Radioserver Configurator window. At that, a window opens. To enable the messaging senice, select the Active

check box.
=-F8 Radio Server ™S
-4 Radio Network Services
P ARS Active

y
=

----- Iz Telemetry
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21.2.4 Telemetry

The telemetry senice is used for transmission and processing of telemetry signals between SmartPTT Dispatcher
and radio subscribers. To set up the telemetry senice parameters, click Telemetry in the list in the left area of
the SmartPTT Radioserver Configurator window. At that, the following window is displayed on the right. To enable

the telemetry senice, select the Active check box.

EIH Radio Server Telemetry Service
Elﬁ-' Hadlo Network Services

Active

eEzm

2.1.2.5 Subscriber Blacklist

Subscriber blacklist allows managing the number of available radio subscribers and operators in the network.
To create a blacklist, first it is necessary to create subscriber groups. We will need these to form a blacklist.
To add a subscriber group, click Subscriber Groups in the setting tree of SmartPTT Radioserver Configurator. At

that, the Subscriber Groups window opens on the right.

=-#% Radio Server Subscriber Groups

-4 Radio Network Services

- ‘.;, Add-on Modules Sample List of Subscribers for Group: 1.5.10-20
----- . Control Stations

g Connect Plus

~4ag Radio Activity Networks Add | [ Remove

- NAI Networks ]
ﬁ SmartPTT Radioservers Group Name ieahas
-ﬁ Profiles Group 1 12-22 4759
----- 0 Sosotor Groups| Orvers 212
----- h MultiGroups

E-{jd Metadata Opertars 100-107

Group Name — any name of a subscriber group.

Subscribers — the list of radio IDs that are to be included in the created group.
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To configure blacklist parameters, click Subscriber Blacklist in the setting tree of SmartPTT Radioserver

Configurator. At that, the following window opens.

EIE Radio Server Subscriber Blacklist
=4 Radio Metwork Services
‘ﬁ“ ARS Active
-{g) GPS
..... 98 TMS Action for Selected Groups
----- & Telematry T Allow @ Deny
----- 4% Subscriber Blacklist
EES E‘;Elg::ewa? Apply to Subscriber Groups
- eway
----- u File Receive Group MName Active
Ej---k:\_. Add-on Modules
----- %> Cortrol Stations Group 1
iy Connect Plus Drivers ]
-y Radio Activity Networks
g NAI Networks Opertors =
----- F9 SmatPTT Radioservers
-ﬁ Profiles
----- i Subscriber Groups
----- h MultiGroups
{3 Metadata
Blocking Retry Interval, sec &0 Iil
Blocking Retries 10 Iil

Enable subscriber blacklist senice by ticking off the Active check box.

Note: Subscriber Blacklist allows not only blocking certain radios, but also creating the so-called "whitelist" of
radios that are allowed in the radio network. In the latter case all other radios, that is not included in the whitelist,

will be blocked.

To block certain groups of subscribers, choose Deny and select groups that are not permitted to communicate in
MOTOTRBO network.

To allow certain groups of subscribers to communicate in MOTOTRBO network, that is to create a whitelist,
select Allow and mark those groups that will be available in radio network when all other radios are blocked.
Blocking Retry Interval, sec — sets a minimum time period for sending a command to block the radio added in
the blacklist.

Blocking Retries — number of retries to send the Block command to the radio before confirmation comes.
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To save changes, click Save and then restart SmartPTT Radioserver .

If a radio is in the blacklist and MOTORBO control station is used (MOTOTRBO control station, Capacity Plus
system), then the radio will be completely unavailable. When the radio is unavailable, some actions are still
available: Monitoring, Radio Check and Radio Unblocking. The dispatcher can remove the block from the radio
by sending the "Unblock™ command. To enable the radio without dispatcher's help, just read the codeplug of the
radio in MOTOTRBO Customer Programming Software (called MOTOTRBO CPS) and then write the settings to
the codeplug.

To be able to process the Radio Disable command, the radio must have the Radio Disable Decode parameter
selected in the codeplug. You can find it in MOTOTRBO CPS, in the Signaling Systems section. If Radio
Disable Decode is not selected, the radio can't be blocked even if it is in the blacklist.

When direct IP connection is used (for example, IP Site Connect) in MOTOTRBO network, radio blocking allows
to block the channel only. At that, "Channel Denied" is displayed on the radio screen. The radio can change the
channel and resume its operation. To enable the blocked channel, the dispatcher should send the "Unblock"
command to the radio. To enable the radio without dispatcher's help, delete the blocked channel and create the

channel equal to the deleted one.
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2.1.2.6 Email Gateway

Email gateway provides the ability to exchange digital messages between e-mail users and MOTOTRBO radio

/ Moto TREBO Radio
/ Nebarork
‘ Subscribers

network subscribers. The following scheme displays how it is done.

SmartPTT
Dispatcher
Con=zole

SmartPTT
Radioserver

Email users

Corporate or public Email Server
To be able to exchange email messages between radio subscribers and email users you need:

1. Create and configure email account.

2. Configure the radiosenver.
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Create and Configure Email Account

First of all, create your email account, if you do not have one. This section describes how to do it as well as how
to configure it properly.
1. Create your email account. You can use your corporate email server or any other server. In this example
we are using gmail.com.
2. In the settings of the newly created email account specify all the necessary parameters.
3. In the settings of the email account in the Forwarding and POP/IMAP tab select the following items:
1) Enable POP for all email (even mail that has already been downloaded).
2) Enable IMAP.

3) Save changes.

General Labels Inbox Accounts and Import Filters Forwarding and POP/IMAP  Chat Web Clips Labs Offline Themes

POP Download: 1. Status: POP is enabled for all mail that has arrived since 8731039
Leam mare () Enable POP for all mail (even mail that's already been downloaded)
) Enable POP far mail that arrives from now on
) Disahle POP
2. When messages are accessed with POP |keep Grmail's copy in the Inbox h

3. Configure your email client (e.g. Outlook, Eudora, Metscape Mail)
Configuration instructions

IMAP Access: Status: IMAP is disabled
(access Gmail from ather clients using [WAP) @ Enable IMAFP

Learr more ®/‘O Disahle IMAP

When | mark a message in IMAP as deleted:
(®) Auto-Expunge on - Immediately update the server. {default)
) Auto-Expunge off - Wait for the client to update the server.

When a message is marked as deleted and expunged from the last visible IMAP folder:
Archive the message (default)
Move the message to the Trash
Immediately delete the message farever

Folder Size Limits
) Do not limit the number of messages in an IMAP folder (default)

O Lirmit IMAP folders to contain ho mare than this many messages | 1000 v

) Configure your email client (e.g. Outlook, Thunderbird, iPhone)
Configuration instructions

__*’ Sawve Changes ] ’ Cancel ]

4. If you have an email client (for example, Microsoft Outlook), for the outgoing messages you need the
following settings:
1) Use plain text as message format.

2) Use Unicode (UTF-8) for outgoing images (with Base64 encoder).
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Configure SmartPTT Radioserver Settings

The radioserver configuration includes the following steps:
1. Configure email gateway (activate email gateway, choose the direction of text message sending).
2. Setup POP3/IMAP4 protocols for sending text messages.

Email Gateway Configuration
Select Email Gateway in SmartPTT Radioserver Configurator.

BE Radio Server E-mail Gateway
=R Radio Metwor: Services
ﬁ’ ARS Active
‘E:) GPS
"'3 TMS
-l Telemetry [ Forward Messages to E-mail
- Subscriber Blacklist Sender Name 224

|:—:|H_] Email Gateway
i Settings Recipients your_email @amail.com

[3---@ SMS Gateway
- ¢ File Receive
-4 L Add-on Modules
..... ‘E: . Control Stations

g Connect Plus Add ] [ Remove
-y Padio Activity Networks

-y NAI Networks Enable Direct Messages Delivery from Radio Network
----- B9 SmartPTT Radioservers ) - "
-ﬁ Profiles Enable Direct Messages Delivery to Radio Network
----- & Subscriber Groups Receive protocal | POP3 -
..... h MultiGroups

-3 Metadata Split Long Messages

Sender ID

[ lgnore After Line

Select the Active check box to enable the email gateway senvice.
Forward Messages to E-mail — select to enable message forwarding from radio subscribers to the email

addresses specified in the Recipients list.

Note: When a radio subscriber sends a text message to another radio subscriber, all email users whose emails
are given in the Recipients list will receive 1 or 2 text messages. The first one with the confirmation that the

message was sent and the second — with the confirmation on delivery.

Sender Name - specify domain name, in the name of which all email messages will be sent (for example,
smartptt.com).

Recipients — list of email addresses to receive forwarded text messages.
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Enable Direct Message Delivery from Radio Network — forwarding mail messages directly from radio
subscribers.

Enable Direct Message Delivery to Radio Network — forwarding mail messages directly to radio subscribers.
Receive protocol — select protocol for email message receiving (POP3 or IMAP4).

Split Long Messages — if not selected, a long E-mail message (over 140 characters) addressed to a radio is
trimmed to size limit (that is some information gets lost). If selected, the original message is split into several
packages during transmission. Thus, the radio subscriber receives the message without information loss.

Sender ID — when selected, the received message contains the sender e-mail address.

Ignore After Line — ignore everything after a certain string in the received e-mail message.

Example:

The original e-mail message: Due to technical works on the PBX, the Pl will have no telephony for the whole
day.To tumn off these notifications, open Personal Settings, click Manage Alerts. Clear check boxes next to
unwanted notifications.

If you enter To turn off in the Ignore After Line field, the radio subscribers will receive the message: Due to

technical works on the PBX, the Pl will have no telephony for the whole day.
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POP3 Protocol Configuration
In the Receive Protocol field, select POP3 and click Settings in the left setting tree.

=¥ Radio Server E-mail Gateway Settings
-4 Radio Network Services
—[Z ARS Outgoing Message Server (SMTF)
. i:.; GP3 SMTF server smtp.agmail com -
-l Telemetry Part 587 =
?_) Subscriber Blacklist lse 55L
=[] Email Gateway
@ Authentication [Login."F‘assword hd
[3---@ SMS Gatewsy ) ; ’
. Fie Recsive Login your_email@gmail .com
Ej---%:_. Add-on Modules Password PREERRNRNRRERERERRRE
----- %> Control Stations
ﬁ’ Connect Plus Send Test Message
-y Radio Activity Networks
G- NAI Networks Incoming Message Server (POP3)
----- B9 SmartPTT Radioservers ;
‘ﬂ Profiles POP3 Server pop .gmail .com -
i, Subscriber Groups Port 935 =
----- MultiGroups
E:I--[% Metadata Enable S50
Authentication [I.ugin."F‘assword ']
Login your_email@gmail .com
Password oooo.oooootooototoo.l
Palling Delay 30 = sec
l Check Connection ]

SMTP server — domain name of the SMTP server which is used for delivering outgoing email messages (for
example, smtp.gmail.com).

Port — SMTP senrver port number.

Use SSL — check this option if you need secure connection to SMTP server.

Authentication — select authentication method for SMTP server (Anonymous — connect anonymously,
Windows — connect to the server under Windows user account, Login/Password — connect with Login/
Password specified).

Login — email address or login required by the mail server.

Password — user's password.

Send test message — click the button to check server connection. In case of successful connection and correct
settings, the mail user specified above will receive a test email message.

POP3 server — specify domain name of POP3 server which is used to deliver incoming e-mail messages.

Port — enter POP3 senver port number.
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Use SSL — check this option if you need a secure connection to POP3 server.

Authentication — select authentication method for POP3 server.

Login — enter email address or login required by mail server.

Password — user's password.

Polling Delay — polling interval for the mail server.

Check connection — click to check connection with the server. In case of successful connection, the pop-up
window message shows the number of unread email messages in your email box. In case of connection failure, a

window with connection error message opens.

IMAP4 Protocol Configuration
Select "IMAP4" in the drop-down list of Receive protocol and click Settings.

(=-#¥ Radio Server E-mail Gateway Settings
= Radio Network Services
..... ARS Dutgoing Message Server (SMTP)
i:.) GFS SMTP server smtp.gmail .com -
------ & TMS ”
..... |\¢ TE-'IEFI'IE-‘tF)" Port RE7 =
----- % Subscriber Blacklist lUse S5L
-] Email Gatewsy
LA Authentication [chinr’F'assward -
w-f@ SMS Gateway . - :
..... ® Fie Receive Login your_email@gmail com
E]---g; Add-on Modules Password SEERENSRRRRRRRRRRERS
----- +2> Control Stations
H’ Connect Plus Send Test Message
w Radio Activity Networks
EJ"Q NAI Netwarks Incoming Message Server (IMAP4)
----- B9 SmartPTT Radioservers 3 ;
@ Frofiles IMAP4 Server imap.gmail.com -
i Subscriber Groups Port 333 =
----- MuttiGroups
EJ--[% Metadata Enable 55L
Authentication [ Login/Passward -
Login your_email@amail.com
PEISSWIDI‘d FEERRERRRRR R RN RS
Polling Delay 30 = | sec
Check Connection

IMAP4 server — specify the domain name of IMAP4 server which is used for incoming email messages delivery.
Port — enter IMAP4 server port number.

Use SSL — check this option if you need secure connection to IMAP4 server.
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Authentication — select authentication method for IMAP4 server.

Login — enter email address or login required by mail server.

Password — user's password.

Polling Delay — polling interval for the mail server.

Check connection — click the button to check connection with the server. In case of successful connection, the
pop-up window shows the number of unread mail messages in your email. If connection is failed, connection error

window opens.

Supported Message Formats

When sending an email message to radio subscribers, use the following format of the message.

.| <ID|IP> <text message>

- - — —

up to 160
characters

r s

: — prefix indicating that this message is addressed to a radio subscriber or talkgroup.
<ID|IP> — ID or IP address of the radio subscriber or subscriber group.

Space indicates the beginning of the message body.

Example:

1. The email message :72.0.0.77 Hello! or :77 Hello! received from the mail server will be forwarded to the radio
subscriber with ID 77.

2. The email message :225.0.0.1 Please, call to the station received from the mail server will be forwarded to the
subscriber group with ID 1.

The email message :72.0.0.80,12.0.0.81,12.0.0.82,12.0.0.50 Hello! or :9080,9081,9800,9050 Hello! received

from the mail server will be forwarded to the radio subscribers with corresponding IDs.
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When sending a text message from a radio subscriber to an email user, use the following format.

<email_address> <text message>

up to 160
characters

r

: — prefix indicating that this message is addressed to an email user.
<email_address> — email address of the email user.

Space indicates the beginning of the message body.

Example:

1. The message :email_address@example.com Hello! from a radio subscriber will be forwarded to the email
user with the email address email_address@example.com.

2. The message :email_address1@example.com,email_address2@example.com Hello! from a radio
subscriber  will be forwarded to the email wusers email_address1@example.com  and

email_address2@example.com.

Note: When Forward Messages to E-mail is enabled together with the options of receiving messages from radio
network and from the email, all messages sent or received by email users will be duplicated to the specified email

addresses.

2.1.2.7 SMS Gateway

SmartPTT Radioserver has an integrated SMS Gateway senice, which allows establishing communication
between radios and mobile phones There are 2 possible ways to communicate between each other:

1. A radio subscriber sends an SMS to a phone subscriber.

2. A phone subscriber sends an SMS to a radio subscriber.

To be able to send an SMS, it is necessary to do preliminary settings on both modem and SmartPTT Radioserver.
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Configuring SmartPTT Radioserver and incoming messages

Select the SMS Gateway item in SmartPTT Radioserver Configurator.

Settings | Rules | Activity | Client List | Log

| Export/Import Settings I Statistics |

=-#% Radio Server
-5 Radio Network Services
..... ARS
E} GPS
-G8 TMS
----- (s Telemetry
----- ©» Subscriber Blacklist
(=] Email Gateway

..... @ Fil= Receive

[#-4 .. Add-on Modules

‘E Control Stations

iy |P Site Connect Networks
g Capacity Plus Systems

Active — select to enable SMS Gateway seniice.

Allow SMS Delivery from Radios
Allow SMS Delivery to Radios

Incoming SMS messages
Split Long Messages

Allow SMS delivery from radios — select this option if you need to forward SMS directly from subscriber radios.

Allow SMS delivery to radios — select this option if you need to forward SMS directly to subscriber radios.

Split Long Messages — if selected, long messages (more than 140 characters) sent to a radio will be split into

several messages. If not selected, long messages (more than 140 characters) will be cut, and part of the

message will be lost.

Sender ID - if selected, the radio subscriber will see the phone number of the sender with the received SMS.

Configuring a modem and outgoing messages

Warning! To enable modem settings, stop SmartPTT Radioserver.
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Settings | Rules | Activity | Client List | Log | Export/import Settings | Statistics |

i=-#8 Radio Server SMS Gateway Settings
-4 Radio Network Services
-[#] ARS Modem settings become enabled after stopping the radioserver.
":; GPS
5% THIS Port name:
g Telemetry
-8 Subscriber Blacklist Speed: 57600 i

[ __'_] Email Gateway
& SMS Gateway

=] Voden Setings Stop bis:

Data bits:

.. g Filz Receive

[e-4 L Add-on Modules arity:
Add-on Madul P

"E: Control Stations

g |P Site Connect Networks Read timeout: 1000 :
g Capacity Plus Systems Write timeout: 1000 =
g Connect Plus
g Radio Activity Networks Check Modem

g MAI Systems

g SIP/RTP Interfaces

lge text mod
-0 SmartPTT Radioservers B Use mece

gk Profiles
% Subscriber Groups SMS Center for outgoing messages +758765431
[~ Metadata
l_j] Test Settings
Phone Number +/123456785
Message Checking 5M5 sendingl..

Send

Port Name — COM port number which modem is connected to. You can find the COM port number by

opening modem properties in Windows Control Panel.

Speed — data flow rate through COM port (in bits/sec).

Data Bits — number of data bits to transmit.

You can configure Data Bits to be 5, 6, 7, or 8. Data is transmitted as a series of five, six, seven, or eight bits (five
and six bit data formats are used rarely for specialized communications equipment).

Stop Bits — number of bits used to indicate the end of a byte. You can configure Stop Bits to be 1, 1.5, or 2. If
Stop Bits is 1.5, the stop bit is transferred for 150% of the normal time used to transfer one bit.

Both the computer and the peripheral device must be configured to transmit the same number of stop bits.

Parity — method of detecting errors in transmission.

You can configure Parity to be None, Odd or Even.

If Parity is None, parity checking is not performed and the parity bit is not transmitted.
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If Parity is Odd, the number of mark bits in the data is counted, and the parity bit is asserted or unasserted to
obtain an odd number of mark bits.

If Parity is Even, the number of mark bits in the data is counted, and the parity bit is asserted or unasserted to
obtain an even number of mark bits.

Read Timeout — number of milliseconds before a time-out occurs when a read operation does not finish.

Write Timeout — number of milliseconds before a time-out occurs when a write operation does not finish.

Check Modem — modem operation test. If a modem is detected, you will see information regarding the type of
modem installed on your system. If there is no modem detected, you will see "Modem not found" message.

The next step is to check settings for outgoing messages and to send a test message.

Settings | Rules | Activity | Cliert List | Log | Export/import Settings | Statistics |

=¥ Radio Server SMS Gateway Settings
-4 Radio Network Services
ARS Maodem settings become enabled after stopping the radioserver.
g:; GPS
5% TM3 Port name: Com
) Telemetry
&% Subscriber Blacklist Speed: 57600

B[] Email Gateway

E—]E SMS Gateway Data bits:
- Voder Seiroe Spts
.. iy File Receive
[j—--k:_. Add-on Modules Parity:
g Control Stations : . =
g |P Site Connect Networks Read tmeot: 1000 -
- Capacity Plus Systems Wiite timeout: 1000 :
- Connect Plus
-y Radio Activity Networks Check Modem
g MAI Systems

g SIP/RTP Interfaces

--E0 SmartPTT Radioservers [ Use text mode

-4k Profiles
% Subscriber Groups 5SMS5 Center for outgoing messages +7987654321
- Metadata
l_j] Test Settings
Phone Mumber +7123456789
Message Checking SMS sendingl..

Send

Use Text mode — allows selecting Text or PDU mode for SMS sending.
There are two ways of sending and receiving SMS messages: in text mode (the check box selected) and in the

protocol description unit (PDU) mode (the check box is not selected). The text mode (unavailable on some
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phones) is just an encoding of the bit stream represented by the PDU mode, and can be used only for English;
PDU mode and Unicode are used for all languages. Unicode is the universal character encoding which provides
the basis for the consistent encoding, representation and handling of text expressed in most of the world's writing
systems.

SMS Center for outgoing messages — SMS message center number. If the number is registered on modem’s

SIM-card, there is no need to fill this field.

Running tests on SMS sending

Make sure SMS messages can be sent to recipients from SmartPTT Radioserver. Use Test Settings to do it.
First, in the field Phone Number specify the phone number where you will send the test message.

Second, enter the text of the message in the field Message. And then click Send.

If the message is successfully sent, you will get a confirmation notification.

When modem is selected and test message is successfully sent, save the changes and restart the

radioserver . After the radioserver is restarted, Check modem and Send (test message) will be
unavailable. It will mean that now you are ready to send SMS messages from the radio and to the radio.
To send an SMS from the mobile phone to the radio, the message forwarded to the modem number should

comply with one of the following formats.

Radio IP |
Group IP <SMS text>
up to 140
< characters >
Radio ID <SMS text>
up to 140
< characters >

: — prefix indicating that this message is addressed to a radio subscriber or talkgroup.
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<Radio/Talkgroup IP> — radio or talkgroup IP address of the recipient
<Radio ID> — radio ID of the recipient
Space indicates the beginning of the message body.

An SMS message can be longer that 140 characters if Split Long Messages is selected.

Example:

When the radioserver gets the following message, it sends the message to subscriber 77 (or to talkgroup ID=2):
To subscriber 77:

:12.0.0.77 SM S text

:77 SM S text

To talkgroup 2:

:225.0.0.2 SM S text

To multiple subscribers simultaneously:

:12.0.0.80,12.0.0.81,12.0.0.82,12.0.0.50 SM S text

:9080,9081,9082,9050 SMS text

Note: When only ID is specified (with no IP address of the radio or talkgroup), SMS can be sent only to the

subscriber with the specified ID. To send a group SMS, it is necessary to use a full talkgroup IP address.

To send an SMS from the radio to the mobile phone, the message should comply with the following format.

&phone number <SMS text>

up to 140
< characters = 3

: — prefix indicating that this message is addressed to a mobile phone.
&phone number — mobile phone number of the SMS recipient (symbol "&" is used instead of "+" because there
is no "+" symbol on the MOTOTRBO radios).

Space indicates the beginning of the message body.
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Example:

On receiving the message :&71234567890 SM S text, the radioserver sends it to the mobile radio with the phone
number +71234567890.

To several mobile subscribers simultaneously:

:&71234567890,871234567890 SM S text

2.1.2.8 File Receive

File Receive senice is an easy and useful tool, which allows sending files for almost all MOTOTRBO radios. This
function is even more necessary in field communication characterized by the absence of the Internet connection
and other channels to transmit data.

In version 2.0 SmartPTT File Transfer allows receiving files without the server application or base stations. The
user needs to have only a radio connected to the PC via USB port and the client application SmartPTT File

Transfer version 2.0.

Note: Not all networks support the new scheme of file transfer. It is possible for IP Site Connect only. For other
network types use the old file transfer method, that is using control stations and server application SmartPTT File

Transfer version 1.0 or 2.0.

To enable this functionality the following steps should be taken:
1. Configure SmartPTT Radiosenver settings.
2. Configure the radio with the help of MOTOTRBO CPS.
3. Configure routing settings for file transfer on a remote computer.

4. Configure the client application SmartPTT File Transfer 2.0.
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How to Configure SmartPTT Radioserver

To configure the settings, select the File Receive menu item in the left setting tree of SmartPTT Radioserver

Configurator. At that, the File Receive Service window opens on the right.

=8 Radio Server

24 Radio Network Services .
..... ARS Active

File Receive Service

L]

52, TMS Port 5001

----- (s Telemetry
_____ ©y Subscriber Blacklst Received File Folder  C:\ProgramData"SmartPTT"File Transfer’, [:]

[~ Email Gateway
[}-E SMS Gateway

----- Y Fic Fecene|

4

Active — enables the senice.
Port — port used by file receive senice.
Received File Folder — field to specify the folder name where received files are to be stored.

To apply the changes, save the new settings and restart the radioserver.

How to Configure Radio Settings in MOTOTRBO CPS

For the best file transfer rate a radio should be configured in the following way:

1. Open MOTOTRBO CPS and go to General Settings and configure the TX Preamble Duration
parameter to be 60 ms.

2. Go to Network and configure the Max TX PDU Size parameter to be 500 byte.

3. Clear Data Call Confirmed for the channel where the files are to be transmitted.

How to Configure Routing Settings for File Transmission

To configure file transmission correctly, add information on the new route for file transmission in the routing table

of the PC to which a radio is connected.
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The routing table is configured via Windows command line. To open the command line, run file C:\\WINDOWS

\system32\cmd.exe.

AWINDOWS\system 3 2\emd.exe

icrosoft Windows XP [Bepcusa 5.1 .26001
(C>» Kopnopauuna Makkpocoor. 19852001 .

WUWINDOWS s system32 >

To add the file transmission route, use Windows command line:
route —p add 13.0.0.0 mask 255.0.0.0 192.168.X.X, where:
route is a command to add a route;

—p — the key for adding a route into the list of fixed routes;

add — adding the route;

13.0.0.0 — IP address of all radios available in the radio network;
mask 255.0.0.0 — network mask;

192.168.X.X — radio IP address.

Example:

To transmit data packets from the radio with IP address 192.168.10.1 (radio IP address can be found in the
MOTOTRBO CPS application, Network menu item), the following command needs to be entered:

route —p add 13.0.0.0 mask 255.0.0.0 192.168.10.1

C:\WINDOWS\system3 2\cmd.exe

icrosoft Windows XP [Bepcuna 5.1_.2600]
(C>» Kopnopauwna MakikpocooT,. 1985-2001.

SSNUWINDOWSSsystemd2 >route —p add 132.0.0.0 mask 255.0.0.0 192.168.10.1

SSUWINDOWS S systemd2 >
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Download and install the latest version of the application SmartPTT File Transfer (http://www.smartptt.com/

demo_versija.html).

Launch the client application (Start > All Programs > SmartPTT File Transfer > SmartPTT File Transfer

Client).

[ SmartPTT - File Transfer 2.0 [client)

File  Service Help

=" NN

FoX

Metwork, statiztics

FPackets tranzmitted: 0 FPackets received ]
Last command name:  unknown Packets lost: 0
Last command state:  success Current ztate: waiting
Rty ] Last state: waiting
File tranzfer statiztics
File name: file not selected
File zize: unknown
Transfer progress: [ |
Connection management
Server (D | | : |5EIEI'| | [ Connect
Ready Mo messages

In the Server ID field, enter the slot ID of the IP Site Connect, which will be used for file transmission. The slot ID

is set in Smart PTT Radioserver Configurator, in the Slot window.

=-F9 Fadio Server
[]...k:_. Add-on Modules
----- oo Control Stations

H Connect Plusg

[—j—-H Mal Metworks

SmartPTT PLUS 8.7

[-gF Fadio Metwork Services

H Radio Activity Metwaorks

E|h IP Site Connect

B
-2k Talkgroups

HAl Control Station

Active

Mame Slot 1
o 1
Cal Metwork, 12

Cal Metwork. for Groups | 225
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To connect to the radioserver, click Connect.

O SmartPTT - File Transfer 2.0 [client)

35

File  Service Help

=X IR

MHetwark, statistics

Packets transmitted: 0 Packets received a

Lazt command name:  unknown Packets lozt: a

Last command state:  success Current state: waiting

Rty 0 Last state: waiting

File tratizfer statistics

File name: T ekcTOBLIA goKYrAEHT. bat

File zize: 3 bytelz], 1 packet(s)

Tranzfer progress; | )

Caonnection management

Server ID: | | :
Ready Mo messages 13.0.0.1

Select file to transmit (File > Select File) and click the Start File Transfer button b At that, the radio will

start transmitting the file to the radioserver, and at the bottom of the window a record will appear informing about

the ongoing file transmission process.

O SmartPTT - File Transfer 2.0 [client)

File  Service Help

ik | b @ |2
Metwork, ztatistics
Packetz tranzmitted: 3 Packetz received 1
Lazt command name; GET_LOST_LIST_SID + ECHO Packetz lozt: 1]
Lazt command state:  success Current state; Transzter file
Retry I} Last state: Rezponze OF.
File transfer statistics
File name: TekcToBRIA gakYreHT. kxt
File zize: 3 bytez), 1 packet|z]
Transfer progress: [ e =
Connection management
Server ID: | | :

TransFer File File transfer 13.0.0.1
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As soon as the file is successfully transmitted, the corresponding notification appears at the bottom of the

window.

O SmartPTT - File Transfer 2.0 [client)

File  Zervice Help

=T IR e

Metwork, statistics
Packetz transmitted: 4

Lazt command state;  success
Rety ]

File tranzfer statiztics

File name:
File zize:

Last command name: SAWE_TO_FILE_SID + ECHO

T eKCTOBRIA QOKYRAEHT. kit
3 byte(z], 1 packet(z]

Packets received ]
Packets lost: 0
Current state: Responze OF.

Last state; Save to file

Transfer progress: [Fees==

Connection managenment

Server 1D |

Digconnect

Response Ok

File transferred 13.0.0.1

Note: For more information about the settings of SmartPTT File Transfer, please check SmartPTT File Transfer

User Guide.

2.1.3 Add-on Modules

2.1.3.1 Tallysman

SmartPTT provides a more efficient radio monitoring that works in the Lone Worker mode. The option is

compatible with MOTOTRBO DM/DP 3000 and 4000 series radios.

SmartPTT ensures the following features:

e Mandown, i.e. activating the alarm signal if the radio position (its tilt) no longer corresponds to the

parameters set for the option board in SmartPTT GOB Configurator.

e Heartbeat messages. Messages that provide information about subscriber presence in the radio network. If

message delivery failed, SmartPTT Dispatcher is notified about the radio unavailability. The radio is also

informed about radioserver unavailability (e.g., when the channel is busy).

Example of the option board configuration:

When the radio tilt changes, a signal is played on the radio. The signal stops after the radio is returned to its
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normal position. If not, an emergency alarm is sent to SmartPTT Radioserver. The emergency alarm LED on the

radio can be turned off by a long press on the emergency alarm button (depends on the radio MOTOTRBO CPS

settings).

For proper operation of the radios with the built-in option board, do the following radio settings in MOTOTRBO

CPS:

e enable option board on the selected channel by selecting the Option Board check box;

e enable the Emergency Alarm Indication option and select digital signaling system from the list in the

Emergency System field. To set up a signaling system, go to Signaling Systems > Digital Emergency

item.

B~ § DP3s0

------- General Settings
....... g Accessories
------- Buttons

....... EA Text Messages
....... g Tmry

....... cﬁ Menu

- [@@ Signaling Systems
RX Group Lists

- {8 Channels

- Zone 1

1 Channel Poal

-

[T}

A Repi_Siota)

- Scan
- Roam
(- @8 Capacity Pius

SmartPTT PLUS 8.7

Rep1_SlotA

Top RX IX

[} pa—

RS [onSystem Crange 7]
Privacy [
Privacy Alias Ipri-_racr,r Key1 'l

Option Board Trunking [~
Lone Worker [

Alow Talkaround [

|P Site Connect |

Messaging Delay (ms) |en 3:

Compressed UDP Data Header [

Rxonty [
R
Offset (MHz)
[o-000000

Freguency (MHz) [137.000000 Freguency (MHz) [142.000000

o |
Ref Freguency (MHz) IDefath VI

Group List I List1 - l

Emergency Alarm Indication =2 I

Ref Freguency (MHz) IDefaLit VI

Contact Name |45 -

IEmergency&fstem Ig,,m jJ
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To enable Tallysman, click Tallysman in the setting tree of SmartPTT Radioserver Configurator and select the

Active check box.

=8 Radio Server
-5 Radio Network Services
EI'__.\_ Add-on Modules
i il licenses
- EE
B Indoor Tracking
: -,- Event Log
|_|:_| Telephone Interconnect

Heartbeat Meszage

Response Delay, sec

Heartbeat Message Port — UDP port to receive messages about the radio presence in the network. This value

must match Host UDP Port in the option board configurator (the Heartbeat item, the SmartPTT GOB Configurator

application). Use the default value of 5000.

Response Delay, sec — the time period that passes before SmartPTT Radioserver sends heartbeat message

confirmation to the radio. Set the value taking into consideration the network load. Otherwise, if the radio does not

receive acknowledgment, the radio gets a signal about radioserver unavailability.

2.1.3.2 Indoor Tracking

Big organizations with huge premises require constant control over their employees' displacement inside

buildings. For this purpose Indoor Tracking system was implemented. Indoor Tracking system allows getting data

from special beacons and transmitting it to SmartPTT Dispatcher or any other client application using API.

Contact our technical support (http://support.smartptt.com/hc/en-us) for SmartPTT Client API documentation.

Currently, SmartPTT system supports two products:

¢ Kilchherr option boards (K-TERM 44) with special beacons (K-TERM 70IC Beacon Transmitter).

e Blufi option boards (RF800) with special beacons (Connect-RTLS RF800).

Note: Indoor Tracking functionality requires the corresponding license. Indoor Tracking is not supported in Connect

Plus systems.
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The following scheme shows how SmartPTT Radioserver gets subscriber location data.

K-TERM 7012

Beaton _f"
Transmitter w .
Radic ID + ‘ /
Beacon ID m Beacon ID f
/- sl T il
USB et m
i i Y Cnntrol Radio Subscribers
2, SmartPTT Stations
Radioserver
A Radio ID +
Thmzl pa_rty Beacon ID
application .
IP Networke  y = N
/ -'

Repeater m

SmartPTT Radic ID + 5 ID\
Beacon ID Eaccn
Dispatcher - - "_.
IP Network - . L
-— -

Kilchherr sheme: Each beacon installed is continually transmitting commands, like Detect, Keep Alive, Lost,
which contain unique Beacon ID, set in K-Term CPS. When a radio gets closer to the beacon, the built-in option
board receives Beacon ID and then transmits it with the Radio ID to SmartPTT Radioserver via repeater or control
station. Further data processing can be handled by SmartPTT Dispatcher or any third party application, connected
to the radioserver using API. For more information on Kilchherr beacons and option boards see the manufacturer's
documentation on the products.

Blufi scheme: The RF800 beacons operate in a continual Sleep -> Transmit -> Sleep -> Transmit mode. When the
beacon awakes from its sleep cycle, it transmits its allocated code for the duration of the transmit phase and then
returns to its sleep phase. The portable radios function in a similar fashion except they follow a Sleep -> Listen ->
Sleep -> Listen mode. When a portable radio awakes from its sleep cycle, it listens for any transmitted beacon
codes for the duration of its listen phase and then determines the current active beacon. If the new active beacon
is different from the previous active beacon, a beacon update status message (a special TMS message) is sent
via the radio network to SmartPTT Radioserver. For more information on Blufi beacons and option boards see the

manufacturer's documentation on the products.

Note: Connect-RTLS RF800 option boards transmit data in special TMS messages, therefore it is necessary to

have TMS enabled.
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Warning! In network systems with MNIS service enabled, make sure that the ID set in the option board
settings (where data is to be sent) should match "MNIS Application ID". In network systems without
MNIS service enabled, any ID can be set in the option board settings (where data is to be sent),
however, it is necessary that "Data call confirmed"” should be unselected in the radio settings. In
networks based on control stations it is necessary that the ID set in the option board settings should
match "Radio ID" set in the control station settings (this is true for both Kilchherr and Blufi option

boards).

To enable Indoor Tracking select Indoor Tracking in Add-on Modules of SmartPTT Radioserver Configurator

and select Active.

= Radio Server Indoor Tracking
- Radio Network Services _
l_f_l---h_- Add-on Modules Active
----- % Licenses
----- Bl Talysman Data Port 3100 =
DE rck.lng Response Delay, s a2 =
[#-{[=] Phane Calls Set list of allowed beacons
..... P. Bridging
----- Wy Woice Motffications 15331534 &
----- & Web Application
Ej--g Moritoring
----- B SNMFP Service -
----- % Control Stations Example: 1593, 1594, 6499-6501

Data Port — UDP port for listening to Beacon ID (applicable to Kilchherr beacons only).

Response Delay — time period during which SmartPTT Radioserver waits to confirm the command receiving from
the option board (applicable to Kilchherr beacons only).

Set list of allowed beacons — you can specify Beacon IDs which data must be processed by SmartPTT

Radioserver. If the option is not selected, the radioserver processes data from all the beacons.

2.1.3.3 Event Log

The Event Log is a special SmartPTT Radioserver log. It tracks all events from all dispatch systems connected to
the radioserver. Events are registered in the event log even if SmartPTT Radioserver Configurator is closed.
First activate the event log by checking off Enable Event Logging. To do it, select Event Log item in the setting

tree in SmartPTT Radioserver Configurator.
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Then create the database for the log.

=8 Radio Server Event Log
-4 Radio Network Services .
I_f_l---'_n\_- Add-on Modules Active
e :?i Licenses Creating Database
=
. Settings Server Mame: localhost SGLExpress
{E“} Automatic Database Backup
_ 'I:elephu:une Iterconnect Database Mame: RadioServer
ﬁ Eridaing
i W Woice Motffications [ Create New Database ]
----- 4, Control Stations
g Connect Plus Authorization Mode: [h’u“mdnws NT Authorization -
g Radio Activity Networks
-y NAI Networks Login:
----- B9 SmartPTT Radioservers
.ﬁ Profiles Password:
----- & Subscriber Groups
..... a MultiGroups Check Connection
{3 Metadata
Restoring Database Backup
(-]
Restore Database

Warning! To enable Event Log on the radioserver, the corresponding license should be available. Go to
the Licenses section to acquire the necessary license.

To create a new database, type in the Server Name and the Database Name fields, and click Create New
Database. If creation is successful, a message about successful database creation is displayed. If a database is

not created, the cause of failure will be displayed at the bottom of the window.

Note: Database creation process at SmartPTT Radioserver is similar to the database creation process at

SmartPTT Dispatcher.

Note: For the database server installed together with the radioserver enter the name using the following format:

Name of computeNSQLExpress (for example, MYCOMP\SQLExpress).

Select Authorization Mode between the two:

SQL Server Authorization — you must have the login name and password of the account with SQL server
access.

Windows NT Authorization — the user who has logged into the Windows system, must be listed in the SQL

sener’s list of users to make connection.
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Click Check Connection. In case of successful authorization the message "The connection is established
successfully!" is displayed. If authorization fails, the cause will be displayed at the bottom of the window.

To restore the event log database from the backup, select the required database backup file in the Path field and
click Restore Database.

Note: To set up the auto backup of the event log database, go to the Automatic Database Backup window.

Settings

To tune the radioserver event log select Settings under Event Log in the setting tree of SmartPTT Radioserver

Configurator.
(=8 Radio Server Event Log Settings
-4 Licenses
- Radio Network Services Event Log Truncate Settings
(.- Add-on Modules @ Dont Truncate Evert Log
----- Bl Talysman
..... Bl Indoor Tracking ) Records retertion period (days)
- Event Log —
- EI &
rﬁ Automatic Database Backup Voice Logging
gﬁ E:;:gnien;alls Record Incoming Calls
- Voice Motfications Record Outgaing Calls
""" @ /e Service Ficed Sample Rate (3 kHz)
- Monitoring ] )
_____ B SNMP Service Eaelulzsordlng Level of Outgaing 1 =
----- % Control Stations
-y |P Site Connect Networks Viice Logging Folder
g Capaciy Plus Systems C:\ProgramData"Smart PTT\RecordedCallsServer [:]
Ea--w Connect Plus
g Radio Activity Netwarks Voice Log Truncate Settings
ﬁ MAI Systems @ Don't Truncate Voice Log
ﬁ SIP/RTP Interfaces ] ]
_____ % SmatPTT Radioservers ) Records retention period {days)
H Cem Perseus 100
jﬁE’ Profiles
----- &5 Subscriber Groups
EEl--Dj Metadata

Event Log Truncate Settings — settings to manage records deletion in the log.
Record Incoming Calls — if this option is on, incoming calls are recorded.
Record Outgoing Calls — if this option is on, outgoing calls are recorded.
Recording Quality (kbps) — audio files sound quality.

Recording Level of Outgoing Calls — increase or decrease sound volume for recording outgoing calls.

SmartPTT PLUS 8.7 Radioserver Configurator User Guide



Radioserver 43

Voice Logging Folder — set path to the folder where recorded audio files are stored.

Voice Log Truncate Settings — settings to control audio records truncate parameters.

Automatic Database Backup

Backing up data on a regular basis helps to protect it from being erased in case of the server hardware or software
failure. SmartPTT Radioserver Configurator allows user to back up the event log database automatically.
In order to set up automatic backup schedule of the ewvent log database, select Automatic Database Backup

under Event Log in the setting tree of SmartPTT Radioserver Configurator.

EIE Radio Server Automatic Database Backup
-4 Radio Network Services )
’-ij"'l.a-' Add-on Modules Active
----- 4 Licenses Backup Folder
E‘ .‘ga;t;cg E] C:\Backup Files
{ ¥ ings .
{"':‘?} Automatic Database Backup Backup Settings
E Telephone Interconnect ® Daily
2. Bridging
wWp Voice Notifications @ Weekly Su Mo Tu We Th Fr Sa
----- t_ . Control Stations O ] (| (]
H Connect Plus =
Repeat every 1 = week
-y Radio Activity Networks
~tag NAI Networks ) Monthiy
----- B9 SmatPTT Radioservers
ﬁ Profiles
----- \, Subscriber Groups Time: 5:00 .
""" MutiGroups Backup Perod
E-{d Metadata
Start Date: 01.01.2014 [E~
End Date: ) |18.01.2014
@ Mo End Date

Active — select the check box to enable the ability to create current event log database backups in the automatic
mode.
Backup Folder — full path to the file for saving the database backup.
Backup Settings — schedule for creating the current database backup:
e Daily — ewery fixed day at the specified time (for example, every day, every third day at 9:00 a.m.).
e Weekly — every fixed day of the week at the specified time (for example, every Monday, Wednesday and
Friday at 11:00 p.m.).
e Monthly — once a month on the fixed day of the selected month and at the specified time.

Backup Period — allows you to set time period when automatic database backup is to be made according to the
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selected backup settings.

Note: The number of stored backup files in the same folder is limited to 3. Otherwise, when creating a new copy,

the old files are deleted.

Note: The event log database recovery from the automatically created backup is performed manually in the Event

Log window.

2.1.3.4 Phone Calls

Now it is possible to make a conference call between radio subscribers, dispatchers and telephone subscribers
without enabling Telephone interconnect.
For this, do the following:

1. Define Deaccess code. Make sure that it matches the deaccess code specified in subscriber's radio settings.
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=8 Radio Server
- % Licenses
# Radio MNetwork Services
|_i—_|...h; Add-on Modules
..... a Tallysman
..... B Indoor Tracking
[+-\ji Event Log
B e o
=] Telephone Interconnect
i Incoming Calls
t..gm Qutgoing Calls
-, Bridging
[ _"i" “oice Motifications
..... g Web Service
EEI-- Manitoring
..... & SNMP Service

-y |P Site Connect Networks
iy Capacity Plus Systems
g Connect Plus

-y Radio Activity Networks
-y MAI Systems

iy SIP/RTP Interfaces

----- B9 SmartPTT Radioservers
-ﬂ, Profiles

----- &8 Subscriber Groups

Eg..l‘_ﬂ Metadata

Telephone Calls

Access code 1
Deaccess code H

Radio ring timeout (s)

Phone ring timeout (s}

Phone call idle session timeout (s}
Corference call idle session timeout ()

Calls to be confimed by radio subscriber
Private calls

Group calls

[C] Ancal

Radio subscribers’ notifications

Incoming phone call tone
Pick up tone

Hang up tone

[7] Emor messages

Sound Volume Settings
Phone subscriber

Radio subscriber

. Enable Telephone Interconnect in the slot settings.
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Settings | Rules | Activity | Ciient List | Network Configuration | Log | Export/Import Settings | Statistics |

=-#8 Radio Server Slot
[#-g# Radio Network Services _
|_—-_|l__,l Add-on Madules Active
""" G, Lienses Name Slet 1
----- Bl Tallysman
----- Bl Indoor Tracking Radio |0 ]
- Evert Log
E=3-{[ Phone Cals CAI Network 12
ﬂ:| Telephone Interconnect
& Eridai CAl Network: for P
""" ana Groups 25
----- W Voice Motifications
----- & Wb Application Emergency Alam Corfimed
-/ Monitoring
----- B SHMP Service [7] Compressed UDP Data Header
-k, Control Stations
-y |F Ste Connect Networks TX Time-Out Timer, s 60 B
Elh- IP Site Connect 1
E,*”Lf' Private Call Corfimed
b Talkgroups
¢ LTt Security Settings [7] Data Call Corfirmed
= 7" Slot 2
. Talkgroups [T Allow Transmit Intempt
t Securty Settings
-y Capacity Plus Systems Allow Telephone Interconnect
[3--“’ Connect Plus _
{ag Radio Activity Networks [Z] Transmit Data Only
[3--&’ MNAI Networks
L% 2IP/BTP Intafaras

3. In SmartPTT Dispatcher, go to Settings > Telephone Interconnect and set up the following parameters:
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Configuration

Telephone Settings

Settings and Subscriber List for Telephane Interconnect

SmeartPTT

General Settings | Codec Settings | SIP Trunk Authentication

SIP Accounts |

— Dispatcher Settings

Allow Calls to Telephone Subscribers |

Transport
SIP Port

Phone Number

upp | |
100

WolP Gateway Default Settings

|D|'a| Prefix for Qutgoing Calls | 12

Dial Prefix for Incoming Calls

L

Interface 19216837170 | ¥ |

RTP Ports | 18700 |-| 18748 |

Displayed Subscriber Name | Dispatcher |

| Defauit vorp Gateway Address | 8220011446

SIP Port |5060 |

sound Level {1

Play Sound Alert for Incoming Call
Play Sound Alert for Outgoing Call

[] Listen to Subscriber Conversation

Cancel | [  Finish

ha

in the VoIP gateway.

To save the changes, click Finish.

Specify the IP address of the VolP gateway.

Select Allow Calls to Telephone Subscribers;

Define your radioserver IP address and RTP ports;

Additional features, which are applied to telephone calls over SIP protocol:

Calls to be confirmed by radio subscriber — if enabled, when making a private call, group calls, All Call the

telephone subscriber can hear the ring tone until the radio subscriber has pressed the PTT button. If these check

boxes are not selected, the call will start immediately.

Radio ring timeout — sets the time interval during which the radioserver waits for the radio subscriber to press
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the PTT button.

Phone ring timeout — sets the time interval during which the radioserver waits for the telephone subscriber to
pick up the phone.

Phone call idle session timeout — sets the time interval starting from the last time the radio subscriber
presses the PTT button after which the telephone call will be automatically finished. This timeout must not
exceed TX Time-Out Timer set in network settings in SmartPTT Radioserver Configurator and in repeater
settings.

Conference call idle session timeout — sets the time interval starting from the last time the conference call
participant presses PTT button after which the conference call will be automatically finished.

Radio subscribers' notifications — sets notifications of radio subscribers of various events with a special tone:
telephone calls, beginning and end of calls. The radio subscriber can also receive messages about errors.

Sound Volume Settings — allows setting up sound wolumes on a telephone and a radio during incoming or

outgoing radio calls.

Telephone Interconnect

Telephone Interconnect senice allows for communication between radio and telephone subscribers, and uses SIP
and RTP protocols for signaling and woice data transmission. Voice data transmission is done in half-duplex
mode. Switching between receiving and transmitting modes is carried out by woice interrupt initiated by a radio

subscriber. There are several ways how to make the interconnection:

e A telephone subscriber makes a private call.
® A telephone subscriber makes a group call.
e A radio subscriber makes a call to a telephone subscriber.
e The dispatcher connects telephone and radio subscribers.

e The dispatcher connects a telephone subscriber and a talkgroup.

To use Telephone Interconnect senice, configure the radioserver and VolP gateway settings. Also, make sure

that Allow Telephone Interconnect is enabled in the network slot parameters.
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Configuring SmartPTT Radioserver

To configure SmartPTT Radioserver settings, go to SmartPTT Radioserver Configurator and select Telephone

Interconnect as shown on the picture.

Settings | Rules | Activity | Cliert List | Log

| BExport/Import Settings I Statisticsl

=8 Radio Server
\ﬁ‘ Radio Network Services

|_::_|...'__\_. Add-on Modules

“% Licenses

ﬂ Talysman

H Indoor Tracking

- Event Log

=4/ Phone Calls

B Teephone niercommect
- Incoming Calls
i...qgm Outgoing Calls

g8, Bridging

g Voice Motfications

u Web Service

-J0 Monitoring

..k SNMP Service

t_ Cortral Stations

g IP Site Connect Metworks

g Capacity Plus Systems

-y Connect Flus

-y Padio Activity Networks

g NAI Systems

H SIP/RTP Interfaces

- SmartPTT Radioservers

. ﬂ Profiles

é‘é Subseriber Groups

G-l Metadata

»

Telephone Interconnect
Active

Radioserver Settings

Interface | 152 168.37.170 -

SIP port 5060

RTP ports 18650 - 18660

Transport |UDP =

Codec Settings
Active  Name Pricrity H
G711A 1
G711U 2 ‘i
SPEEX 3 @
G729 4

Permissions for Subscriber Groups:

[T Active

Group Name Icr:1;:|i:;m|ng Outgoing Calls

Warning! To activate Telephone Interconnect, install the corresponding license. The license can be

installed under Licenses.

Under Radioserver Settings specify the interface that will be used for sending and receiving commands and

wice data when working with VolP gateway.

SIP port — UDP or TCP port number to receive and send SIP data packets. The default value is 5060.
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Accordingly, the specified port must be available for incoming and outgoing traffic.

Warning! If both SmartPTT Dispatcher and SmartPTT Radioserver are installed on one computer, their

SIP ports must differ. For example, 5060 for the radioserver and 5061 for the dispatch console.

RTP ports — each connection with a phone subscriber occupies two UDP ports (even port numbers are used by
RTP protocol, and odd port numbers—by RTCP protocol). The specified port must be available for incoming and

outgoing traffic. The default range of values is from 78650 to 718660.

Warning! The address and the port of the VolP gateway must be real (NAT is not supported). If both
SmartPTT Dispatcher and SmartPTT Radioserver are installed on one computer, the port ranges set in

and the RTP ports fields in SmartPTT Radioserver Configurator and SmartPTT Dispatcher must differ.

Transport — allows selecting between TCP and UPD for SIP commands transmit.

In the Codec Settings tab you can enable or disable supported audio codecs, as well as change their priorities.
Currently, there are 4 audio codecs: G711A, G711Q, SPEEX 1 G729. When connecting to PBX the radioserver
always uses the codec priorities list set in the PBX settings, while the PBX can ignore the priorities list set in the
radioserver. That is why codecs used by the call initiator and the responder can be different.

Permissions for Subscriber Groups — in this section you can allow or forbid particular groups of radio
subscribers to make or answer telephone calls. These groups of subscribers can be created under Subscriber
Groups. If the Active check box is selected, and the table is empty, communication between radio and phone

subscribers will be impossible.

Incoming Calls
In terms of SmartPTT system "incoming calls" are calls that are made from telephone subscribers to radio

subscribers.

SmartPTT PLUS 8.7 Radioserver Configurator User Guide



Radioserver

51

Settings | Rules | Activity | Client List | Log

I Export/Import Settings | Statisticsl

=-#9 Radio Server
# Radio Metwaork Services

9...'__\_. Add-on Modules

..... fﬁ Licenses

..... Bl Talysman

..... ﬁ Indoor Tracking

G- Event Log

=-{[=] Phone Calls

BLL__l Telephone Interconnect
o
f..gm Outgoing Calls

-4, Bridging

----- ;in Voice Motifications

..... Web Service

Eﬂ"n Monitoring

..... i SHMP Service

t Control Stations

g |P Ste Connect Networks

w Capacity Plus Systems

-y Connect Plus

-y Radio Activity Networks

g NAI Systems

W SIP/RTP Irterfaces

--E SmartPTT Radioservers

.ﬂ Profiles

@ Subscriber Groups

[l Metadata

Incoming Calls

Private call mask

Group call mask

Enabled
Realm

zemame

Password

Yoice Menu Settings
Active

Radioserver Call Number

Woice Menu File

Dial Bdension Timeout, s

Incoming Calls Authentication

nT

JZNS5T

SmartPTT

usemame

—

C:Program Files (x86).5SmartPT T .Server.5ound"VoiceMenu we E

A telephone subscriber can make two types of calls to radio subscribers.

30

1. Private call is a call when the radioserver calls to a radio subscriber. You can use Private call mask

when making a private call.

2. Group call is a call when the radiosener calls to a talkgroup. You can use Group call mask to make a

group call.

A mask is a regular expression. In the following table you can find all the symbols used in masks.

Symbols Description

Used for any figure

[m-n] Used for any figure in the interval from m to n
[a,b,c] or [abc] Used for any figure from the list

T Used for any number of any figures

() Used to unite regular expressions
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N Used to denote network ID. N=0 when there is only one network. Can be used
only in Group Call Mask.

S Used to denote Slot ID (IP Site Connect) or Site ID (Linked Capacity Plus).
Can be used only in Group Call Mask.

Example:
Let's review sample masks:
Private Call Mask: 37 or 31T
Group Call Mask: 32NSST
Then the dialed numbers will mean the following:
31403, i.e. 31 403: private call to subscriber with ID=403.
3200013, i.e. 32 0 00 13: wide group call to a talkgroup 13, which must be either unique for the radioserver, or
located in the only network connected to the radioserver.
3210013, i.e. 32 1 00 13: wide group call to a talkgroup 13 located in network 1.

32112123, i.e. 32 1 12 123: local group call to a talkgroup 123 in network 1, on site 12.

The S symbol can be assigned different values and they depend on the network type. Below is the list of values

that can be used for the S symbol:

¢ In the IP Site Connect network the S symbol can be assigned values 7 or 2 only, which correspond to the
number of the IP Site Connect slot.

¢ In the Capacity Plus network the S symbol can have only one value: 0.

¢ In the Linked Capacity Plus network the S symbol can be assigned any value. S=0 stands for a wide group
call. S=1, S=2, S=any other figure stand for a local group call specifying the LCP site number.

To make the All Call, use the following values:

¢ In the IP Site Connect network: S=1/2 and talkgroup ID=0.

¢ |n the Capacity Plus and Linked Capacity Plus networks: S=0 and talkgroup ID=0.

Incoming Calls Authentication — receiving an incoming call from a phone/softphone, the radioserver asks for the
username and password corresponding to Realm in the described setting. The calling telephone subscriber must
send back the username and password specified in this setting. To activate this ability, select Enabled.

Realm — parameter used for the incoming telephone calls authentication.

Username — username used for authentication.
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Password — password used for authentication. It should correspond to the specified realm.

Voice Menu Settings is used for setting up interactive wice response (IVR), i.e., a technology that allows
SmartPTT system to interact with subscribers through the use of wice and DTMF tones input via keypad. If
enabled and set up properly, the telephone subscriber can make a call to the radioserver and then to the required
radio subscriber or talkgroup using the information heard in the wice menu file.
Radioserver Call Number — number to call to the radioserver.
Voice Menu File — the audio file which will be played to the telephone subscriber. The sampling frequency of the
audio file must be 8000 Hz.
Dial Extension Timeout — period in seconds when the caller can dial the ID of the radio subscriber or talkgroup
after listening to the woice menu file. If the caller has not dialed the ID before the time is out, the call will be
dropped.
Here is the list of steps to make a call using voice menu:

1. Dial your PBX number.

2. Dial the radioserver call number.

3. Dial * to turn on DTMF mode on the telephone (not obligatory, depends on the telephone parameters).

4. Dial the private or group call mask, and then the radio subscriber or talkgroup ID.

5. Dial #.
Example:
The radio subscriber ID: 720.
The PBX number: 9649.
The radioserver call number: 10.
The private call mask: 7.

The telephone subscriber will call: 9649 10 (*) 1 120 #.
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Outgoing Calls

Settings | Rules | Activity | Client List | Log | Export/import Settings | Statistics |

= Radio Server Outgoing Calls
g Radio Network Services

£, Add-on Moduies Default Gateway Settings
..... a |;'c|:nses Allow Calls to Default VolP Gateway
..... aliysman
----- Bl Indoor Tracking IP address 82.200.114.46
- Ewvert Log
£+ Phone Cals SIP port 5060
=-{[7] Telephone Interconnect Bxampie: 32715
..... = Incoming Calls Source mask
ey J Cutgoing Calls
Dm& Bridaing Destination mask 12
..... Wy Voice Motifications
..... a Web Service Dicing Fhes
C-JEm Monitoring TMS prefix A
..... B SNMP Service

H IP Site Connect Networks

Outgoing Calls Autherticati
g Capacity Plus Systems going Lals ication

-y Connect Plus Enabled
Radio Activity Metworks
E NAI Systems Realm SmartPTT1
-y SIP/RTF Interfaces Usemame SmartPTTuserl
----- BN SmartFTT Radioservers
'ﬂ Profiles Password
----- {'@ Subscriber Groups
- Metadata
- Example: Radio %
Caller name for private calls Radio %

Example: Group %
Caller name for group calls Group %

Talk permit tone for phone subscriber

Allow Calls to Default VolP Gateway — if enabled, radio subscriber calls to telephone subscribers are made
automatically, using all the data given, such as IP address of the automatic exchange, Source and Destination
masks, Dialing Rules. If the option is not selected, radio subscribers will need to enter the IP address and the
full number of the telephone subscriber to make a call.

IP address — IP address of the automatic exchange.

Source mask — must correspond to the source mask specified in the automatic exchange. It includes only
figures, for example, 32%15, where % is the number of the radio subscriber.

Destination mask — contains only figures, for example, 32%15, where % is the dialed telephone number. It is

used to speed up dialing of the telephone number.

SmartPTT PLUS 8.7 Radioserver Configurator User Guide



Radioserver 55

TMS prefix is used for making a call to a telephone subscriber with the help of a text message sent from a radio.
TMS Prefix can contain any available symbol on the radio keyboard. Figures following the specified prefix are
regarded as the telephone subscriber's number.

Outgoing Calls Authentication — the setting includes parameters required for outgoing call authentication. If
Realm is left blank, the specified user name and password are used in response to any authentication request
from the called party. Otherwise, Realm is checked whether it corresponds to the requesting user name and
password. If it matches, user name and password are sent. If not, the authentication is failed immediately.

Realm - if the value is set, SmartPTT Radioserver responds to authentication requests with the matching Realm
value. If the value is not set, SmartPTT Radioserver sends user name and password given in response to any
authentication request.

Username — user name used for authentication.

Password — password used for authentication.

Caller name at private calls — name of the radio subscriber that will be shown to the telephone subscriber. The
percent symbol (%) will be replaced automatically by the radio number.

Caller name at group calls — name of the talkgroup that will be shown to the telephone subscriber. The percent
symbol (%) will be replaced automatically by the talkgroup number.

Talk permit tone for phone subscribers — if enabled, the phone subscriber will hear a special tone prompting to

start speaking.

2.1.3.5 Bridging

SmartPTT bridging senvice allows joining various network systems into a single radio network. The bridging seniice
is implemented in the scope of SmartPTT PLUS Radioserver and provides intelligent means of redirecting wice

and data streams among different network systems.
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To activate the Bridging senice, click Bridging in the setting tree of SmartPTT Radioserver Configurator. In the

opened window select the Active check box.

=-#% Radio Server
-5 Radio Network Services
I_ij---h; Add-on Modules

- Evert Log
+-[=] Phone Calls
= Bridging

Lo il MuttiGroups
..... "i" Voice Notfications

..... e Web Application

M

Multigroups

Bridging
Active

MultiGroups are used to organize dynamic routing of group calls between channels and different network systems.

Routing of group calls can be global or limited to predefined channels. Configuration of MultiGroups does not

require any bridging settings on SmartPTT Dispatcher, but Bridging must be enabled in SmartPTT Radioserver

Configurator. If it is not activated, MultiGroups settings will be disabled.

To create multigroups, go to Bridging and click Multigroups.

=% Radio Server

i % Licenses

; # Radio Metwork Services
|_f_|...LA_. Add-on Modules

..... ﬂ Tallysman

..... Bl Indoor Tracking
- Event Log

#-{{=] Phone Calls

[=]- 4 Bridging

(. MNew multigroup 1
- _"i." Yoice Motifications
----- e Web Service

MultiGroups

Add ] [ Remove

Apply

MultiGroup Mame

Talk Group

Mew multigroup 1

L |

To add a new multigroup, click Add. Then open its settings by selecting it in the settings tree.
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E‘E Radio Server MultiGroup
ity Licenses

£# Radio Network Services

- Add-on Madules

..... BA Taltysman Talkgroup ID 1

E;--_H Ed;?tr;'ﬁdﬂ"ﬂ Example: 1,5.10-20

+-{g Evert Log Subscriber Ds 29.25.12.17.4550

&[] Phone Calls S

[=]- 4, Bridging

Ea MultiGroups

BN e mitigroup 1

G- Voice Notfications ) Use all channels

""" @ Web Service @ lse selected channels
EEI--E Monitoring
----- B8, SNMP Service | BpandAl || Collapse Al

-y |P Site Connect Networks =-[¥] Radioserver
-y Capacity Plus Systems =-[¥]IP Site Connect 1

-y Connect Plus

-y Radio Activity Netwarks

-y NAI Systems

g SIP/RTP Interfaces

----- B9 SmatPTT Radioservers

Mame Mew muttigroup 1

Name — name of the multigroup.

Talkgroup ID — the ID of the talkgroup whose calls are to be routed.

Subscribers IDs — radio IDs of the radio subscribers who will be included in the multigroup.

Use all channels — select this option if you want the group call to be routed globally.

How it works: If a multigroup is created for a talkgroup, and a group call is made to this talkgroup, SmartPTT
starts to look for all the talkgroups with this ID. Then SmartPTT checks if these groups have radio subscribers that
were defined in the multigroup settings. The group call will be routed only to the talkgroups that include at least
one of these radio subscribers.

Use selected channels — select this option if you want the group call to be routed within selected channels.

Note: When you add, change or delete a multigroup, it is not necessary to restart the radioserver. Click Apply to

activate the multigroups.

2.1.3.6 Voice Notifications

The main purpose of the woice notification functionality is to warn talkgroups about the fire or other emergency and
to manage evacuation. However, in normal mode wice notifications can be used to transmit ordinary

announcements.
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To create a wice notification, select the Voice Notifications item in SmartPTT Radioserver Configurator. At that,

the Voice Notifications window appears on the right. To enable the service, select the Active check box.

=9 Radio Server
-4 Radio Metwark Services _
= Add-on Modules Active
P :?, Licenzes
- Event Log
-] Telephone Interconnect
15 Bridging

- oice Motifications

Voice Notifications

----- t, . Control Stations

To add a woice notification, right-click on Voice Notifications and select Add. At that, the Voice Notification

Settings window opens.

Set the following parameters in the Voice Notification Settings window.

=8 Radio Server

-5 Radio Network Services
|_f_|...u_. Add-on Modules Mame Motification 1
----- % Licenses
-y Event Log
! Telephone Interconnect Sound File C:A\Program Files (86)"SmartPTT B

Voice Hotification Settings

Settings

- Bridgin

= Ay ‘u’uicge ﬁutiﬁcations Play Count 100
Al I'\Iot'rﬂcatinn1

----- - Col Stations Play Interval, s 20

-y Connect Plus Channels

g Radio Activity Metworls

-y NAI Networks | BpandAl | [ Colapse Al

----- B SmartPTT Radioservers

-ﬂ Profiles

----- & Subscriber Groups

----- h MuttiGroups

-{yd Metadata

Name — name of the wice notification displayed in SmartPTT Dispatcher.
Sound File — sound file in WAV format. Only monophonic files can be used as wice notifications.
Play Count — specifies how many times the wice notification will be played on the channel. To be set in the

range from 7 to 9999.

Play Interval, sec — specifies the interval between the wice notification plays. To be set in the range from 5 to

216000.
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Select channels of the hardware or/and virtual control stations in the Channels area (All Call or Group Call) that

play the wice notification (after it was run in SmartPTT Dispatcher).

Note: Playing wice notification on the channel corresponds to an outgoing call of SmartPTT Radioserver and fully
occupies the selected channel. Thus, each control station (hardware or virtual) can have only one call type to be

used for playing wvoice notifications on the channel — an all call or a group call.

To delete the wice notification profile, right-click on the selected profile and click Delete.

- dy Voice Notffications

..... m Delete

2.1.3.7 Web Service

This additional module expands SmartPTT bounds. It allows the dispatchers to do their job without the desktop
SmartPTT Dispatcher. The web version of SmartPTT Dispatcher was designed specifically to provide users with
the functionality of the desktop version, but without the restrictions of desktop applications. Currently the web

version provides the following functionality:

e Displaying radio subscribers on Google Map

e Sending TMS messages to and from radio subscribers
e Getting ARS and GPS data

e Making private calls to radio subscribers

® Blocking and unblocking radios

Install the web client and connect it to SmartPTT Radioserver by selecting the Active check box in the Web

Service window in SmartPTT Radioserver Configurator.

2.1.3.8 Monitoring

The Monitoring senice gives an outlook for the whole radio system in the real time. With the help of this senice

the dispatcher can see what is happening on the channels and get information on the state of the devices.

Warning! Monitoring service requires corresponding license to be installed at SmartPTT Radioserver.

Licenses are installed under the Licenses section of SmartPTT Radioserver Configurator.
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By default, the Monitoring senice is not active. Select Monitoring in the setting tree in SmartPTT Radioserver
Configurator and select Active to enable it. If the Monitoring senice is not activated, the radioserver and its

network won't be displayed on the Monitoring panel.

Settings | Rules | Activity | Client List | Network Corfiguration | Log | Export/Import Settings | Statistics |

a...g ;dio Server Monitoring
[~ Radio Network Services
E|---|__\_. Add-on Modules Active

ot Licenses

B Tallysman

B Indoor Tracking Server Name: localhost'SQLExpress

@ Event Log

#-1[=] Phone Calls Database Name: Manitaring

E Bridging

- W Vioice Notfications [ Create New Database ]

e Web Application

[—]g Monitaring

5 Settings

@ Automatic Database Backup Login:

-l SMMPF Service

%;, Control Stations Password:
[j—-g IP Site Connect Metworks

E Capacity Plus Systems Check Connection
g Connect Plus

g Radio Activity Networks Restoring Database Backup
[y MAI Networks
“ SIP/RTF Interfaces [:]
----- BN SmartPTT Radioservers
-ﬂ Profiles

&% Subscriber Groups

----- a MultiGroups

E-{gll Metadata

Creating Monitoring Database

Authorization Mode: ’W}ndows NT Authorization -

Restore Database

To create a database for the monitoring purpose, type in the Database Server Name and Database Name
fields, and click Create New Monitoring Database. If creation is successful, a message about successful
database creation is displayed. If the database is not created, the cause of the issue will be displayed at the

bottom of the window.

Note: If the database server and SmartPTT Radioserer are installed on one computer, enter the name of the

following format: Computer Name\SQLExpress (for example, MY COMP\SQLExpress).

Select Authorization Mode between the two:

SQL Server Authorization — the Account Name and Password must belong to the account with access to the
SQL server.

Windows NT Authorization — the user, who has logged into the Windows system, must be listed in the SQL

server user list to make connection.
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Click Check Connection. In case of successful authorization the message "The connection is established

successfully!" is displayed. If authorization fails, the reason will appear at the bottom of the window.

Note: The radioserver event log database, the Monitoring database and the Dispatcher event log database must be
different.

To restore the monitoring database from the backup, select the required database backup file in the Path field and

click Restore Database.

Note: To set up the auto backup of the monitoring database, go to the Database Backup window.

Settings

To configure automatic cleaning for the monitoring event log, go to the Settings section of the monitoring in

SmartPTT Radioserver Configurator. At that, the following window appears.

=48 Radio Server Monitoring Event Log Settings
g Radio Network Services
é...u__ Add-on Modules Event Log Truncate Settings

-4, Licenses @ Dont Truncate Event Log
-- Bl Tallysman .
. Indoor Tracking ) Automaticalty Delete Records Older Than
- Event Log 100 ~| days

[-{{=] Telephone Interconnect

g Bridging

--ig Web Application

- iy Voice Notifications
[—]g Monitoring

Don’t Truncate Event Log — if selected, monitoring event log is not cleared automatically.
Automatically Delete Records Older Than n days — if selected, the system will delete records older than the

number of days set in the field. By default, it is set to 100 days.

Automatic Database Backup

Backing up data on a regular basis helps to protect it from being erased in case of the server hardware or software
failure. SmartPTT Radioserver Configurator allows user to back up the monitoring database automatically.

In order to set up automatic backup schedule of the monitoring database, select Automatic Database Backup
under Monitoring in the setting tree of SmartPTT Radioserver Configurator.

Active — select the check box to enable the ability to create current monitoring database backups in the
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automatic mode.
Backup Folder — full path to the file for saving the database backup.
Backup Settings — schedule for creating the current database backup:
e Daily — ewery fixed day at the specified time (for example, every day, every third day at 9:00 a.m.).
e Weekly — every fixed day of the week at the specified time (for example, every Monday, Wednesday and
Friday at 11:00 p.m.).
e Monthly — once a month on the fixed day of the selected month and at the specified time.
Backup Period — allows you to set time period when automatic database backup is to be made according to the

selected backup settings.

Note: The number of stored backup files in the same folder is limited to 3. Otherwise, when creating a new copy,

the old files are deleted.

Note: The monitoring database recovery from the automatically created backup is performed manually in the

Monitoring window.

2.1.3.9 SNMP Service

The additional SNMP senvice allows users to monitor network-attached devices such as repeaters, routers and

uninterruptible power supply (UPS).

Warning! To be able to get information about the state of the devices, the user needs to have the
corresponding license and an SNMP client application installed. Use versions 1 and 2 of SNMP client

applications.

To obtain the license, go to SmartPTT Radioserver Configurator and open the Licenses section. Check if you have
the license for SmartPTT SNMP senvice installed, and if not install it. For more information how to install licenses,
check the Licenses section.

After you have obtained the license, enable SNMP senice. To do that, select SNMP Service in the setting tree of
SmartPTT Radioserver Configurator. At that, the following window opens.

Select the Active check box to enable the senice. At that, the Interface Settings will become available.
Interface — the IP address of the radioserver.

Port — port to listen to the data from the devices. By default, it is set to port 161.
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Then, install SNMP client application. Configure its settings to contain the IP address of the radioserver to get
information on the devices, and the External Community to get information on particular device parameters. The
External Community can be found in SmartPTT Radioserver Configurator in the Network Configuration tab for

each device.

Note: For more information how to get device parameters, read documentation or review the corresponding MIB file

of the device.

2.1.4 Control Stations

In this section you can configure MOTOTRBO and Analog Control Stations, which are used as a gateway to radio
network.

MOTOTRBO Control Station is a mobile or portable MOTOTRBO radio station connected to the PC via USB and
used as a gateway to radio network. The maximum allowed number of MOTOTRBO control station working at the

same time is 8.
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To set up the MOTOTRBO control station, right-click Control Stations in the setting tree of SmartPTT

Radioserver Configurator, point to Add and click MOTOTRBO Control Station.

At that, a new setting window appears on the right.

=8 Radio Server
----- % Licenses
.i‘f Radio Metwork Services
G-, Add-on Modules
5{'&1 Control Stations
ER=4 Control Station 1

il Channels

G-y |P Site Connect Networks
g Capacity Plus Systems
iy Connect Plus

iy Radio Activity Networks
Eﬂ--w MAI Systems

g SIP/RTP Interfaces

----- E SmantPTT Radioservers
g Cem Perseus

.ﬂ’ Profiles

..... &5 Subscriber Groups

= Metadata

tﬁ{ﬁ} Subscribers

T3 Automatic Database Backup

Name - control station name.

Control Station (MOTOTREBO)
Active
Mame Control Station 1

Control station |P address  152.168.10.1

Local intefface 152.168.10.2
Radio 1D 16448250
CAl Netwaorl 12

CAl Network for Groups 225
[7] Transmit Data Onty

Allow Telephone Interconnect

GPS
ARS Port 4005
TMS Port 4007
Telemetry Service Fort 4008
Ciptions
GPS Transmission Mode [Data v]
5 Taone Signaling
System »| [ Add | [ Delete |
Encoder Telegram Mumbers (1-32):
Woice Call 0 Silent Intemogate 0

*

m

Control station IP address — the IP address of the control station. The following address format and range are

used: (001-223).(000-255).(000-255).(001-253). Users can use any address except 127.x.x.x in the range from

1.x.x.x to 223.x.x.x. We recommend to use the address 7192.768.710.1 by default, and in case of conflicts with

other network interfaces you should select a different IP address.

Note: If two or more control stations are connected to the computer, one of the first three octets of the IP address
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must be unique for each control station.

Local interface — local interface used for connection to the control station. A question mark at the beginning of
the field means that the control station was not defined.

Radio ID — unique radio station identifier used during communication with it. ID is to be set in the range from 7 to
16776415. It is highly recommended to use 16448250 as ID.

CAI Network — CAl-Network identifier. To be set in the range from 71 to 726. Use the default value of 72.

CAIl Network for Groups — the identifier of the group's CAl-Network. To be set in the range from 225 to 239. Use
the default value of 225.

ARS - enables registration senice. Port 4005 is used as default.

GPS - enables location senice which provides coordinates of radio subscribers.

GPS Transmission Mode — allows you to select the way how to transmit location updates: as data packet in
multiple bursts or as a single CSBK (Control Signaling Block).

Each solution has its own advantages and disadvantages:

GPS Advantages Disadvantages

Transmission

Mode

Data ¢ No need to configure additional settings for [e Increased traffic load on a channel

receiving GPS data

CSBK e | ow traffic load on a channel e Not all radios support CSBK commands
e Increased GPS transmission frequency rate

—once in 15 seconds

Enhanced e | ow traffic load on a channel e Not all radios support CSBK commands

CSBK
e Increased GPS transmission frequency rate

—once in 7.5 seconds

To transmit location data using CSBK or Enhanced CSBK, enable CSBK Data in radio settings.
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Note: Enhanced CSBK can be used on Enhanced GPS channels only.

TMS - enables the senice for exchanging text messages amid dispatchers and radio subscribers. Port 4007 is
used by default.

Telemetry Service — enables the senice responsible for transmitting and processing of telemetry signals
between SmartPTT Dispatcher and subscriber stations. Port 4007 is used by default.

Allow Telephone Interconnect — allows you to enable wice calls to telephone subscribers.

Transmit Data Only — if selected, the control station is used for data transmit only and is not displayed in
SmartPTT Dispatcher.

Note: Although the control station can't be seen in the Subscriber panel, you can still find it in Report Wizard
and Radio Activity Report.

5 Tone Signaling — settings for 5 Tone signaling, also known as SelectV.

SelectV is used in the analog networks to arrange selective calls. As a result, the analog channel provides
additional services other than all call. For example, group and private calls to the radio, blocking or unblocking the
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radio, checking the radio presence on the channel.

Note: The current version of SmartPTT Radioserver Configurator supports SelectV signaling for MOTOTRBO DM

46xx Series radios and DP 46xx, DP 48xx Series radios used as control stations.

Note: Make sure that control stations and radios operating on the analog channel are configured properly in

MOTOTRBO CPS.

Selective call is based on subscriber addressing, i.e., on assigning IDs to subscribers. At the beginning of each
session the sound signals of different frequencies are transmitted and received by the radio. Such signals are
called telegrams. Each telegram contains from one to three sequences. Every sequence may include up to 12
tones. The telegram formed in this way may include the calling subscriber or talkgroup address, the radio ID, a
status message or a command. The radio receives all signals, but handles only its telegrams, i.e., telegrams

addressed to this radio.

Note: You can specify one or several identifiers (CAl + Radio ID or IP, MDC ID or 5 Tone ID) as a radio ID in
SmartPTT Dispatcher in the Properties window. If the radio is used on the analog channel only, enter 5 Tone ID

(and MDC ID if necessary); the CAl and Radio ID or IP fields must be left empty.

System — 5 Tone signaling system. Parameters in this section allow you to match the outgoing command from

SmartPTT Radioserver and the telegram number.

Note: When decoded, telegrams are \erified if the telegram sequences correspond to one of the definitions, and
then the command of this definition is applied. To configure the command definition, use MOTOTRBO CPS

(Decoder > Definitions, the Matching Encode Telegram field).

To create a 5 Tone signaling system in SmartPTT Radioserver Configurator, click Add. The several signaling
systems can be added for each control station. To change the control station signaling system, select the
required value from the list.

To delete the selected 5 Tone signaling system, click Delete.

Voice Call — the telegram number conforming to the private or group wice calls.

Silent Interrogate — the telegram number which corresponds to the check command of the radio presence on
the network without notifying the subscriber.

Stun — the telegram number which stands for sending the Block command to the radio.

Unstun — the telegram number which stands for sending the Unblock command to the radio.
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Emergency Off — when the radio receives the telegram number while in an emergency mode, the radio terminates
the emergency mode.
PTT Dekey — when the radio receives the telegram number, the radio stops the current call session.
When the telegram encoding parameters are set, it is required to assign the signaling system for the channel (see
the Channels tab).
If necessary, the control station can be disabled from the connection list. To do this, clear the Active check box.
To delete the control station, right-click Control Stations entry in the setting tree of SmartPTT Radioserver
Configurator and click Delete.

EI‘L Control Stations

EI‘_‘_,} Control Station 1
- Channels | Delete

How to Configure Analog Control Station
Following user evaluations and to facilitate migration from analog technology to digital technology, SmartPTT has

been complemented with support of analog control stations. Here you can find the configuration manual for the
analog control station connected to the computer COM port via interface card. The interface card schematic is

shown on the website.
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To add an analog control station, right-click Control Stations in the setting tree of SmartPTT Radioserver

Configurator, point to Add and click Analog Control Station.

At that a new setting window appears on the right.

=-F8 Radio Server
.ﬁ" Radio Network Services
74, Add-on Modules
"E: Control Stations
g Control Station 1

=B Control Station 2

----- @ Channels

=

ﬁ Connect Plus

-y Padio Activity Networks
g NAI Networks

-y SIP/RTP Interfaces

----- BN SmartPTT Radioservers
-ﬂ Profiles

----- & Subscriber Groups

----- h MuttiGroups

G-{gll Metadata

Name - control station name.

Control Station (Analog)
Active

MName

Serial Mumber
Serial Port
Switch Pin
R Pin

Tx Fin

T¥ Time-Out Timer, sec

Serial Number — the control station serial number.

Serial Port — the port to which the control station is connected.

Control station control signals:

Control Station 2

ComMm1 -

CD (1)

CTS (3) -

RTS (7) -

e Switch Pin (incoming) is set to 7 (< -3.0V) when the control station is switched on.

e Rx Pin (incoming) is set to 7 when a signal carrier is registered on the channel.

e Tx Pin (outgoing) is set to 7 to switch to transmit mode.
Change the display of the control signals of the control station to the pins of the socket RS323 (see the DE-9 pin

numbers in brackets), if it is different from the one that is specified.

Note: The default values of the control signals are universal and usually do not require any changes.

TX Time-Out Timer (sec) — continuous radio transmission timeout. After this time the transmission is

interrupted.
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In the Control Station Channels window add a channel and name it (otherwise the dispatcher displays 1:1).

=58 Radio Server
\ﬁF Radio Network Services

Control Station Channels

!r," Add-on Modules
E|\..- Control Stations
i [#-gs: Control Station 1

é---‘,—; Cortrol Station 2

l Add ] [ Remove ]

MName

Audio is configured in the same way as for the control stations MOTOTORBO.

@ Audio

Sawe the changes and restart the senice.

Note: In SmartPTT Dispatcher the operation of the analog control station is the same as for MOTOTRBO stations

in analog mode without signaling.

2.1.4.1 How to Configure Control Station Channels

After adding a control station, configure its channels. To set up and edit control station channels, click Channels

in the setting tree of SmartPTT Radioserver Configurator. At that, the following window is displayed.

To add a channel, click Add. At that, you will see a record of the added channel appear in the table.

=¥ Radio Server Control Station Channels

-4 Radio Network Services .

l&.\_ Add-on Modules Add ” Remave Paste

|5 Control Stati

i E‘, Cr?:rrtml gtr;:ion'l Name Zone Channel  Signaling o
..... - 1 1 & Tone - Sys1 o
----- h Talkgroups
o & Audio Channel 2 1 2 Auta

Name — channel alias visible to SmartPTT Dispatcher.

Zone - serial number of a channel group. Information on the maximum possible number of zones and radio station

channels is shown in the following table.

Model Maximum number of |[Maximum number of Maximum total number
zones channels per zone of channels

Mobile radio station |50 160 160

with display

Mobile radio station |2 32 32
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Model

Maximum number of

zones

Maximum number of

channels per zone

Maximum total number

of channels

with digital display

Channel — channel sequence number.

Signaling — 5 Tone signaling system taken from the Control Station (MOTOTRBO) settings window. The field is

available only if the MOTOTRBO control station has at least one 5 Tone signaling system.
When Auto is selected, the automatic detection of the channel type is set (analog, digital, IP Site Connect slot,

etc.). The detection take place when you connect the control station.
Note: If the channel type can't be determined automatically, you should specify the signaling system explicitly.
— selected channel will be set at the control station, when you start the radioserver.

To remove a channel, click Delete. To edit channel name, zone or channel number, place the cursor on the

corresponding field and make changes.

2.1.4.2 How to Configure Control Station Talkgroups

To set up and edit Control Station Talkgroups, click Talkgroups in the setting tree of SmartPTT Radioserver

Configuration. At that, the following window opens.

=-E8 Radio Server
- :% Licenses
# Radio Network Services [

[+t Addon Modules

E"E: Control Stations [
=g Control Station 1
‘... d Channels | Add
-

i 3 Audio

EEI--“ Capacity Plus Systems

-4y Connect Plus

-y Radio Activity Networks 1

g MNAI Systems

w SIP/RTP Intefaces

..... FN SmartPTT Radioservers

=&, Profiles

Control Station Talkaroups

To add a talkgroup, click Add. To add an all-call, click All Calls. The added talkgroups will also appear in the

Profiles window. To change the order of groups in the list, use the Up and Down arrows. The order defined in the
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window will be used in SmartPTT Dispatcher.

Name - talkgroup alias displayed by the control station.

ID — talkgroup unique identifier used during communications. To be set in the range from 7 to 16776415.
Remove — deletes the selected talkgroup.

Copy — copy added groups to the clipboard.

Paste — paste copied groups from the clipboard.

To edit talkgroup name or ID, set the cursor on the corresponding field and make changes.

2.1.4.3 How to Configure Control Station Audio Settings

To select audio devices and set up VolP parameters, click Audio in the setting tree of SmartPTT Radioserver
Configurator.

E'E Radio Server Audio Settings
-4 Radio Network Services
!‘:‘_ Add-on Modules Active
I_:_|.b_, Control Stations
- Control Station 1 Audio Input
i Channels -
Takgroups DS : Defautt, 1 -
H Inpt Li -
- Control Station 2 rpe e | OBuwan rpomcocts |
g Connect Plus
g Radio Activity Networks Codec |CCITT u-Law ~|
g MNAI Metworks
ﬁ SIP/RTP Intefaces Formit [Eﬂﬂﬂ Hz, 20 ms, &4 (86) kbps vl
----- B9 SmatPTT Radioservers
g, Profiles Audio Output
----- &5 Subscrber Groups _ _
_____ 33 MuiGroups DS : Default, 1:L -
E]--Eﬂ Metadata

The Active check box allows disabling calls for a control station if it is used to transmit data only.

Audio Input — an audio device to which the control station audio output is connected.

Input Line — audio mixer line used for connections. The control station audio output can be connected to the line
input of the audio device.

Codec — outgoing audio stream compression method.

Format — sampling frequency of an outgoing audio stream.
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Example:

Specifications of the codec format 8000 Hz, 20 ms, 64 (89) kbps:
8000Hz is the sampling rate

20 ms s the frame size

64 kbps is the wice data bit rate

89 kbps is a full bit rate (required network bandwidth)

Audio Output — an audio device to which the control station audio input is connected.

2.1.5 Connect Plus

SmartPTT PLUS supports Connect Plus multi-site trunking system, which starting from version 8.5 can be used
not only for ARS, TMS and GPS functionality, but also for woice communication between the dispatcher and radio
subscribers.
Connect Plus network can include up to 15 repeaters (29 channels + 1 control channel) on each site. Each site
must have at least one XRC Controller. It is the core of the Connect Plus network and its presence on each site is
obligatory. The XRC Controller provides central call processing and real-time resource management for
MOTOTRBO Connect Plus digital trunking systems. There can be two XRC Controllers per site if one of them
serves as backup to the primary XRC. The secondary controller provides backup capability, but it does not
increase the number of repeaters and calls that can be managed per site.
XRT Gateways are required for wice communication only. MOTOTRBO Connect Plus multi-site trunking network
provides extended load capacity and provides digital communication to as many as 2,900 users per site.
When using Connect Plus network, SmartPTT Radioserver plays the role of a virtual repeater.
The Connect Plus network configuration includes the following stages:

1. Adding new network and its basic configuration.

2. Setting up XRC Controller configurations.

3. Setting up talkgroups for group messages.

4. Setting up XRT Gateway parameters for voice communication.

5. Adding talk paths for wice calls.
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2.1.5.1 How to Configure Connect Plus

First of all, make sure you have the necessary license for the Connect Plus network, i.e., Connect Plus Voice
Support and Connect Plus Data Support.

To configure Connect Plus settings, add new Connect Plus system: right-click Connect Plus in the setting tree of
SmartPTT Radioserver Configurator, point to Add and click Connect Plus.

At that, the Connect Plus window opens.

=-#3 Radio Server Connect Plus
g Radio Network Services _
kﬂ Add-on Modules Active
----- % Control Stations
EIW Connect Plus MName Connect Plus 1
Elh Connect Plus 1
L..izt Encryption Settings Network 1D ol
{5 XRC Cortrollers Peer ID 47
{5} XRT Gateways _
- fag Radio Activity Networks Radio ID 100
ﬂ MAI Networks
Interf; 152.168.37.71 -
fag SIP/RTP Interfaces e
----- FN SmatPTT Radioservers -
g, Profiles LIDP Start Port 13000 =
-4, Subscriber Groups

Active — enables Connect Plus Network.

Name - Connect Plus network name.

Network ID — unique ID of the Connect Plus network, which is used inside SmartPTT system. This is important if
you have more than one Connect Plus network. Note that this ID is different from the Network ID defined in the
XRC Controller codeplug.

Peer ID — unique ID of the virtual repeater in the Connect Plus network. Make sure this ID is different from the

repeater ID in the Connect Plus network.

SmartPTT PLUS 8.7 Radioserver Configurator User Guide



Radioserver 75

Radio ID — the identifier of the radioserver. This is the identifier radio subscribers will see at receiving a text
message from the dispatch console. If there are several operators, you can create a profile for each operator
(Profiles) and define a unique identifier for each operator. Radio ID set in this window must correspond to the
Console User ID field in the XRT Gateway settings. Leave the field empty if the user should have permission for
any Private Talk Path that it validly registers with the XRT. If any Private Talk Path ID is entered, then all Private

Talk path IDs not configured into this field will be disallowed.

Usges Details
Usemame m:ic
Password [

Max Talk Pathe |10

[[] Biing Enabled

W Netwrork Wide Al Call (NWAL) Enabled
Group Tak Paths
Giroup 1D (10011002

Pineate Talk Paths

Console User 10 [ 100

Interface — IP address of the virtual repeater, i.e. SmartPTT Radioserver. Specify the IP address of the PC where
the radioserver is installed.

UDP Start Port — this is the starting port number for local UDP ports that will be used by SmartPTT Radioserver
for talk paths. It is recommended to use the default value of 19000. If the created Connect Plus network should not

transmit woice packets, this field can be ignored.

2.1.5.2 XRC Controller

The XRC Controller is necessary for transmitting registration and de-registration, GPS data, text messages. The
XRC Controller is also required for making private calls, because without it, radios will be regarded as offline, and

the dispatcher won't be able to make private calls.
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You can add only one XRC Controller per site. Right-click on XRC Controller to add. At that, the following window

opens:

=-F% Radio Server
-5 Radio Network Services
i | Add-on Modules
!f;“ Cortrol Stations
-y Connect Plus
=iy Connect Plus 1
..... % Encryption Seftings
-4 XAC Controllers
(=1 XRC Controller
i 5r Talkgroups
LA MAT Gateways
iy Radio Activity Networks
g MNAI Networks
ﬁ SIP/RTP Interfaces
----- B9 SmartPTT Radioservers
ﬁ Profiles
----- & Subscriber Groups
..... a MuttiGroups

E-{gl Metadata

XRC Controller

Active
MName

Controller
Address

PN, TMS, GPS

PN
Controller Port

Local Port

TMS
Controller Port

Local Port

GPS
Controller Port

Local Port
Manitoring
Controller Port
Local Port
Use NAT

¥R(C Cortroller

192.168.7.121

:

% %
]
Ak L] L3

% %
iy
Ak L] L3

4

[l

Name — XRC Controller name. This is used only in SmartPTT Radioserver Configurator.

Controller Address — IP address of the XRC Controller. Port is not required in this field.

In order to enable data senices on the controller select PN, TMS, GPS.

Controller port — port of XRC Controller for the corresponding seniice.

Local port — port of the virtual repeater for the corresponding service.

Note: PN Controller Port should match the port of Presence Notification senice set in XRC Controller.

To be able to review the XRC Controller on the Monitoring panel in SmartPTT Dispatcher, select Monitoring and

specify Controller port and Local port. If the XRC Controller is in one local network with the radioserver, leave

Use NAT unchecked. If the XRC Controller is outside the local network of the radioserver, select Use NAT.

Note: Make sure that you have the general Monitoring senice enabled (Monitoring).
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In order to send group text messages, add talkgroups. Select Talkgroups under XRC Controller. At that, the

following window opens:

=-F8 Radio Server
. - Radio Network Services
-4 L Addon Modules

"l‘:—\ Control Stations

ﬁ Connect Plus

5 =- h Conned Plus 1
------ % Encryption Settings
=-i: ¥RC Controllers
: E‘h‘ *RC Contraller

" 3 IEXT

----- :?Eﬁ- ¥RT Gateways

2.1.5.3 XRT Gateway

Control Station Talkgroups

[ Al Calls

)

[ Add ] [ Remove ]

Name

Group 1

The XRT Gateway allows making wice calls and monitor call events in the Connect Plus system. You can have

maximum 5 XRT Gateways working in one network.

Note: To support private woice communication

subscribers will be regarded as offline, and private calls will be impossible.

To add the gateway, right-click on XRT Gateway. At that, the following window opens.

, it is necessary to have an XRC Controller. Otherwise, radio

Radio Server
ﬁ‘.’ Radio Network Services
| Add-on Modules
+. Control Stations
-4y Connect Plus
Elh‘ Cunnec:t Plus 1
...... t Encryption Settings
¥RC Controllers
EI {8} HRT Gateways

[SE

ol

------ Talk Paths
ﬁ Radio .ﬁctmt'_.' Metworks
g NAI Networks

iy SIP/RTP Intefaces

----- FN SmartPTT Radioservers
&, Profiles

----- &5 Subscriber Groups

----- n MutiGroups

E:'"lj] Metadata
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XRT Gateway
Active

Mame

Gateway Address:Port

Pool 1Ds

|Isemame

Password

TX Time-Out Timer, s

Group Call Hang Time, ms

Private Call Hang Time, ms

¥RT Gateway

1592.168.7.122:10001

16000001-16000100

public

password 1

Emergency Call Hang Time, ms

£ 88 °
@ [ (@
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Name — XRT Gateway name, which is displayed only in SmartPTT Radioserver Configurator.

Gateway Address:Port — IP address and port of the XRT Gateway.

Pool IDs — it recommended to use default values. The values must correspond to the range of IDs set in the XRT
Gateway settings (Pool ID).

Username and Password — used for authentication with the gateway and must equal the corresponding values in

the XRT Gateway settings:

Usges Details
Usemnare | puabic
Passwoed [———

Max Tk Pathe |10 f
[[] Biing Enabled
I Network wide All Call (NWAL) Enabled
Group Tak Paths
Group 1D 1004 1002

Pineate Talk Paths

Console User 10 [ 100

TX Time-Out Timer, s — time period during which the radio can transmit without interruptions. After this time is
over, the transmission is interrupted.

Group Call Hang Time, ms — time during which the channel is reserved for a group call after the end of
transmission. During the timeout, only the participants of the talkgroup can transmit. This parameter should match
the same parameter set in the XRC Controller.

Private Call Hang Time, ms — time during which the channel is reserved for a private call after the end of
transmission. During the timeout, only the participants of the private call can transmit. This parameter should
match the same parameter set in the XRC Controller.

Emergency Call Hang Time, ms — time during which the channel is reserved for an emergency call after the end
of transmission. During the timeout only the participants of the talkgroup can transmit. This parameter should

match the same parameter set in the XRC Controller.
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The next step is to add talk paths. They are necessary for wice communication. For each talkgroup or/and
dispatcher add a talk path. This can be done in the Talk Paths window. Group IDs should match the IDs set in
the Group ID field in the XRT Gateway settings (see abowe). If the Group ID field is empty in the XRT Gateway
settings, the user should have permission for any Group Talk Path that it validly registers with the XRT 9000.

Dispatcher ID should match the ID set in the Console User ID in the XRT Gateway settings (see above).

=0 Radio Server Talk Paths
- Radio Network Services
!r;'" Add-on Modules [ All Calls ]
igt Control Stations
-y Connect Plus [ Add ” Delete ]
-y Connect Plus 1
h t Encryption Settings Name L =
-4 ¥RC Controllers Group 1 Group x| 1001
S ot ony Grap 2 e T
P a Wi e Private > (100
iy Radio Activity Networks

Note: When adding talk paths make sure that talk paths with the same identifiers are specified in the XRT

Gateway settings.

2.1.5.4 Control Stations

Control stations provide wice communication like the XRT Gateway. You can use control stations instead of the
XRT Gateway or together with it to increase the number of talkpaths. One control station can be reserved for one

group call or dispatcher call only.
Note: To use control stations, you need a special license.

To add a control station right-click on Control Stations, and then click Add.
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=-#8 Radio Server Connect Plus Control Station
-4 Licenses _
ff Radic MNetwork Services Active

[ .. Add-on Modules

: r Cantrol Station 1
o ‘E: . Control Stations Name o on
& IP Stte Connect Networks IP address 192.168.10.1
- IP Site Connect 1 _
g’ Capacity Plus Systems Radio 1D 100
E—J--H’ Connect Flus Reserved for

-y Connect Plus 1 _
..... ﬂ Securty Settings Dispatcher
..+ ¥RC Controllers [C] Group o o
A0 XRT Gateways

Elt, Control Stations Name |Group

I C.iro Staton 1
. @ Audio

ﬂ‘ Radio Activity Metworks
-y MAI Systems
g SIP/RTP Intefaces
----- B9 SmartPTT Radioservers

Name - control station name.

IP address — the IP address of the control station. The following address format and range are used: (0071-223).
(000-255).(000-255).(001-253). Users can use any address except 127.x.x.x in the range from 1.x.x.x to
223.x.x.x. We recommend to use the address 792.168.70.1 by default. In case of conflicts with other network

interfaces select a different IP address.

Note: If two or more control stations are connected to the computer, one of the first three octets of the IP address

must be unique for each control station.

Radio ID - the unique identifier of the control station used for communication. This Radio ID must match Radio
ID set in the settings of the control station. If the control station is used for dispatcher calls, and there are more
than one operators in the system, Radio ID must match the ID set in the profile of the operator for whom the
control station is reserved (see Profiles).

Reserved for — allows you to define how the control station is to be used. It can be used for private calls
(Dispatcher) or for group calls (Talkpath). You can use one control station per one dispatcher or per one
talkpath. To allow group calls, select Group, and enter the ID of the talkgroup and its name. To allow private calls
to and from the dispatcher, select Dispatcher.

To learn how to configure audio settings, see How to Configure Control Station Audio Settings.
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2.1.6 Radio Activity

SmartPTT supports Radio Activity DMR network system. When working in Radio Activity DMR network system,

SmartPTT Radioserver serves as a virtual repeater.

2.1.6.1 How to Configure Radio Activity Network

Configuration of Radio Activity DMR network includes:
1. Adding Radio Activity DMR network and basic configurations
2. Slot configuration

3. Talkgroup configuration
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To add a new Radio Activity network, right-click Radio Activity DMR Networks in the settings tree of SmartPTT

Radioserver Configurator, point to Add and click Radio Activity.

To configure the newly added network, click Radio Activity 1 under Radio Activity Networks. At that, the

following window opens.

Active — enables the Radio Activity network.

Name - Radio Activity network name.

Network ID — unique ID of the Radio Activity network.

EIE Radio Server Radio Activity Network
- -§#* Radio Metwork Services ]
{\;’“ Add-on Modules Active
. - Control Stations Name Radio Activity 1
! ﬁ Connect Plus
=5 g Radio Activity Networks Network 1D 5
=- h- Radio Activity 1
gl DTIID (Hex) 00000001
L
- &8 Talkgroups DTIDMRID 1
=- 1 Slot 2
------ Ap Talkgroups Interface 192.168.0.224 -
E:I--g WAl Metworks
""" PN SmartPTT Radioservers DTIIP Address | 192.168.0.14D
Profiles
""" & Sub.scnber Groups Uplink Ports Downlink: Ports
----- a MultiGroups
{7 Metadata » ) TS A 40128 = 40132 =
Digtal Vaoice
TSE 40130 40134
Analog Voice 30130 = 40132 =
TS A 50128 = 50132 =
Data
TSE 50130 50134
Passive ARS [
Group Call Hang Time, ms 3000 z
Private Call Hang Time, ms 4000 =

DTI ID (Hex) — identifier of the audio gateway of the Radio Activity repeater. It should match RA DTI ID in the DTI

Manager software in the About section.

DTI DMR ID — it should match DMR ID in the DTl Manager software in the About section.

Interface (host:port) —

IP address and port of the virtual repeater, i.e. SmartPTT Radioserer. Specify the IP

address of the PC where the radioserver is installed.

DTI IP Address — IP address of the audio gateway of the Radio Activity repeater.
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Uplink Ports — outgoing ports for data and wice that are set in the Radio Activity repeater.

Downlink Ports — incoming ports for data and wice that are set in the Radio Activity repeater.

Passive ARS — when Passive ARS is active, the radioserver does not send any ARS and GPS commands
(passive ARS is used for routing between radioservers).

Group Call Hang Time (ms) — time during which the repeater reserves the channel to a group call after the end
of transmission. During the timeout, only the participants of the talkgroup can transmit.

Private Call Hang Time (ms) — time during which the repeater reserves the channel to a private call after the end
of transmission. During the timeout, only the participants of the private call can transmit.

Emergency Call Hang Time (ms) — time during which the repeater reserves the channel to an emergency call
after the end of transmission. During the timeout only the participants of the talkgroup can transmit.

To delete Radio Activity, right-click on the selected Radio Activity and choose Delete.

How to Configure Radio Activity Slots

To configure Radio Activity network slots, click Slot 1 in the setting tree of SmartPTT Radioserver Configurator. At

that, the following window opens.

=-#9 Radio Server Control Station (Time Slot)
Ej-wﬁ‘ Radio Network Services )
[]---g‘_- Add-on Modules Active
----- ©.» Control Stations Mame St 1
H Connect Plus
[—j--H’ Radio Activity Metworks Radio 1D 16448250
Eh‘ Radio Activity 1
i fnalog CAl Network 12
- g::ur:?workfnr 295
B- 'L Slot 2
[ & Talkgroups TOT. sec 50 a

Active — enables the slot.

Name — slot name. The name is displayed in SmartPTT Dispatcher.

Radio ID — ID of a virtual control station to work with the selected Radio Activity slot.

CAIl Network — CAl-network identifier. Use default value of 72. The allowed value range is 1—126.

CAIl Network for Groups — CAl-network for groups identifier. Use default value of 225. The allowed value range is
225-239.

TOT — Time-Out Timer. The duration that the radio can continuously transmit before a transmission is

automatically terminated. The default value is 60 sec.
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Allow Subscriber Interrupt — enables or disables the ability of SmartPTT Dispatcher to interrupt woice

transmissions by radios that are Transmit Interrupt capable.

Allow Telephone Interconnect — allow radio subscribers to make calls to telephone subscribers and vice versa.

How to Configure Radio Activity Talkgroups

Click Talkgroups under Radio Activity Networks in the setting tree of SmartPTT Radioserver Configurator. At that,

a window opens.

=8 Radio Server
g8 Radio Network Services
G-, Addon Modules
"E:_ Control Stations
-y Connect Plus
-4y Radio Activity Networks
| -l Radio Activity 1

Y Tokoroups

E'%" Slot 2

Control Station Talkgroups

oo

[ Al Calls |

| Add || Remove | | copy Paste
Name D

Al Calls

Group 1 1

Note: Configuration process of Radio Activity talkgroups is similar to the configuring control station talkgroups.

Control Station (Analog)

To add the analog control station select Analog.]

-8 Radio Server
-5 Radio Network Services
| Add-on Modules
"E: Control Stations
H Connect Plus
iy Radio Activity Networks
| -y Radio Activity 1
- UET

2y Slot 1

Name — control station alias.

Control Station (Analog)
Active

TOT, sec

MName RA Analog

3
[

TX Time-Out Timer, sec — continuous radio transmission timeout. After this time the transmission is interrupted.
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2.1.7 NAIl Systems

SmartPTT supports MOTOTRBO Network Application Interface (NAI) protocol for networks such as IP Site
Connect, Capacity Plus, and Linked Capacity Plus. NAI network configuration uses this protocol for wice, data
and monitoring data transmission.

Currently, you can configure three network types with the NAI protocol:

1. IP Site Connect

I DDMS

I MNIS
|P-network

Repeater Repeater Repeater

R

SmartPTT

Dispatcher SmartPTT
Radio Server
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2. Capacity Plus

. DDMS . I
e =
- |P-network i

Router ‘ ‘

— -, /
'r - Repeater / ‘ i
Sy

SmartPTT
Dispatcher

Radio Server

SmartPTT -

3. Linked Capacity Plus

| |

I MNIS
. |P-network

Dispatcher SmartPTT
Radio Server

E w
A | Ty | S
=

THT Ji\14 0§ 0
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Note: You can install SmartPTT Radioserver, DDMS and MNIS on the same PC.

The MOTOTRBO Network Interface Senice (MNIS) lets you transmit data (text messages, GPS, telemetry, etc.)

without control stations. MNIS connects with the repeater system over IP and uses them to transmit and receive

data packets.

Note: MNIS allows data transmission only. It does not support transmission of wice calls and CSBK commands

(Radio Check, Call Alert commands and so on).

The Device Discovery and Mobility Senice (DDMS) is a senice that monitors the presence of ARS capable radio

units and reports their parameters (IP address, Radio ID, etc.) to interested applications, such as SmartPTT

Radioserver and MNIS.

2.1.7.1 How to Configure

NAIl System

To add a NAI system, right-click NAI Systems, point to Add, and then select the network type (IP Site Connect,

Capacity Plus or Linked Capacity Plus):

=-#8 Radio Server

-4 Radio Network Services
F-4 . Add-on Modules

..... E . Control Stations

g IP Site Connect Networks
H’ Capacity Plus Systems
g Connect Plus

iy Radio Activity Networks

MAl Systems

Il

MAT - IP Site Connect

g
S-jag SIP/R Add b |
Eh 5l ace

-."{" SIP/RTP gateway
=--#8 SmartPTT Radioservers

MAI - Capacity Plus
MAT - Linked Capacity Plus

-ﬂ Profiles
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At that, a new window with network parameters will open. The network parameters differ depending on the

selected network type.

= :F;diﬂ Server MAI - Linked Capacity Plus Network
----- &t Licenses
g Radio Network Services Active
) 5\ g:ﬂ ;:td“'es Name NAI- Linked Capacity Plus 1
..... rol Stations
[ W IP Site Connect Networks Metwork [D 2
g Capacity Plus Systems
W Connect Plus Peer ID 1
-y Radio Activity Networks Interface 192.168.37.170 ~| Port 50000 2
 NAIS
=8 ystems
S8 4 NAI- Linked Capacity Plus 1 ’"‘dadm repeater 192.168.37.141:50101 Test
et 1 Slot 1 address (host port)
7" Sites
L . .
Talkgroups Authentication key
: Security Settings
...... l DDMS Settings Voice transmission [Hepeaters hi
...... l MNIS Settings
g SIP/RTF Interfaces Group call hang time, ms 3000 z
----- B9 SmanPTT Radioservers
E'"i Profiles Private cal hang time, ms 4000 =
E][% rs':js?:er Groups Mz number of telephone calls 100 =
|- VIELS! =]
Data transmission
Manitoring

Name — name of the created system.

Network ID — unique ID of the network. The network ID must not match any ID of the other SmartPTT Radioserver
networks.

Peer ID — unique ID of the radioserver in the network. This ID must not match any of the other repeater IDs in this
network.

Interface — local interface of the radioserver. The radioserver plays the role of a software peer.

Port — port number of the radiosenver. It should differ from the corresponding ports in other networks.

Master repeater address (host:port) — IP address and port number of the network Master repeater.

Click Test to check connection between the radioserver and the Master repeater.

Authentication Key — repeater authorization key (to be equal to the Authentication key in the repeater settings

in MOTOTRBO CPS).

Voice transmission can be carried out in two ways: via repeaters and via control stations.To transmit voice via

control stations, configure control station parameters and profiles for making private calls. To transmit wice via

SmartPTT PLUS 8.7 Radioserver Configurator User Guide



Radioserver 89

repeaters, configure virtual control station channels and talkgroups of the channel. The number of channels

depends on the network type. To transmit CSBK commands use control stations for wice transfer.

To transmit data and monitoring data select the corresponding check boxes.

Group call hang time — time during which the repeater reserves the channel for a group call after the end of
transmission. During the timeout, only the participants of the talkgroup can transmit.

Private call hang time — time during which the repeater reserves the channel for a private call after the end of
transmission. During the timeout, only the participants of the private call can transmit.

Max number of telephone calls — sets the limit on the number of simultaneous telephone calls per system.
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When selecting Linked Capacity Plus network with woice via repeaters, the new section (Sites) appears in the

settings tree:

=-#9 Radio Server Sites
----- % Licenses
[ # Radic Metwork Services Site Priority Corfiguration
[~ Add-on Modules
. M ber of .
..... "'r‘" Control Stations Site tel?pﬂz:e Zralls L @
[+~ IP Site Connect Metworks
"% Capacy Pls Systems > ESEE 1 (#]
Connect Plus Ste 2 16 2
Radio Activity Metworks Site 3 16 3
=- NAI Systems :
E-hag NAI-Linked Capacity Plus 1 Stte 4 16 4
B '[ Slut'l Site B 16 5
- LE Ste & 16 6
Tall{groups
{ i % Securty Settings Site 7 16 7
..o DDMS Settings Site 8 16 8
@8 MNIS Settings :
_laj SIP/RTP interfaces Site 3 18 s
----- B9 SmartPTT Radioservers Site 10 16 10
-l Profiles Site 11 15 1
----- i Subscriber Groups
Site 13 16 13
Site 14 16 14
Site 15 16 15
Site 16 16 16
Site 17 16 17
Site 18 16 18
Site 15 16 15
Site 20 16 20

Max number of telephone calls — sets the limit on the number of simultaneous telephone calls per site.
Priority — priorities should be set on the basis of the radioserver proximity to the site. The closer the radioserver

to the site, the higher priority it should have. Thus, you will be able to reduce delay in data transmission.
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The following example shows sites' location in respect to the radioserver, and talkgroups' distribution on the sites.

Site 3 Site 2 Site T
. . | i0ms I J0ms I Jms I
DDMS - ) — —
e L
Router

A — | Ty
B il p——
TRVRRE R PR PR T

groups groups groups
1,4, 5 2,4,56 3,46

Here, talkgroups 3, 4, 6 are assigned to Site 1; talkgroups 2, 4, 5, 6 — to Site 2; talkgroups 1, 4, and 5 — to Site 3.
The Talkgroups tab in repeater MOTOTRBO CPS settings allows you to configure group calls as wide area calls

on specific sites.

= flllss DR 3000
. B General Seftings Talkgroups

T Security All'Wide Area Talkgroups r

_ﬁ?ﬁ. Network

okt Sites Add | Delete |

b [Takgrotps

- Channels Call ID : Site 1 Site 2 Site 3 Site 4 Site &
= r ¥ r r
2 = r W~ r r r
3 = v r r r r
: 5 2 F W M r r
W w o r r
r B = i ~ r r r

By default, the repeater sends data to Site 1. Then, data goes from Site 1 to other sites. So, if you call to

talkgroup 4, the total time delay will be 130 ms.
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Setting up the site priorities so that sites with less time delay are associated with a higher priority allows sending
data to the nearest site, from which it is distributed to other sites. Ultimately, the total time delay in case of

talkgroup 4 reduces up to 70 ms.

Site Priorty Configuration

Site Priority &

[ 3 3 B
Site 2 2 3 E]
Ste 3 1 [
Site 4 4
Site b b

If connection with the site of the highest priority fails, the radioserver tries to work through the site of lower
priority.

To assign site priority, drag the site name to the desired location or use arrows on the right to the table.

Note: Talkgroup distribution data is provided by the Talkgroups table on each site (repeater settings in

MOTOTRBO CPS).

When selecting IP Site Connect with woice via repeaters, the Local Slots table appears. Local slots allow multiple
communications at one time. To add a local slot, click the Add button above the table.

Name — name of a local slot, which will be displayed in SmartPTT Radioserver Configurator and SmartPTT
Dispatcher.

Peer ID — the identifier of a repeater.

Slot — selection between slots (Slot 1 or Slot 2).
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After you have selected the network type, configure the slots. In order to do that, go to the Slot 1 item in the

setting tree of SmartPTT Radioserver Configurator. At that, the following window appears.

=--E8 Radio Server

----- fﬁ Licenses

g Radio Network Services
-4 .+ Add-on Modules

..... ‘Ei . Cortrol Stations

Ej--ﬁ IP Site Connect Metworks
-4y Capacity Plus Systems
ﬁ Connect Plus

-y Radio Activity Networks
E'ﬁ NAI Systems

=1

[T

_‘L“ Sites
Talkgroups

. DDMS Settings
i B MNIS Settings
w SIF/RTP Interfaces

..... E SmarntPTT Radiogervers
-l Profiles

..... &5 Subscriber Groups
G-l Metadata

=g NAI- Linked Capacity Plus 1

-tz Securty Settings

NAI Control Station

Active

Mame  Slot 1

Radio 1D GR35
CAl Netwark 12

CAl Network for Groups | 225
Allow Telephone Interconnect
TA Time-Out Timer, s |60
Ciptions
[] Emergency alam confimed

[] Allow transmit intemupt

Ak

GPS Transmission Mode | Data

Confimed Everts
Private calls

Note: For Capacity Plus or Linked Capacity Plus networks, there is only one slot to configure.

Name - slot name.

Slot ID — local slot identifier. This identifier is used in telephone calls (e.g., when there are many local slots to

differentiate between them).

Radio ID — unique identifier of a virtual control station corresponding to the network slot.

CAIl Network — CAl-network identifier. Use the default value of 12 (must match MOTOTRBO CPS settings).

CAIl Network for Groups — CAl-network for groups identifier. Use the default value of 225 (must match

MOTOTRBO CPS settings).

Emergency alarm confirmed — determines if the emergency alarm is allowed to be acknowledged.

Confirmation of private calls sets private calls on the current digital channel as confirmed.

Allow transmit interrupt — enables or disables the ability to interrupt a radio subscriber.

Allow Telephone Interconnect — enables telephone calls on the slot.
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GPS Transmission Mode — allows you to select the way how to transmit location updates: as a data packet in

multiple bursts or as a single CSBK (Control Signaling Block).

Each solution has its own advantages and disadvantages:

GPS
Transmission
Mode

Advantages

Disadvantages

Data ¢ No need to configure additional settings for |e Increased traffic load on a channel
receiving GPS data
CSBK e Low traffic load on a channel e Not all radios support CSBK commands
¢ Increased GPS transmission frequency rate|® Additional MNIS settings*
—once in 15 seconds
Enhanced e Low traffic load on a channel e Not all radios support CSBK commands
CSBK

¢ Increased GPS transmission frequency rate

—once in 7.5 seconds

e Additional MNIS settings*

* To transmit location data using CSBK and Enhanced CSBK, configure additional MNIS settings, which include

adding repeater latitude and longitude. This information is used for calculation of radio locations.

For IP Site Connect configuration specify latitude and longitude for each network system:
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- ™y
{% MOTOTRBO Network Interface Service Configuration Utility * =HC]

Configuration  View  Edit  Service  Help

DOk H O @

- @@ Untitled "
General
- @ Security Enable
= Gi List
: i LI[? Revert Charnel  [7]
il 8B L
Ry Sty St
4 IPSC
] f:a Capacty Plus Security Alias |—v|
B Linked Capacity Plus I
I |
! vanc
L -ﬁiﬁ- MNetwork
- [Ep Forwarding Rules
[l Application Ovemde Rules |
[ Asd | [ Deete |
I Peer 1D GPS Latitude GPS Longitude
T B R B
| -

For Capacity Plus configuration specify latitude and longitude just in one place:

Configuration  View  Edit  Service  Help

D LHEH OO0 @ !

= @ Urtitled "
General
. @ Security
=] &8 Group List
1 L g8 Lt
Il o @& Cconventional Authertication Key
L. %HE psc
g
Linked Capacity PIU Security Setting
: L B Stes
B 8 Advanced
L EEE' Network
- [ Forwarding Rules
Application Overide Rules

MNIS LE Pot @ Automatically Assigned
) Manually Assigned None =

Securty Alias

4

Group List

COutbound Data Limt (2 EI

GPS Latitude

£ 5

GPS Longitude

4

For Linked Capacity Plus configuration specify latitude and longitude for each site:
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Configuration  View  Edit  Service  Help

D rHO o

= @ Untitled
General
- @ Securty Add | [ Dekte

& @ Group List Site Id Group List Outbound Data Limit GPS Latitude GPS Longitude
- 9B List1 1 List1 -2 [56 84
ki 2 List2 ~|2 56 24
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Note: Remember that Enhanced CSBK can be used on Enhanced GPS channels only.

How to Configure NAI Talkgroups

To configure slot groups, click Talkgroups in the setting tree of SmartPTT Radioserver Configurator.

Note: The configuration process of the virtual control station talkgroups for NAI /P Site Connect or Capacity Plus

networks is absolutely similar to the configuration of MOTOTRBO control station talkgroups.

Configuring Linked Capacity Plus network type, the parameters of wide area and local talkgroups are also set in
the Control Station Talkgroups window. All the configured groups are displayed in SmartPTT Dispatcher. For
more information about wide area and local groups of Linked Capacity Plus network see Motorola System Planer.

The wide area group calls are accessible to the subscribers that are in the coverage area of sites designated in
MOTOTRBO CPS for this talkgroup. Select check boxes in the required columns of the Talkgroups tab in the
repeater MOTOTRBO CPS settings. Each column corresponds to the site where the talkgroup is available for a

call.

E-@MoRw0 Talkgroups

All'Wide Area Talkgroups r
Add | Delete |
Channels CallID Site 1 Site 2 Site 3 Site 4 Site & Site 6 Site 7 Site 8 Site 9 Site 10
= e = v 4 r r N r r r r
2 £ r W W ¥ r r r r r r
3 = r r W ¥ ¥ r r r r r
| = v W~ W = ~ r r r r r

SmartPTT PLUS 8.7 Radioserver Configurator User Guide



Radioserver

98

In order to display wide area talkgroups by the SmartPTT Dispatcher application, add necessary talkgroups in

SmartPTT Radioserver Configurator, define talkgroup identifiers that correspond to the identifiers of the wide area

talkgroups in the repeater MOTOTRBO CPS settings and select Wide in the Site Number field.

=-F8 Radio Server

(-4 Radio Network Services

[+ Add-on Modules

----- ‘*‘A Cortral Stations

ﬁ Connect Plus

-y Radio Activity Networks

-y NAI Networks

E‘h‘ MAI Networl 1
EI T_ Slat 1
-4t Encryption Settings

...... ‘ MNIS/DDMS Settings
-y SIP/RTP Interfaces

Control Station Talkgroups

[ Al Calls |
[ Add ] [ Remove ] [ Copy Paste
Name Site: Number D
Group 1 Wide |1
Group 2 Wide > 2
—
Group 3 Wide i3
oup Wide x4

The talkgroups that are absent in the repeater MOTOTRBO CPS settings are considered as local talkgroups. The

local talkgroup call does not go beyond the site where the call is initiated.

Add the required local talkgroups in SmartPTT Radioserver Configurator, define identifiers for them and select site

number from the list in the Site Number field.

Note: Wide area and local talkgroup identifiers must not match.

=-F% Radio Server
- Radio Network Services
=28 Add-on Modules
..... !f,'“ Cortrol Stations
g Connect Plus
-y Radio Activity Networks
-y NAI Networks
E'h‘ MAI Metwork: 1
EI T_ Slat 1
i etgt Encryplion Settings
------ ‘ MNIS/DDMS Settings
-y SIP/RTP Interfaces
----- B9 SmartPTT Radioservers
Profiles
----- & Subscrber Groups
----- h MultiGroups
E]..l‘_ﬁ Metadata

Control Station Talkgroups

[ All Calls |
[ Add ] [ Remove ] [ Copy Paste
MName Site Number ]
ouUp Wide > 1
Group 2 Wide > 2
—
Group 3 Wide i3
Group 4 Wide x4
Group 5 1 |5
—
Group 6 2 TG
Group 7 3 |7

It is important to specify all talkgroups actually supported by the system in SmartPTT Radioserver Configurator.

Otherwise, the operator can't initiate a call to such a talkgroup until the talkgroup member has made a group call

to the operator.
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How to Configure Control Stations

99

To transmit woice packets over control station, you need to configure its settings. Control station settings become

available, when you select wice packet transmission over control stations, not repeaters.

=-F3 Radio Server
..... 2t licenses
[-gf Radio Network Services
& Add-on Modules
..... ";\ . Control Stations
& H’ IP Site Connect Metworks
W Capacity Plus Systems
W Connect Plus
iy Radio Activity Networks
-y NAI Systems

B0 1 kg Copocty Plus

El 1" Slot 1

Talkgroups
: ! Security Settings
...... ! DDI‘U‘IS Settings

...... ! MMIS Settings
-4 SIP/RTF Interfaces

----- B9 SmatPTT Radioservers
Ej--ﬁ Profiles

----- &5 Subseriber Groups

E:I"[i] Metadata

To configure the control station settings,

window appears.

HAI - Linked Capacity Plus Network

Active

Mame MAl- Linked Capacity Plus 1

Network 1D

Peer ID

Interface [192.168.37.170 | Por 50000 |
Master repeater .

address (hostport) 152.168.37.141:501M1 Test
Authentication key

Viice transmission [Control Stations -
Group call hang t 3000 =
Private call hang 4000 -
Max number of telephone calls 100 =

Data transmission

Maonitaring

right-click Control Stations and click Add. At that, a new setting

=-F8 Radio Server
----- St Licenses
-4 Radio Network Services
- Add-on Modules
..... ‘*‘A Cortral Stations
[+ g IP Site Connect Metworks
-y Capacty Plus Systems
gy Connect Plus
g Radio Activity Networks
E-JH? MAl Systems
-y NAI- Linked Capacity Flus 1
E| ‘l'_ Slat 1
R Talkgroups
-2 Control Stations
E“E.J-’ Cnrrtml Station 1
...... l|fl,|_||;;||a

Name - control station name.
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MHAI Control Station

Active
Mame

I Address
Radio ID

Working Channel

Reserved for
@ Dispatcher

") Talkaroup

Control Station 1
192.168.10.1
100

Zone 1 Channel 1

Group 1
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IP Address — local IP address of the control station. The following address format and range are used: (0071-223).
(000-255).(000-255).(001-253). Users can use any address except 127.x.x.x in the range from 1.x.x.x to
223.x.x.x. We recommend to use the address 792.168.10.1 by default, and in case of conflicts with other network

interfaces you should select a different IP address.

Note: If two or more control stations are connected to the PC, one of the first three octets of the IP address must

be unique for each control station.

Radio ID — unique radio identifier used during communication with it. In the IP Site Connect network, the ID is to
be set in the range from 1 to 16776415. In the Capacity Plus or Linked Capacity Plus networks, the ID is to be set
in the range from 7 to 65535.

Working Channel — select the channel and the zone to be set at the control station at the radioserver launch.
Reserved for — allows you to define how the control station is to be used. It can be used for private calls
(Dispatcher) or for group calls (Talkgroup). This parameter is available only for Linked Capacity Plus and
Capacity Plus networks. You can use one control station per one dispatcher or per one talkgroup. To allow group
calls, select Talkgroup. At that, the dropdown list with added talkgroups becomes enabled. To allow private calls
to and from the dispatcher, select Dispatcher and add profiles — one per dispatcher. In the profile, select the

reserved control station. At that, ID will change and will match Radio ID set in the NAI Control Station settings.

=-F8 Radio Server Profile

----- ?‘; Licenses

- Radio Network Services Name Profile 1

- Add-on Modules - ' i
_____ !\;" ' Control Stations Limit Radios to Service

- g IP Site Connect Metworks [ Enabled
g Capacity Plus Systems Bxample: 1-99, 150
g Connect Plus Allowed radio 1D

g Radio Activity Metworks

- NAI Systems [ EpendAl | [ cColepseAl | | 4 r

ﬁ SIP/RTP Interfaces

----- B9 SmartPTT Radioservers [=)-|¥| NAl- Linked Capacity Plus 1 - Slat 1
=~ -ﬁ]}u, Profiles -[¥| Reserved Control Station: Control Station 1
------ 1] Profile 1 -[¥]1D; 100
----- i Subscriber Groups .|| Private Calls between Subscribers
EEI--[ﬂ Metadata = . Y| Radio Metwork Services

Also, make sure the following settings are made in CPS in control stations' configurations:

1. When using for talkgroups:
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¢ In General Settings, clear Private Calls.
¢ In Network under Control Station section, select Voice Only.
¢ In the Channel settings, in RX Group List, select the talkgroup, for which the control station is reserved
in SmartPTT Radioserver Configurator.
2. When using for dispatcher:
¢ In General Settings, select Private Calls.
¢ In Network under Control Station section, select Voice Only.

¢ In the Channel settings, in RX Group List select None.

Note: All Calls can be initiated via a control station reserved for a group. If the control station is reserved for the

dispatcher, you can only listen to All Calls.

To select audio devices and set up VolP parameters, click Audio in the setting tree of SmartPTT Radioserver
Configurator.

Audio Input — an audio device to which the control station audio output is connected.

Input Line — audio mixer line used for connections. The control station audio output can be connected to the line
input of the audio device.

Codec — outgoing audio stream compression method.

Format — sampling frequency of an outgoing audio stream.

Example:

Specifications of the codec format 8000 Hz, 20 ms, 64 (89) kbps:

8000Hz is the sampling rate

20 ms s the frame size

64 kbps is the wice data bit rate

89 kbps is a full bit rate (required network bandwidth)

Audio Output — an audio device to which the control station audio input is connected.

How to configure local slots

As soon as the local slot is added to the Local Slots table, a new section appears in the settings tree.

Note: Local slots become available only when Repeater is selected for voice transmission.
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=-F8 Radio Server
- Radio Network Services
[+ Add-on Modules
g’; Control Stations
W Connect Plus
H Radio Activity Networks
-y NAI Networks
=i NAI Network 1
= {" Slot 1

[—j---“_."‘ Slat 2
..... b Talkgroups

[—]---"“."“ L5 2 Peer 10
----- b Talkgroups

5-"4" LS 2 Peer 20

----- Talkgroups

g SIP/RTP Interfaces
(- #W SmatPTT Radioservers
-ﬂ']‘; Profiles

----- i Subscriber Groups

----- a MultiGroups

EEI--[]j Metadata

E Talkgroups
..... 4% Securty Settings
..... 54 Securty Settings

----- tt Securty Settings

..... 5t Securty Settings
..... B MNIS/DDMS Settings

HAI Control Station
Active

Peer 1D - Slot Peer 1D 10, Slot 2

Name LS 2 Peer 10

Slat 1D 3 =

Radio 1D 16448250 =
CAl Netwarlk 12 =

Ll

L3

CAl Network for Groups (225

Ll

Allow Telephone Interconnect
TX Time-Out Timer, s |60
Options
[] Emergency Alam Corfimmed

[] Allow Transmit Intermupt

Ak

GPS Transmission Mode | Datg

Corfimed events
Private Call Corfirmed

Active — allows you to enable or disable a local control station.

Peer ID - Slot — peer identifier and slot number. Data is taken from the Local Slot table.

Name — name of the local slot. It is used in SmartPTT Radioserver Configurator and in SmartPTT Dispatcher.

Slot ID - the identifier of the local slot, which will be used for group calls. This will be used in a group call mask. It

must be unique in the system.

Radio ID — unique radio identifier used during communication. It can match Radio ID of the virtual slots.

CAIl Network — CAl-network ID. Use the default value of 72.

CAI Network for Groups — group CAl-network ID. Use the default value of 225.

Emergency Alarm Confirmed — determines if the emergency alarm is allowed to be acknowledged.
Private Call Confirmed - this feature sets private calls on the current digital channel as confirmed.

Allow Transmit Interrupt — enables or disables the ability to interrupt a radio subscriber.

Allow Telephone Interconnect — allows telephone calls on the slot.

TX Time-Out Timer, s — time period during which the radio can transmit without interruptions. When time is out,

the transmission is interrupted.
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GPS Transmission Mode — allows you to select the way how to transmit location updates: as a data packet in
multiple bursts or as a single CSBK (Control Signaling Block). For more information see GPS_Transmission
Mode.

To configure groups of the local slot, click Talkgroups. Configure talkgroup settings as ordinary IP Site Connect
talkgroups.

If you use encryption, go to Security Settings. For more information on how to configure encryption settings, see

Security Settings.

DDMS Settings

The Device Discovery and Mobility Senice (DDMS) is a senice that monitors the presence of ARS capable radio
units and reports their parameters (IP address, Radio ID, etc.) to interested applications, such as SmartPTT
Radioserver and MNIS.

To set up DDMS settings, click DDMS Settings.

=8 Radio Server DDMS Settings
----- % Licenses _
(-4 Radio Network Services Active
R4 . Add-on Modules
..... E?_} Control Stations Server Address  localhost: 3000

-y IP Ste Connect Networks

-y Capacity Plus Systems

g Connect Plus

-y Radio Activity Networks

C)-jag NAI Systems

=g NAI- Linked Capacity Plus 1
-1 Slot 1

‘[’ Sites

b Talkgroups

ot Securty Settings

- 4 DOMS Settings

...... B, MNIS Settings
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Server Address — IP address of the PC with the MOTOTRBO DDMS Administrative Client application installed on
it, and port number of the DDMS server. The port number in this field must match the port number in the

PortWatcher field of the MOTOTRBO DDMS Administrative Client (Interfaces > Watcher Settings).

(. woromso povs L e i
poms File Action Help
Server Address Iocalhost m o Elrf ii & &'
-2 Service El Watcher Setti
=-RF Intefaces IPortWatd1er 3000 [
. i-gif ARS Settings Ficher 10 T
L -0 [EEEEETE || NotfyGroup 0
MNIS Settings

To set up data transfer over NAI network, set up MNIS Settings.

=-E8 Radio Server MHMIS Settings
----- T Licenses
[3..# Radio Metwor: Services Socket Type [LOCE| Socket ']
-4 .. Add-on Modules
_____ ‘E  Control Stations MNIS Control Interface localhost: 5000
[3--“ IP Site Connect Netwars Inteface [192 168.10.2 ']
-y Capacity Plus Systems —
-4 Connect Plus MNIS 1D 1 :
-y Radio Activity Networks , -
E-fag NA Systems Location Port 4001 -
E...h MAl- Linked Capacity Plus 1 TMS Port 4007 =
=8 T. Slot 1
"% Shes Telemetry Port 4008 :
b Talkgroups
; (.54 Security Settings
-8 DDMS Settings
(NS e
-4y SIP/RTF Interfaces
----- B9 SmartPTT Radioservers

Socket type — defines the software interface type to enable communication between processes. Select the Local
Socket value if the MOTOTRBO Network Interface Senice Configuration Utility application is installed on the same
PC as SmartPTT Radiosener. Select Remote Socket if MOTOTRBO Network Interface Senice Configuration
Utility and SmartPTT Radioserver are installed on a different PCs. In this case, information exchange between the
processes is supported by the MNIS Relay application.

MNIS Control Interface — use /ocalhost, if MOTOTRBO Network Interface Senice Configuration Utility is installed

on the same PC as the radioserver. If MOTOTRBO Network Interface Senice Configuration Utility and the
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radioserver are installed on different PCs, enter the IP address of the PC where MOTOTRBO Network Interface
Senice Configuration Utility is installed. The port should match the port number specified in the MNIS Control
Interface TCP Port field in MOTOTRBO Network Interface Senvice Configuration Utility settings:

MOTOTRBO Network Interface Service Configuration Utility

Configuration  Yiew  Edit  Service  Help

O H O OO

= a1 ARS Monitor 1D |1 one

------- General

------- @ Security Device Discovery and Mohility Service

[

[+ {88 Group List

- {88 Conventional Server Address |12?.EI.EI.'I |
------ eﬁ Capacity Plus

EE&----'I...':";’:' Linked Capacity Plus Wetcher Port 3000 hd

= Advanced

MNI5 Control Interface
MMIS Control Interface TCP Port | 5000 &

- (B Forwarding Rules
- Application Override Rules

< i | »

Interface — MOTOTRBO Network Interface Senice interface. It must match the interface specified in the Tunnel
IP Address field of MOTOTRBO Network Interface Senice Configuration Utility.

MNIS ID — the Common Air Interface (CAl) ID of the MNIS in the radio network. The ID is used by other calling
radios when addressing MOTOTRBO Network Interface Senice. Make sure MNIS ID matches the MNIS
Application ID field (the General tab) in MOTOTRBO Network Interface Service Configuration Utility. It is also

recommended that MNIS ID should match Radio ID in the radioserver slot settings.
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HHIS MOTOTRBO Network Interface Service Configuration Utility *
Socket Tupe | Local Socket v | - - - -
Configuration  View Edit  Service  Help
MnisControl Interface | localhost: 5000 | .
Interface 182168102 1 - ﬂ l i H o @ i
—
MHIS 1D i [£]2 = @ Uniitied -
Location Port 4001 ey
TMS Port 4007 e &) Group List ystem Operation Mode | Conventional -
Telemetry Port 1008 = i Conventional I MNIS Appiication ID |1 EI | 2
- @ Capaciy Plus
. linked Capacity Plus =
- @ Advanced
MNIS IP Address 132.168.10.1
| Tunnel IP Address 192168102 | 1

Location Port — the port where the radioserver will expect GPS data.

TMS Port — the port where the radioserver will expect text messages.

Telemetry Port — the port where the radioserver will expect telemetry data.

The ports should match the ports set in the TMS UDP PORT, Telemetry UDP Port and Location Server UDP

Port fields in MOTOTRBO Network Interface Senice Configuration Utility (Advanced > Network).

MNIS MOTOTRBO Network Interface Service Configuration Utility
Sockel Type | Local Socket v| Corfiguration  ¥iew  Edit  Service Help
MnizContral Interface ||Dca|hosl:SUDD | \j 1 @
Interface [152188.002 v [ i ! L‘.‘ O 0. A ek .
~
MNIS 1D 1 2 & Network 2
General
Location Port 40m > | 1 &= Securty CAl Metwork
THS Part 4007 = | 2 @1 Group List
&) Conventional CAl Group Metwork:
Telemetiy Port |4DUB e |I 3

SmartPTT PLUS 8.7

{}:S:- Capacity Plus i |
4 ik Expacty Pl [ e

= @ Advanced

ARS UDP Port 4005 =
_______ A .
....... Farwarding Rules 2 | THS UDP Patt |4DD? = ”
------- Application Override Rules
3 | Telemetry UDP Port (4008 &
o &
1 | Location Server UDP Port |4UU1 I ||
b |
i | &
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Remote Socket is used when you want to connect more than one network such as Capacity Plus or Linked
Capacity Plus to SmartPTT Radioserver. To ensure proper functioning of all connected networks (wice and/or data
transmission), each network requires separate MNIS and DDMS senvices set up and running. At the same time,
multiple MNIS and DDMS can't be installed on one PC. To work around this problem, you should install and
configure MOTOTRBO Network Interface Senice Configuration Utility, MOTOTRBO DDMS Administrative Client
and MNIS Relay applications on multiple PCs. The number of PCs depends on the number of networks (Capacity
Plus or Linked Capacity Plus) connected to SmartPTT Radioserver. Thus, the transmission of wice data from
repeaters to SmartPTT Radioserver is carried out directly, and data transfer — via PC with MNIS Relay and the

MNIS and DDMS senvice applications.

Router MNIS | I_—
‘ ‘ / all')HPIqultelar = EI:I‘I‘ISS .m ] ‘ ‘
‘ \\ -T IP-network MNIS I!el‘ary
‘ ‘ P Repeater ) Repeater ”,/ ‘
’ i

SmartPTT
Radio Server

i

data packet transmission

) SmartPTT over IP network
Capacity Plus 1 Dispatcher lodical & <sion of
ogical transmission of
e SN > ice
logical transmission of
€ L data
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In SmartPTT Radioserver Configurator, in the Socket Type field, select Remote Socket. At that, the Interface
field will turn into MNIS Relay Address.

=-#8 Radio Server MHIS Settings
----- :?. Licenses
g Radio Network Services Socket Type Remote Socket ~
-+ . Add-on Modules
_____ ‘E:  Control Stations MNIS Contral Interface 152.168.31.71:5000
-y |P Site Connect Networks MNIS Relay Address 2890
-y Capacity Plus Systems > 152188 31T
g Connect Plus MNIS 1D 1 v
Radio Activity Networks
Elg MAI System”:y Location Port 4001 =
=g NAI- Linked Capacty Plus 1 TMS Port 4007 -
= 1 Slot 1
Sites Telemetry Port 4008 =
: Talkgroups
LB Securty Seftings
.., DDMS Settings
4 MNIS Settings
-4y SIP/RTP Interfaces
----- BN SmatPTT Radioservers

MNIS Control Interface — the IP address of the PC where MOTOTRBO Network Interface Senice Configuration
Utility is installed.

MNIS Relay Address — the IP address of the PC where MNIS Relay is installed. The MNIS Control Interface
and MNIS Relay Address fields must be equal, except for ports.

Run MNIS Relay and do the the following settings.

MNIS Interface — the interface created by the MOTOTRBO Network Interface Senice. The value in this field must
match the value in the Tunnel IP Address field (the General tab) of MOTOTRBO Network Interface Senvice
Configuration Utility.

Server Interface — select the IP address of the PC with the MNIS Relay application explicitly, or select Any (the

senvice is available from any network interface) or Loopback (the senvice is available from the local interface only).
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Port — the port number for the MNIS Relay application. The default value — 8890.

G MnisRelay Settings = R J]T{\ MOTOTREO Network Interface Service Canfiguration Uity MRS e o = s S
MrisRelay Configuration  View  Edit  Service Help
MNIS Interface: | 182.168.102 - ﬂ ] I O g,
> ' L - 4
Server Interface: | 192.168.37.71 > |[Port: (8830 5
CrE— | St o e :
8
| . ﬁ MNIS Application ID |1 = | | I
# Group List
Status: Not @ @8 Conventional
b || H | E 100 o &
installed 2 |4 L. 6 Capaoty Plus
<8 Linked Capacity Plus MNIS [P Addrss | 152.168.10.1 E
8 Advanced
Tunnel IP Address  152.168.10.2
=¥ Radio Server MHIS Settings i
@' Licenses Subnet Mask  255.255.255.0
- Radio Metwork Services Socket Type Remote Socket e -
+4.} Add-on Medules
{ Control Stations MNIS Control Interface 152.168.31.71:5000
- P Ste Connect Networks MINIS Relay Add
. Capacty Plus Systems Stk 18216031 7K D
g Conmect Plus MNIS 1D 1 = -
g Radio Activity Networks
+ E NAI Systems Location Port 4001 g
=g NAF Linked Capacity Plus 1 TMS Port 4007
= 'L Slot 1
-1 Stes Telemetry Port 4008
i-4% Talkgroups
L. T4 Securty Settings
-8, DDMS Settings
=
H SIP/RTP Interfaces
~-# SmatPTT Radioservers

Sawe the settings in the MNIS Relay application and start the senvice by clicking @

MNIS and DDMS service settings

The following section describes MNIS senice settings in MOTOTRBO Network Interface Service Configuration
Utility and DDMS seniice settings in MOTOTRBO DDMS Administrative Client, which are necessary for proper
data transmission over network.
You should configure the following settings in the MOTOTRBO Network Interface Senice Configuration Utility
application:
1. In the System Operation Mode field of the General section, select a mode depending on the network
type selected in SmartPTT Radioserver Configurator. If IP Site Connect is used, select Conventional. Other

modes correspond to the Capacity Plus and Linked Capacity Plus networks.

=0 12
Secur
Qv Secutty System Operation Mode | Convertional -
= 8 Group List
P iﬁ List 1 MNIS Application 1D |1 =
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2. In the Security section set the encryption keys that

CPS settings.

o 12
General
o2
B @8 Group List
i - g Lt
& Conventional
. @i Capacty Plus
<. Linked Capacty Plus
B @8 Advanced

i Network

- [EE Forwanding Rules

Basic Prvacy Key 21 2]

Alias KeyD Ky Value
Enhanced Key \ 1 \g
Enhanced Key2 B B

o @ Accessories

- @D Telemetry

b [ - [
(=

DP 3601
General Settings

EE Buttons
BA Text Messages

T menu
= Security

-l Network

Signaling Systems
Contacts

RX Group Lists
Channels

Scan

Roam

110

match the keys specified in the radio MOTOTRBO

Privacy Type  [Basic -
Basic Privacy Key |21 =]
Add Delete

Key D Key Alas Key Value
1 Privacy Key1 1234567880
2 Privacy Key2 0987654321

3. Set up the following parameters in the Conventional/Capacity Plus/Linked Capacity Plus sections

respectively:

¢ |P address and UDP port of the Master repeater in the Master IP Address and the Master IP Port

fields. These values should match the values in the corresponding fields in the Master repeater

MOTOTRBO CPS settings and in the network settings of SmartPTT Radioserver Configurator.

e Authentication key, if it is set in the repeater MOTOTRBO CPS settings.

¢ Privacy settings that match repeater encryption settings in MOTOTRBO CPS.

=X _BF

General

e Securty

&8 Group List

&8 Conventional
>3 [N
==E Domain 2
==E Domain 3
==E Domain 4
=H Domain 5
=E Domain &
==E Domain 7
=E Domain 8

@ Capacty Plus

i@ Lirked Capacity Plus

& Advanced

SmartPTT PLUS 8.7

Master IP Address  192.168.7.132

MNIS LEport @ Automatically Assigned

© Manualy Assigned

| Authentication Key @

Enable
Revert Channel

e —]

(=~ DR 3000

General Seffings
& Accessories
@ Security
s
i Stes
< Talkgroups

Channels

(=] DR 3000
Lo B General Settngs
Lo @ ccessones
o
L Network
Lk Sites
L8 Talkgroups
[ @ Channels

Top RadioNetwork Link

|P Site Connect ~ Capacity Plug

Link Establishment
Link Type [ Master -

mesterte [1mz s . 7w

Master UDP Fort [5o000 =]

Security

Top  Privacy

Privacy

i
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4. It is recommended to clear the Data Call Confirmed field in the Advanced section and to specify the

identifier in the MNIS LE ID field explicitly.

= 12

General

& @ Group Lis Data Call Corfimned [T
- 49 st Compressed UDP Data Header [
B

& i Convertional Battery Saver Preamble

e-.g Capaciy Flus Individual Data to Registered Site

[ < Linked Capacity Plus

= & T Preamble Duration {ms) 120 :
-,555- Network
- [ Forwarding Rules Conventional Channel Azcess | omal
Application Oven

MNISLEID & Use mnis 1D
@ Manually Assigned 5195 =

DDMS operation is closely connected to MNIS for data exchange (MNIS serves as DDMS Watcher). DDMS
filteres the registration senice packets (ARS), received by the repeater, and information on the radio presence in
the network is sent to all systems for further processing. Therefore, when you configure DDMS settings, make
sure that:

a) The PortWatcher field in MOTOTRBO DDMS Administrative Client matches the WatcherPort field in

MOTOTRBO Network Interface Senice Configuration Utility settings (Advanced > Network).

Configuration  View  Edit Service Help File  Action Help
Ij I I o @ 010 O &6 4 %
] % Service ] Watcher Settings
- @ Untitled - i - ARS Settings Watcher TO 14400
General ARS Maritor 3 [T || NotiyGroup (]
Lot NotifyRat 5
O Secumy RS Mordar ID if Losrg fifae
# Group List
& Conventional PortWatcher
&4 Capacity Plus ;;r; g:e?ar&ff:&d\asmsmbe requests.
421" Linked Capaciy Flus Server Address  127.0.0.1
£ §8 Advanced Settings for Watcher interface R
- < [N Vtchr Pt =
- B Forwarding Rules

b) The PORT SU field (Interfaces > ARS Settings) in MOTOTRBO DDMS Administrative Client matches
the ARS UDP Port field in MOTOTRBO Network Interface Senice Configuration Utility (Advanced >

Networks).
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% MOTOTREO Netuwork Interface Senice Configuration Ui
Configurstion  View  Edit Service  Help
= @ Urtitled
General
G Securty CAlNetwokk  [12 |2
& Group Lt
&1 Conventional CAl Group Network
@ Capacity Plus
< Linked Capacity Plu
E & Advanced
ARSUDPPot [4005 |2
= [ >
I+ [ Fonvandng Fuie TMSUDPPot [2007
Application Ove
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File  Action Help

Il [e)@ 0 [&)e HiE %

-2 Service C_ARS Settings
F=] ARS Setiings| PassveMods i
By Watcher Settings DeviceRefresh Time 24D
j Logging Deregistration TQ 120
Persistence TO 12000
PortSU
Pot listening for inbound ARS messages
Range: 1000 - 65535
Settings for ARS/SU interface E |

2.1.8 SIP/RTP Interfaces

Backed up with Cisco special hardware, SmartPTT can operate with cable radio networks. The cable radio

network interface allows converting analog wice signals into digital IP packets. So far, we have run successful

tests on Cisco 2900 only.

Cable radio networks allow SmartPTT to connect to analog radio systems and other systems supporting cable

radio network interfaces. The dispatcher can monitor calls from and to these systems. In this version, only All

Calls and Group Calls are supported. Group Calls require additional bridging configurations.

Note. Cable radio network support requires a special license.

To add a cable radio network interface, right-click on SIP/RTP Interfaces, point to Add and click SIP/RTP

Interface:

SmartPTT PLUS 8.7

=-#9 Radio Server

48" Radio Network Services
- Add-on Modules

..... ‘lr:\ Control Stations

= H IP Site Connect Networks
H Capacity Plus Systems
iy Connect Plus

iy Radio Activity Networks
g MNAI Networks

..... B9 SmatPTT Add
: ﬁ Profiles

g Subscriber Groups

----- h MultiGroups

Eg--[ﬂ Metadata

r SIP/RETP Interface
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The following window will open:

=¥ Radio Server SIP/RTP Interface
-4 Radio Network Services
F-4 L Add-on Madules Active

..... E . Control Stations
-y IP Site Connect Networks
g Capacity Plus Systems Name SIP/RTP Interface 1
g Connect Plus
-y Radio Activity Networks Metwork 1D 1
-y NAI Systems
E—Jhg EIIF‘ Interface 152.16837.170 _ ~| Pot [5080 :
L ‘[1 SIP/RTP gateway
[H-E8 SmartPTT Radioservers

Master Peer Address (95 152 37 12505060

,ﬁ, Profies {(host port)
4"{{ Subscriber Groups
-] Metadats Start RTP Port 18650 |2
Mo Voice Timer, ms 100 =
Call Hang Time, ms 3000 =

Send KeepAlive timer, 5000 e
ms

Idle SIP/RTP device 15 x
disconnect timer, s

Active — enables the network.

Name — network name, which will be used in SmartPTT Dispatcher.

Network ID — unique ID of the network, which is used inside SmartPTT system. It is important that you have no
other network with the same Network ID.

Interface — a local IP address which is used as gateway between the radioserver and Cisco hardware. This IP
address must also be defined in the Cisco device settings.

Port — port number used for interconnection between the radioserver and Cisco hardware. This port must not be
used in any other networks. The default value is 5060.

Master Peer Address (host:port) — the IP address and port of the SIP/RTP device (Cisco hardware), which is
used as the network master peer.

Start RTP port — this is the first RTP port is to be used by the SIP/RTP device for wice channels. The default
value is 18650.

No Voice Timer, ms — time period for which the radioserver reserves the channel for a call session. If during this

time period the SIP/RTP device has not sent any wice packet, the radioserner activates Call Hang Time.
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Call Hang Time, ms — time period during which the radioserver reserves the channel for a call after the end of
transmission. During the timeout, only the participants of the call can transmit.

Send KeepAlive timer, ms — time interval for the radioserver to send a special packet (keepalive) to the SIP/RTP
device to notify that the radioserver is active and running.

Idle SIP/RTP device disconnect timer, s — time interval when the radioserver waits for a special packet
(keepalive) from the SIP/RTP device to notify that the device is active and running. If the radioserver has not

received this packet from the SIP/RTP device during this time period, the device gets the Offline status.

2.1.8.1 SIP/RTP gateway

To set up the SIP/RTP gateway, click on SIP/RTP gateway. At that, the following window will open:

=-#98 Radio Server SIP/RTP gateway

-4F Radio Network Services

Ej..-ka_. Add-on Modules Active
..... %> Control Stations
Connect Plus
g Radio Activity Networls Heme SIP/RTF gensy
g NAI Networks Local SIP 1D [16448250 =

[_jﬁ SIP/RTF Interfaces

-t SIP/RTP Interface 1 Peer D 1 <

----- EM SmartPTT Radioservers TK Timeout Timer, s |60 =
,ﬂ Profiles
- 1) SUb_EC"'bEF Groups Disconnect Timeout, s |10 =
..... a MultiGroups

E]..Eﬂ Metadata

Active — enables the SIP/RTP gateway.

Name — any random name of the SIP/RTP gateway. It used only in SmartPTT Radioserver Configurator.

Local SIP ID — the identifier of the radioserver. This will be used as a Radio ID by radio subscribers wishing to
make the incoming All Call.

Peer ID — the identifier of the Cisco device. This will be used as a Radio ID for outgoing calls.

TX Timeout Timer, s — time period during which the radio can transmit without interruptions. After this time is
over, the transmission is interrupted.

Disconnect Timeout, s — time period during which the channel is blocked one way after TX Timeout Timer

expiration. After this time period is over, the channel becomes available for transmission. While the channel is
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blocked, calls going in the opposite direction are not affected.

2.1.9 SmartPTT Radioservers

SmartPTT Bridging senice allows joining two radioservers into a single radio network with the help of intelligent
means of patching for wice and data streams. Thus, radio subscribers or talkgroups under control of one

radioserver become available for another radioserver for wice call and data packet transmissions.

f\ffatsrer Peer

| | | | l |

Repmter Repeater Repeater Radio Server Radio Server Repmter Repeater Repeater

mh m% N“ Jm im Jm

Disparcher Disparcher

Note: Currently, bridging senice between two radioservers is supported only with the IP Site Connect network

configuration.

SmartPTT Bridging senice allows joining radio networks, managed by two different radioservers, to cover
distributed regions. The important advantages of the network are dynamic redirection of private and group calls and

data packets from one radioserver to another, short wice delay (60 ms).

How to Configure SmartPTT Radioservers

Configuration of bridging senice between two radioservers includes:
1. Adding an external radioserver:
e basic configuration of the external radioserver
e control station configuration of the external radioserver
e talkgroup configuration
2. Activating bridging senice
3. Configuring bridging settings in SmartPTT Dispatcher

These actions are required for both joined radiosenvers in the system.
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SmartPTT Radioservers

To add a new external radioserver, right-click SmartPTT Radioservers in the setting tree of SmartPTT

Radioserver Configurator, point to Add and click SmartPTT Radioserver.

g NAI Networks
g SIP/RTP Interfaces

----- L= 1 SmartPTT Radioservers
-4, Profiles Add  » SmartPTT Radioserver
----- & Subscrber Groups

----- h MultiGroups
E'"l:ﬁ Metadata

=+l

Configuring SmartPTT Radioserver
To configure the newly added network, click SmartPTT Radioserver 1 under SmartPTT Radioservers. At that,

the following window opens.

E=-#8 Radio Server SmartPTT Radioserver
g8 Radio Network Services
-4 . Add-on Modules Active
----- "E’i - Control Stations
g Cannect Plus Name: SmartPTT Radioserver 1
H Radio Activity Metwarks
-4y NAI Networks Network 1D 6
-y SIP/RTP Interfaces
-8 SmartPTT Radioservers Peer ID 1
EE SmartPTT Radioserver 1
-] Control Station Interface (1921680224 | Pot  [50000 |2
bt Encryption Settings
o Talkgroups )
Link Ty -
-4, Profiles e pe [Peer )
----- i& Subscriber Groups !
) Master Radioserver -
..... h MultiGroups Address (host port) 1592.168.0.142:50000 Test
E:'"l__ﬁ Metadata
Messaging Delay, ms &0 EI
Group Call Hang Time, me 3000 =
Frivate Call Hang Time, ms 4000 EI
Emergency Call Hang Time, ms A000 EI
Authentication Key

Name — SmartPTT radioserver system name.

Network ID — unique ID of the SmartPTT radioserver system.
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Peer ID — unique ID of the radioserver in the network.
Warning! Peer ID must be unique. No other repeater in this network can have the same ID.

Interface — IP address of the local SmartPTT Radioserver. Specify the IP address of the PC where the radioserver
is installed.

Port — a port number associated with an IP address of the local SmartPTT Radioserver.
Warning! Port number must be unique.

Link Type — select the role of the local SmartPTT Radioserver: Peer or Master.
Master Radioserver Address (host:port) — IP address and port of the other SmartPTT Radioserver, which plays

the role of the Master in the network.

Note: Select Master in the Link Type field for one of the radioservers acting as a master, select Peer for another.
If Master is selected in the Link Type field, the Master Radioserver Address field becomes dimmed. If Peer is
selected in the Link Type field, make sure that the Master Radioserver Address field contains the interface and

port number of the master repeater, that is the second radioserver.

TX Preamble Duration (ms) — duration of TX preamble.

Messaging Delay (ms) — message exchange delay between repeaters.

Group Call Hang Time (ms) — duration for which the repeater reserves the channel after the end of a group call
transmission. During this time, only members of the talkgroup that the channel is reserved for can transmit. After
expiration of the group call hang timer, the radio will transmit using the TX contact name (digital group) specified
for this channel in MOTOTRBO CPS.

Private Call Hang Time (ms) — duration for which the repeater reserves the channel after the end of a private call
transmission. During this time, only members of the private call that the channel is reserved for can transmit. After
the hang timer expires, the radio transmits using the TX contact name specified for this channel in MOTOTRBO
CPS.

Emergency Call Hang Time (ms) — duration for which the repeater reserves the channel after the end of an
emergency call transmission. During this time, only members of the talkgroup that the channel is reserved for can
transmit.

Authentication Key — repeater authorization key (to be equal to the Authentication key in MOTOTRBO CPS).
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To delete the SmartPTT radioserver, right-click on the selected SmartPTT Radioserver system and choose

Delete.

=~ E SmartPTT Radioservers
=R | SmartPTT Radioserver 1
= ‘[ Cortrol Station Delete
i 5t Encryption Settings d
L Talkgroups

Control Station Configuration
To set up the SmartPTT radioserver control station, click Control Station under SmartPTT Radioserver 1 in the

setting tree of SmartPTT Radioserver Configurator. At that, the following window opens.

=-E :I:;din Server SmartPTT Control Station

----- i Licenses

g Radio Network Services Active

- %‘,\ g:ﬂ ;"::tdu'es Name Cortrol Station
..... ral Stations

8 hﬁf Connect Plus Radio ID 1
iy Radio Activity Netwarks

G-y NAI Systems CAl Network 12
H’ SIP/RTP Intefaces

=-#98 SmartPTT Radioservers CAl Metwork for Groups 225

O- B9 SmartPTT Radioserver 1
: "I Control Station

[ Alow Telephone Interconnect

i gl Talkgroups
LB Securty Settings TX Time-0ut Timer, s 60 =
g Cew Perseus _
ﬁ Profiles Options
-ig Subscriber Groups [7] Emergency alam confimed
E]--D] Metadata

[T Mlow transmit intemupt

[7] Compressed UDF data header

Confimmed Events
Private calls

[ Data calls

Name - virtual control station name.

Radio ID — ID of a virtual control station of the network.

CAIl Network — CAl-network ID. Use default value of 712.

CAIl Network for Groups — CAl-network for groups ID. Use default value of 225.
Allow Telephone Interconnect — allow telephone interconnect on the channel.

TX Time-Out Timer, sec — continuous radio transmission timeout. After this time the transmission is interrupted.
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Emergency alarm confirmed — determines if the emergency alarm is allowed to be acknowledged.

Allow transmit interrupt — enables or disables the ability to interrupt a radio subscriber.

Compressed UDP data header — enabling this item reduces delays data transmissions.

Private calls — this feature sets private calls on the current digital channel as confirmed.

Data calls — this feature enables individual packets in data calls (ARS, GPS and Text Message) on the current

digital channel or personality to be confirmed.

Configuring Talkgroups
To configure talkgroups, click Talkgroups in the setting tree of SmartPTT Radioserver Configurator. At that, the

Control Station Talkgroups window opens.

=-#8 Radio Server Control Station Talkgroups
-4 Radio Network Services

E]...t_\_. Add-on ru'lm:.lules [ Copy ] Past
----- v Control Stations

g Connect Plus [
H Radio Activity Metworks
g NAI Networks [ Add ][ Remaove ] [ it Up ] ¥ Down
g SIP/RTP Interfaces
=-E8 SmartPTT Radioservers Mame 1D

EIE SmartPTT Radioserver 1 Al Calls
= ‘I_ Contral Station
... % Encryption Settings 1

- Talkgroups

Note: Configuration process of SmartPTT Radioserver control station talkgroups for this network is similar to the

configuration of control station talkgroups (see Control Station > Talkgroups).

Bridging Service
To activate the bridging senvice, click Bridging in the setting tree of SmartPTT Radioserver Configurator. In the

opened window select the Active check box (see the Bridging section in the Help of SmartPTT Radioserver

Configurator).

Bridging Service in SmartPTT Dispatcher

To set up the redirection of wice calls and data packets correctly, configure routes, route groups and profiles for
the bridging senice in SmartPTT Dispatcher. For more information see Bridging in the Help file of SmartPTT
Dispatcher.

Example
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The following example presents bridging configuration between two radioservers. Each of them works with the IP
Site Connect network topology.

User 1 (in SmartPTT Radioserver Configurator) makes the settings for direct connection of the radioserver to
repeaters' network, functioning in IP Site Connect system (Network ID = 7).

The IP address and port number of the master repeater must be specified in the Master Repeater Address field
(the example displays connection settings only with one repeater).

In the Interface field select the IP address of the virtual repeater in the network with Network ID = 1.

SmartPTT PLUS 8.7

=8 Radio Server NAI Network
-4 Radio Network Services _
E]---g_- Add-on Modules Active
----- %2 Control Stations
g Connact Plus Name: MAI Network 1
H’ Fadio Adl'lﬂ't)" Metwarcs Metwork |D 1
[—]g MNAI Networks
Bh MAI Metworke 111 Peer ID 1
. % Slat 111_1 -
= "7 Enciyption Seftings Interface [192.168.37.71 - Pot  [50000 |
: . Talkgroups Master Repeater
----- 4t Encryption Settings fhost-port)
- Talkgroups Authentication
.8 MNIS/DDMS Setiings Key
ﬁ SIP/RTP Interffaces -
8% SmatPTT Radioservers Ne‘twurk.T'_.rpe [IF‘ Site Connect ]
E:I"-ﬂ, Profiles Connection Type  iice Data Maonitaring
----- & Subscriber Groups Repeaters
----- h MultiGroups )
Control Stations
EJ"l__ﬁ Metadata O
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Slot and group settings for IP Site Connect network with Network ID = 1:
Slat Slot
Active Active
Mame Slot 111_1 Name Slot 111_2
Radio ID 16448250 -y NAI Network 111 Radio ID 16448250 - g MAI Netwark 111
BT_ : "|'_'Slo‘t1‘l‘l_1
CAl Netwark 12 P Encryption Settings CAl Metwork 12 @44 Encryption Settings
Talkaroups - Talkgroups
CAl Network for - P CAl Network for -
Groups 225 8- Slet 111_2 Groups 25
1 Encryption Settings 1 Encryption Settings
; Talkgroups Talkgroups
.. MNIS/DDMS Settings
Control Station Talkgroups Control Station Talkgroups
All Calls All Calls
’ Add ” Remove ] ’ Copy ]| Paste | [ Add ” Remove ] Copy ” Paste |
Name ID Name ID
Group 1 (Slat 111_1) Group3 (Slot 111_2) 3
GroupZ (Slet 111_1) 2 Group4 (Slet 117_2)

User 2 also configures the IP Site Connect network connection (Network ID = 2) in SmartPTT Radioserver

Configurator. Fill in the Master Repeater Address and the Interface fields with data corresponding to the

network with Network ID = 2.

SmartPTT PLUS 8.7

&= Radio Server NAI Network
(-4 Radio Network Services _ _
| Add-on Modules Active
g Control Stations
Connect Plus Name MAI Metware 211
Radio Activity Networks Network 1D 2
-y NAI Networks
(S]] NAI Networkc 211 Peer ID 1
=% Slat 211_1 -
B Encryption Seftings Interface 192.168.0.186 Pot  |50000 |Z|-|
IR Talkgroups Master Repeater
5% Slat 211 2 Address 152.168.7.211:50000 Test
t Encryption Settings host port)
Talkgroups Authentication
.8 MNIS/DDMS Settings
SIP/RTP Interfaces -
E]__g ot FTT Fodiosovre Ne‘twork-T'_.rpe [P Ste Connect -
EJ---Jﬂ= Profiles Connection Type  Vpice Data Monitaring
----- & Subscrber Groups Repeaters i
""" h MuliGroups Control Stations
E-{gll Metadata O Ol Ol
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Slot and talkgroup settings for IP Site Connect network with Network ID = 2:

Slot Slot
Active Active
Name Slot 2171 I Name Slot 211_2
Radio ID 16448250 g NAI Network 2111 Radio ID 16448250 -y NAI Network 2111
21" - ¢ Slet 2171
CAl Network 12 % Encryption Settings CAl Metwork 12 % Encryption Settings
- -~ Talk
CAl Netwark for Talkgroups CAl Network for - = o argroups
Groups 225 §' Slot 2112 Groups 225 : o
-2zt Encryption Settings % Encryption Settings
Talkgroups Talkgroups
L@ MNIS/DDMS Settings - -l MNIS/DDMS Settings
Control Station Talkgroups | Control Station Talkgroups
Al Calls All Calls
’ Add ] ’ Remave ] ’ Copy ] | Paste | [ Add ] [ Remave ] [ Copy ] | Paste |
Name D Name ID
Group (Slat 211_1) 1 Group1 (Slot 211_2) 3
Group2 (Slet 211_1) 2 Group2 (Slot 211_2) 4

Next, user 1 adds the SmartPTT radiosener (Radioserver 111) with the Master link type and chooses the

corresponding IP address in the Interface field of SmartPTT Radioserver Configurator.
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User 2 also adds the SmartPTT radioserver (Radioserver 211) and defines its connection type as a Peer. Master

Radioserver Address is filled with the IP address and port number according to the Interface and Port values of

the Master.

User 1

=8 Radio Server

-4 Radio Network Services

-4 .+ Add-on Modules

..... ‘*‘A Contral Stations

H Connect Plus

iy Padio Activity Networks

G-y NAI Networks

H SIP/RTP Intefaces

=-E8 SmartPTT Radioservers

R Racioserver 111

= "L Control Station 111

itgh Encryption Settings
b Talkaroups

SmartPTT Radioserver

Artive

Mame Radioserver 111

Metwork D 3

Peer ID 1

Interface (1921683771 ~| Pot (50001 |2
Link Type [Master ""]

=-#8 Radio Server

-4 Radio Metwork Services

[ Add-on Modules

..... "l‘:\ Control Stations

g Connect Plus

-y Radio Activity Networks

I:El"g MAI Metworks

g SIP/RTF Interfaces

=-E8 SmartPTT Radioservers

R Radioserver 211

g 'T_ Control Station 211

itit Encryption Settings
b Talkgroups

-, Profiles

----- i Subscriber Groups

..... h MuttiGroups

EEI-'l_j] Metadata

SmartPTT PLUS 8.7

SmartPTT Radioserver

Active

Mame Radioserver 211

Metwor [D 4

Peer ID 1

Interface [192.168.0.186 v/ Pot 50001 |2
Link Type [pee, /,]

Aoy Pooserr 152.168.37.71:50001 Test
Messaging Delay, ms &0 EI
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Settings for control station and its talkgroups of the radioseners:

124

User 1
SmartPTT Control Station Control Station Talkgroups
Active Al Calls
MName Control Station 111 [ Add H . ] [ Copy ” Page
Radio ID 111 Name
CAIl Network 12
CAl Netwark for 226 Group T (C5 111}
Groups Group2 (CS 111)
Liser 2
SmartPTT Control Station Control Station Talkgroups
Active All Calls
Mame Caontrol Station 211 [ Add H e ] [ Copy ” Fade |
Radio ID 211 Name 1D
CAl Networl 12
CAl Network for 26 Group (C5211) 1
Groups Group2 (CS211) 2

After that, both user 1 and user 2 activate the bridging senice in SmartPTT Radioserver Configurator.

To apply settings, click Save and restart the senice in SmartPTT Radioserver Configurator (for user 1 and user 2).
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In the SmartPTT Dispatcher application of user 1 (Master), a radio with the IP address = 712.0.0.95 is registered at
Slot 111_1. The SmartPTT radiosenver (user 2) with its radios and talkgroups is shown in the user 1 system as
Control Station 111. In SmartPTT Dispatcher of user 2, a radio with the IP address = 12.0.1.748 is registered at

Slot 211_1. SmartPTT radioserver (user 1) in respect to user 2 is displayed as Control Station 211.

Uiser 1 User 2
| Online Subscribers v | Online Subscribers v
Object Map Status Object Map Status
- H Radioserver 111 » - H Radioserver 211 >
- w4 Control Station 111 PTT > - m# Control Station 211 PTT >»
& Groupl (CS 111) PTT » #& Groupl (cs 211) PTT »
& Group2 (CS 111) - PTT » 2 #& Group2 (cs 211) PTT »
g 1200211 O {empty) PTT » g 1200111 O (empty) PTT »
H 1201148 O {empty) PTT » g 120095 O (empty) PTT »
- ed Slot1111 PTT > - ms Slot2111 PTT >»
f& Groupl (Slot 111_1) PTT > @& Groupl (Slot 211_1) PTT >»
#& Group2 (Slot 111_1) PTT > #& Group2 (Slot 211_1) PTT »
g 120095 O {empty) PTT » H 1201148 O (empty) PTT »
- ed Slot111 2 PTT > - w3 Slot211 2 PTT >»
#& Group3 (Slot 111_2) PTT > #& Group3 (Slot 211_2) PTT »
#& Group4 (Slot 111_2) PTT > #& Group4 (Slot 211_2) PTT »
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In SmartPTT Dispatcher of user 1 set up the bridging senice of wice calls and data. To do this, create a group
with routes to redirect calls of all types in duplex mode (from Slot 111_1 and Slot 111_2 to Control Station 111).

Make this route group active.

Radioserver: Radioserver 111

Profile: Bridging 111 <-> 211 Change Profile | Save Save As
Routes: O Al ® Active
+ Add Group  # EditGroup — Delete Group
Active | Route Group | - [ Show Details ]
=k 111 <> 211
[¥] Hide Details
Routes
Nz | Source Network Source Directicn Destination Network Target |
12 IP Site Connect 111-5lot111_1 All - Radioserver 111 - Control Station 111 All
13 IP Site Connect 111-Slot 111_2 All Lo d Radioserver 111 - Control Station 111 All

Apply

Make similar settings in SmartPTT Dispatcher for user 2.

Bridging Configuration

Radioserver: Radioserver 211

Profile: Bridging 211 <-> 111 Change Profile ] [ Save ] [ Save As ]
Routes: ® all O Active
+ Add Group  # EditGroup = Delete Group
Active | Route Group | - [ Show Details ]
=5 211 <> 111
[¥] Hide Details
Routes
Nz | Source Network Source Directicn Destination Netwaork Target |
1 IPSite Connect 211-5lot 211_1 All L d Radioserver 211 - Control Station 211 All
2 IPSite Connect 211 - Slot 211_2 All - Radioserver 211 - Control Station 211 All

Apply
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System werification:

1. User 1 makes a private call to the radio registered in the system of user 2.

User 1 (an outgoing call):

‘q 12.0.1.148
Outgoing call
Sound -
LVl
L]
1 Online Sub: b 4:40:27 PM = Private Call, 12.0.1.148
| Object [ Map [ status
- H Redioserver 111 »
e il |rencaasune
2 RS PTT % I [!"'I ‘ ¥ I ‘Type text and press Enter
H 1200211 O (empty) »
g 1201148 O (empty) »
- o Slot 111 1 »
#& Group1 (Slot 111_1) PTT 3
#& Group2 (Slot 111_1) PTT »
E 120095 O {empty) PTT »
- o Slot111 2 PTT »
#& Group3 (Slot 111_2) PTT 3
#& Group4 (Slot 111_2) PTT »

User 2 (incoming call, a radio has a corresponding indication about the incoming call):

12.0.0.111
Incoming call

oy
Kanisas
7=

G

Onli

94025 AM > Private Call, 120.1.148

Object [ Map [ status

- B Radioserver 211

- i Control Station 211

CEHOBGEAEdTE G

I I'l"l ‘ '”Type text and press Enter

& Groupl (C5 211)

& Group2 (cs 211)

g 1zo0111 O (empty)

g 120095 O (empty)

& - ol Slot211_1
& Groupl (Slot 211 1)
& Group2 (Slot 211 _1)

H 1201198 [ (empty)

¥ ¥ ¥ ¥ V¥ ¥ V¥ ¥ VY VY

- & Slot2112
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2. A group call is initiated by the radio registered in the system of user 2.
The radio, registered in the network of user 2, makes a group call. In this case, the group call is redirected to the

appropriate group of Control Station 111 (user 1).
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User 2:

Groupl (CS 211)
Incoming call

Object
- B Radioserver 211

- aa Control Station 211
& Groupl (CS 211)
& Group2 (CS 211)
g 1200111
g 120095

- & Slot2111
& Groupl (Slot 211 1)
& Group2 (Slot 211_1)
g 1201148

- o Slot 2112

User 1:

({empty)
(empty)

(empty}

PTT

PTT
PTT
PTT
PTT
PTT
PTT

Groupl (CS 211)
Incoming call

¥ ¥ ¥ ¥ ¥ V¥ V¥ VY VY VY V¥

Object
- H Radioserver 211
- o Control Station 211
& Groupl (€S 211)
& Group2 (CS 211)
§ 1200111
B 120085
- & Slot211 1
#& Group1 (Slot 211 1)
@& Group2 (Slot 211 1)
g 1201148

- o4 Slot 211 2

(empty)
(empty)

(empty)

PTT

PTT
PTT
PTT
PTT
PTT
PTT

¥ ¥ ¥ ¥ V¥ V¥ V¥ V¥ V¥ V¥ Y

Radioserver 211 / Control Station 211 / Groupl (C5 211)

. 120095

= = —
9.42:58 AM > Group Call (5 set.)
9:42:56 AM = > Group Call, 12.0.0.85 (2 sec.)
34308 AM > Group Call..

9:43.08 AM > __> Group Call, 12.0.0.85 {1 sec)

E |Type text and press Enter

Radioserver 211 f Control Station 211 / Groupl (CS 211)

. 12.0.0.95

9:42:58 M > Group Call (5 set )
9:42:58 AM > ... Group Call, 12.0.0.85 (2 sec.)
2:43:08 AM > Group Call..

9:4308 AM > ...> Group Call, 12.0.0.85 (1 sec.)

3. A private call from the radio, listed in the system of user 2, to the radio of user 1.

User 2:
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12.01.148
Incoming call

=

Object
- H Radioserver 211
- o Control Station 211
#& Groupl (CS 211)
#& Group2 (CS 211)
g 1200111
g 120095
- o Slot211 1
#& Groupl (Slot 211 1)
#& Group2 (Slot 211_1)
B 1201148

- o Slot 2112

User 1:

¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥

12.0.1.148
Incoming call

Object
- B Radioserver 111
- ot Control Station 111
& Groupl (CS 111}
#& Group2 (CS 111}
g 1200211
E 1201148
- o Slot 111 1
#& Groupl (Slot 111 1)
#& Group2 (Slot 111 1)
g 120095

- 4 Slot1112

Map

O
O

O

Status

(empty)
(empty)

(empty)

BNl

PTT
PTT

¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ V¥ ¥ ¥

BNl

Radioserver 211
Slot 211_1

9:44°13 AM > Offiine
9:44:13 AM = Online
9:44:13 AM > Offline
9:44:13 AM > Online
9:44:13 AM > Private Call, 12.0.0.95...

CROGSGAd& R

I THI "”Type text and press Enter

4:45:42 PM » Offline
4:45:42 PM > Online
4:45:43 PM > Offline
4:45:54 PM > Private Call, 12.0.0.95..
4:45:58 PM » Online

CHhOGGAdTERE®Q

| [ rl"l |'HType text and press Enter

4. A call from the control station of user 1 to the control station of user 2.

User 1:
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12.0.0.211
Qutgoing call

‘Control Station 111

4.48.23 PM < Private Call, 12.0.0.211

Object
- H Radioserver 111
- &4 Control Station 111
& Groupl (CS 111)
& Group2 (CS 111)
B 1200211
B 1201148
- i Slot1111
#& Groupl (Slot 111_1)
& Group2 (Slot 111_1)
H 120095

- o Slot 1112

User 2:

O
O

O

(empty)
(empty)

{empty)

PTT

PTT
PTT
PTT
PTT

12.0.0.111
Incoming call

=

CThOGRAIdEEOG

I f!"'l |'||Type text and press

Enter

¥ ¥ ¥ ¥ V¥ V¥ V¥ V¥ V¥ V¥V

Object
- B Radioserver 211
- o Control Station 211
#& Groupl (CS 211)
#& Group2 (CS 211)
g 1200111
g 120095
- o Slot211 1
& Groupl (Slot 211_1)
#& Groupz (Slot 211_1)
H 1201148

- w Slot2112

O

{empty}
{empty}

{empty}

PTT
PTT

PTT

PTT
PTT
PTT
PTT
PTT

9:46:59 AM > All Call (45 sec )
9:47-45 AM > All Gall (34 sec )
| | 9:48:24 AM > Private Call, 12.0.0.211...

9:40:25 AM > Private Call, 12.0.1.148 (1 min. 4 sec.)

CEEOGSAa

0&io®qQ

[ [l"'l | 'HType text and press Enter

R

¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ V¥ ¥
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To redirect only group calls between two radioservers without setting up routes in SmartPTT Dispatcher, create

multigroups with the list of radios, that support group call bridging in SmartPTT Radioserver Configurator (for both

radioservers). For more details see the Multigroups section in the Help of SmartPTT Radioserver Configurator.

User 1

EIE SmartPTT Radioservers
{ =-F3 Radioserver 111

¢ E-'1 Control Station 111

" & =

User 1, User 2

MultiGroups

Sample List of Subscribes for MultiGroup: 1.5,10-20

l Add ” Remove ]

User 2

BE SmartPTT Radioservers
i E=-F Radioserver 211
: =~ 1" Control Station 211

Poply i3 P
MuttiGroup Mame Subscriber |Ds Talk GrouE
404,95 1

Y
Control Station Talkgroups Control Station Talkgroups

Al Calls All Calls
l Add ] [ Remave ] l Copy ] | Paste | [ Add ] [ Remove l ] | Paste |

MName D MName D

Group1 (Slat 111_1) 1 Group1 (Slat 211_1)
Group2 (Slat 111_1) 2 Group 2 (Slot 211_1) 2

The following example demonstrates a call to Group 1. Group 1 corresponds to the created Multigroup 1 with the a

list of radios — 95 (IP address = 12.0.0.95) and 404 (IP address = 12.0.1.148). The radio with the IP address =

12.0.1.148 (ID = 404) initiates a group call. The radio with the IP address = 72.0.0.95 (ID = 95) is also able to

participate in the call due to Multigroup 1.
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User 2:

“ Groupl (CS 211)
Incoming call
<ound S
Onli h ] 95153AM > > Grmup Call, 12.0.0.95 (1 sec )
= 3:52:-10 AM > Group Call...
Object | Map | Status W, 95210 AM > .= Group Call, 12.0.0.95 (1 sec.)
- i 95211 AM > > Group Call, 12.0.0 95 (2 sec )
- H Radioserver 211 >
- wl Control Station 211 » ﬁ |Type text and press Enter
#& Groupl (CS 211) » .
#& Group2 (CS 211) »
H 1200111 O (empty) PTT >
g 120095 O (empty) PTT >»
- b Slot2111 PTT >
#& Group1 (Slot 211_1) PTT »
@& Group2 (Slot 211 1) PTT >
H 1201148 O (empty) PTT >
- o Slot211.2 PTT >
User 1:

Groupl (Slot 111 1)
Incoming call

=

. 12.0.0.95

= T —
4:51:37 PM > > Group Call, 12.0.0.95 (3 sec.)
4:51:40 PM > __> Group Call, 12.0.0.95 (1 sec.)
4:51:52 PM > Group Call...

4:51:52 PM > > Group Call, 12.0.0.95 (1 sec.)

T 1T T T T L]

[ [C—

ﬂ ‘Type text and press Enter

| Object [ Mep [ status

- B Radioserver 111
- od Control Station 111
& Groupl (CS111)
& Group2 (CS111)
g 1200211 O (empty)
f 1201148 O (empty)
- o Slot1111
& Groupl (slot 111_1)
& Group2 (Slot 111_1)

f 120095 | (empty)

- i Slot1112

2.1.10 Security Settings

SmartPTT supports three types of privacy mechanisms — Basic, Enhanced, and Advanced Encryption Standard

(AES). Both Basic and Enhanced Privacy utilize Motorola proprietary algorithms and therefore are not
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interoperable with other vendor’s privacy offerings. The main differences between Basic and Enhanced Privacy are

that the Enhanced Privacy provides higher level of protection by means of 40-bit key length. Enhanced Privacy

supports multiple keys in a radio compared to one key in the case of Basic Privacy.

The Advanced Encryption Standard (AES) is a specification for the encryption of electronic data established by
the U.S. National Institute of Standards and Technology (NIST). The AES feature supports 256-bit key length,

unlike Enhanced Privacy. Similar to Enhanced Privacy, the AES also supports multiple keys. For AES encryption

a special license is required.

The Security Settings window allows you to specify the encryption keys for incoming and outgoing traffic on the

digital channel.

=9 Radio Server
- Radio Network Services
_ Add-on Modules
L2l Cortrol Stations
H’ Connect Plus
ﬁ' Radio Activity Networls
Eg' MNAI Networks

E|h MNAI Metwork: 1
El"[1 Slot 1
P Talkgroups
R
El 1 Slat 2

P js Talkgroups

. ?ﬁ Securty Settings

g SIP/RTF Interfaces

----- B9 SmatPTT Radioservers
..... ﬁk_‘ Profiles

----- &5 Subscriber Groups

..... ji MuttiGroups

E:I"fj] Metadata

Security Settings

[ Copy

Basic Privacy

Key 1 =

Enhanced Privacy
[ Add ] [ Remove

Key 1D Key Value

1 1234567850
2 0387654321
AES

[ Add ] [ Remove

Key 1D Key Value

1 123456785123456

2 65432158 7654321

TX Privacy

Ty (AES MR W ke

Copy — copy encryption settings of the channel to the clipboard.

Paste — paste encryption settings of the channel from the clipboard.
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Basic Privacy
Key — a key for the basic encryption mode. The value ranges from 7 to 255. Make sure that Key set in SmartPTT
Radioserver Configurator matches Basic Privacy Key set in radio settings in MOTOTRBO CPS.

If basic encryption keys of receiving and transmitting side do not match, the receiving side hears only a distorted

woice.
=¥ Radio Server Security Settings
i # Radio Metwork Services
s__ Add-on Modules [ Copy ] | Paste
..... Control Stations
Connect Plus Basic Privacy
----- Radio Activity Networks Key 1 Iil
|_‘_| MNAI Networks
= h’ NAI Network 1 Enhanced Privacy
|$| L " Slot 1 [ Add ] [ Remove ]
P A Securty Settings
L Talkgroups Key ID Key Value
g Set 2 1 1234567890
i btk Securty Seftings
. Talkaroups 2z 0987654321

...... ! MMIS/DDOMS Seftings

= § DP3s01 .
....... GEI’!EFﬂSE!’l’ﬁI‘IgS Segurlty

------- Q ACcessores Top  Privacy
------- Buttons

------- B8 Text Messages Privacy
------- @D Telemetry

E}- @8 Signaling Systems

Enhanced Privacy

To add an enhanced privacy key, click Add. To edit the key, click the cell that contains the key you want to edit
and type the new value. To delete a key, select the key from the list and click Remove.

Key ID and Key Value must match the values set in the radio settings in MOTOTRBO CPS. If the values in the
Key ID fields are the same, but the values ™ the Key Value fields do not match, the receiving side hears only a
distorted woice. If the key identifier receiving side does not coincide with one of the key identifiers in the list of the

transmitting side, then transfer to the receiving party will not be heard.
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=% Radio Server
- # Radio Network Services
- Add-on Modules
----- "l‘:‘ Control Stations
Connect Plus
Radio Activity Metworks
=- MAI Networks
=1 hr MAI Network 1
EI '[ Slot 1
I, A Securty Settings
o i Talkgroups
'[ Slot 2
iih Security Settings
: o Talkgroups
------ ! MNIS/DDOMS Settings

....... % Accessones
------- Buttons

....... Ed Text Messages
....... M Telemetry

....... B menu

|- @ Signaling Systems
] @8 Contacts
- RX Group Lists
- Channels
- Scan

- Roam

- Capacity Plus

- - - - -

AES

Security Settings

l Copy ] | Faste

Basic Privacy

ey 1 +
Enhanced Privacy

’ Add ] [ Remove ]

Key 1D Key Value
1234567850

2 0987654321

- § DP 3601 .
------- General Setfings Secunty

Top Privacy
Privacy

Privacy Type IEnI‘ranch vI
Basic Privacy Key |1 3:

Add | Delete |
Key ID Key Alias Key Value
Privacy Key1 1234567350
2 Privacy Key2 0837654321

To add an AES privacy key, click Add. To edit the key, click the cell that contains the key you want to edit and

type the new value. To delete a key, select the key from the list and click Remove.

Key ID and Key Value must match the values set in the radio settings in MOTOTRBO CPS and in MNIS

Configuration Utility. If the values in the Key ID fields are the same, but the values i the Key Value fields do not

match, the receiving side hears only a distorted woice. If the key identifier of the receiving side does not coincide

with one of the key identifiers in the list of the transmitting side, then transfer to the receiving party will not be

heard.
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=8 Radio Server

Security Settings
(-4 Radio Network Services

E:I--k_.\_- Add-on Modules [ Copy Paste
----- %> Control Stations
H Cornect Plus Basic Privacy
fgy Radio Activity Networks Key 1 =
C-mg NAI Networks
-ty NAI Network 1 Enhanced Privacy
EI T_ Slat 1 . . [ Add ] [ Remove
e
; s ﬁ Talkgroups Key ID Key Value
-] Skt 2 1234567890
i i Secunty Seftings
b Talkgroups 2 (387654321

-y SIP/RTP Interfaces
-9 SmartPTT Radioservers

-4, Profiles
----- &5 Subscrber Groups
----- h MultiGroups RES
+- Metadat
e Eﬁ 0es [ Add ] [ Remove
Key ID Key Value
1234567850123456785012345678501 2345678501 23456785012 ...
2 11234567859012345678501 234567850
TX Privacy
e (AESGmmROe) 7] e
TX Privacy

Type — allows you to select encryption mode on the side of SmartPTT Dispatcher.
If No is set, radioserver does not support outbound traffic encryption.
If Basic is set, the key specified in the Key field in the Basic Privacy section is used for encryption of outgoing

traffic.

If Enhanced is set, specify the Key ID value from the Enhanced Privacy table, which will be used to encrypt
outbound traffic.

Select AES (Legacy Key) or AES (Symmetric Key), with the required Key ID, if you want to use AES (Legacy
Key) or AES (Symmetric Key) for outgoing traffic. If TX Privacy is not set, and you have AES encryption for

incoming traffic, AES (Symmetric Key) will be used for incoming traffic by default.
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AES (Legacy Key) — AES encryption (Motorola Solutions implementation, MOTOTRBO firmware earlier than
R2.4).

AES (Symmetric Key) — AES encryption (DMR-compliant implementation, MOTOTRBO firmware R2.4 and later).

=8 Radio Server Security Settings
-4 Radio Network Services
E]---g_- Add-on Modules [ Copy e
----- % Control Stations
g Connect Plus Basic Privacy
-y Radio Activity Networkcs Key 1 o
C-mg NAI Networks
-ty NAI Network 1 Enhanced Privacy
EI 1 Slot 1 . . [ Add ] [ Remove
L3
L Talkgroups Key ID Key Value
= T. Slat 2 14567
% Security Settings 1 &30
: . Talkgroups 2 05987654321
P B, MNIS/DDMS Settings
g’ SIP/RTP Intefaces
(-9 SmartPTT Radioservers
G-, Profiles
i Subscriber Groups
..... h MuttiGroups AES
- Metadat
- Metadata [ Add ] [ Remove
Key ID Key Value
1 123456785012345678501234567850
2 09876543210987654321AABECCDDEEFF 1234567850
TX Privacy
Type [.P\ES {Symmetric: Key) '] Key ID

2.2 Profiles

SmartPTT Radioserver Configurator allows creating permission profiles. The permission profiles are used to limit
operator access to objects managed by SmartPTT Radioserver (control stations, talkgroups, senices, IP Site
Connect slots), and to provide additional opportunities in the organization of calls between dispatchers and radio
subscribers.

To create a profile right-click Profiles in the setting tree of SmartPTT Radioserver Configurator and click Add.

At that, the following window opens.
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=-#9% Radio Server
i g Radio Network Services
Add-on Modules
"*‘A . Control Stations
----- H Connect Plus
iy Radio Activity Networks
H MAl Metworks
+-#8 SmartPTT Radioservers
Elﬁ Profiles
] ﬁ
i Subscriber Groups
n MultiGroups
() Metadata

Name - the profile name.

Profile
Profile 1
Limit Radios to Service
Enabled
Example: 1-99, 150
Allowed radio 1D's 516, 2525

Bpand Al | [ ColspseAl | | @k

= .IF‘ Site Connect 1 - [PSC_Slot 1

: Private Calls between Subscribers
=-[¥] Radio Metwork Services

. Group 3
.|| Private Calls between Subscribers
B ¥ Radio Metwork Services

The Limit Radios to Service area was designed to manage the number of radios allowed for this profile. Here the

user can specify which radios are to be controlled by the profile and which are not.

To make this functionality active select Enabled. Then, in the Allowed radio ID's field, enter the ID's of the

radios which are to be controlled by the profile.

Warning! All the radios whose ID's were not specified will be ignored by SmartPTT system.

The following scheme shows how it works:
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Unallowed subscriber or __ . Call to be heard by
group dispatcher
Allowed subscriber or ——p “Xp Call not to be heard by
group or dispatcher
D L N BB B B S B ——-—— T
| |
I 1 1 I
1 1
| ! l :
| ' ro=s “m g f--=1
; ) | p~==- Dispatcher =}--¥---+ : !
¥ ' L] b 1 : % |
i I 1 I 1
] 1.""[ : I : :
Y- =N == , T
room=- X=-= . . b
N | I I
200 i 100 ! 101 11 202
i I i N i
L [:3 == [:j 44 | | e» [nj
-8 -
I 1
Group 3 i Group 1 Group 2 I Group 4
A ! ! A
l ! ! l
e O -
This is how this scheme can be presented in the table:
Call From Call To
Allowed group Unallowed Allowed radio |Unallowed Dispatcher
group radio
Unallowed radio |allowed Not allowed allowed Not allowed Not allowed
Allowed radio allowed Not allowed allowed allowed allowed
Dispatcher allowed Not allowed allowed Not allowed allowed

Note: When adding allowed radios make sure that the same radios are specified in Radioserver > Limit Radios

to Service. Otherwise, the radios not registered in both lists will be regarded as unallowed.

Upwards and downwards arrows are used for changing the order of head elements in the list. This order will be
applied in SmartPTT Dispatcher, if this profile is used.

In the central list you can select all the elements which are to be controlled by the operator with this profile. If
there is more than one operator on the same channel, set unique ID for each operator. This will allow radio
subscribers to make private calls to particular operators, dialing the specified ID.

In Capacity Plus and Linked Capacity Plus configurations based on NAI protocol, when using control stations
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reserved for dispatcher private calls, a new parameter Reserved Control Station appears and the ID value

matches the reserved control station ID automatically:

=8 Radio Server Profile
----- :?, Licenses
g Radio Network Services MName Profile 1

[ Add-on Modules

_____ lﬂ‘:'-\ Cantrol Stations Limit Radios to Service

- g IP Site: Connect Networks [ Enabled
g Capacity Plus Systems Example: 1-95, 150
g Connect Plus Alowed radio 10's

-y Radio Activity Networks

-y NAl Systems [ Expand Al ] [ Collapse Al l # Ur

-4y SIP/RTF Interfaces

----- B9 SmantPTT Radioservers [=)-|%| MAI- Linked Capacity Plus 1 - Slat 1
= ,ﬁg, Profiles ~|¥| Reserved Control Station: Control Station 1
...... y 1§ Profile 1 ~[¥11D; 100
----- &5 Subscriber Groups -[¥| Private Calls between Subscribers
Ea--tﬂ Metadata =8 . Radio Metwork Services

Private Calls between Subscribers, if enabled, allows the dispatcher to hear private calls among radio
subscribers, read their messages. This feature is available for networks with direct connection to repeater, e.g., IP
Site Connect, Capacity Plus.

To allow the dispatcher to make an all or group call, select the corresponding check box. To allow the dispatcher
to use senvices like ARS, GPS, TMS, telemetry, select the corresponding check boxes.

Save changes and restart the server to apply the new profile.

Note: Profile assignment is carried out in the dispatch console under Settings > Radioservers.

2.3 Subscriber Groups

Subscriber groups are used in many places, for example, to organize dynamic bridging of private calls, or to

control telephone calls, or to set different location update intervals.
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To add subscriber groups, click Subscriber Groups in the setting tree of SmartPTT Radioserver Configurator

window. At that, Subscriber Groups window is displayed on the right.

=8 Radio Server

] Subscriber Groups
[ # Radio Metwork Services
e ‘-;x Add-on Modles Sample List of Subscribers for Group: 1.5.10-20
----- Control Stations
Connect Plus
Radio Activity MNetworks [ Add ] [ Remove ]
MNAI Metworks
_____ ¥ SmatPTT Radioservers Group Name Subscribers
[ ﬂ Profiles 1230
----- Subscrber Groups ]
----- g MuttiGroups Drivers_Group 2 122132
[3..@ Metadata Operators 100-107

Group Name — subscriber group name.

Subscriber IDs — the list of radio IDs, which will be included in the created group.

Dynamic routing is configured in SmartPTT Dispatcher in the Route window.

Route Number
Source Control Station Route Type Destination Control Station
Automatically Dynamic v | Automatically
Subscriber Group
-Enginﬂers Group 1 | "’]
| ok | [ cancel
b EEY

Select Dynamic in the Route Type list. Select the group in Subscriber Group list.

Note: Routing configuration is described in details in SmartPTT Dispatcher help (Bridging).

2.4 Metadata

To provide several dispatch consoles with one consistent list of subscribers it was decided to keep subscriber
metadata, e.g., radio ID, radio subscriber name, and whether it supports GPS or not. This data appears in
SmartPTT Dispatcher automatically as soon as the radioserver is up and running. This refers only to online radios.

If a radio is offline and is added to the Subscribers list, it won't appear in SmartPTT Dispatcher.
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To create the database for subscribers metadata, select Metadata in SmartPTT Radioserver Configurator:

=8 Radio Server

Metadata
- Radio MNetwork Services
Ea---‘l\_:_. Add-on Modules Active
----- &> Control Stations .
ﬁ Connect Plus Creating Metadata D atabaze
-~y Radio Activity Networks Server Mame: |IncalhnstH5QLEHpress |
ﬁ MAI Networks
----- E SmartPTT Radioservers Databasze Mame: |Metadata |
Eg--jﬂ;g, Profiles
----- &5 Subscrber Groups [ Create New D atabaze
----- & MuttiGroups
= W Authorization Mode: |'W'indu:uws MT Authorization w |

1+ Subscribers

w81 Automatic Databass Backup Lagin: | |

Pagzword: | |

[ Check Connection

Restaring D atabasze Backup

LI

Restore Databasze

Type in the Server Name and the Database Name fields, and click Create New Database. If creation is
successful, a message about successful database creation is displayed. If a database is not created, the cause

of failure will be displayed at the bottom of the window.

Note: For the database server installed together with the radioserver enter the name using the following format:

Name of computenSQLExpress (for example, MYCOMP\SQLEXxpress).

Select Authorization Mode between the two:

SQL Server Authorization — you must have the login name and password of the account with SQL server
access.

Windows NT Authorization — the user who has logged into the Windows system, must be listed in the SQL
sener’s list of users to make connection.

Click Check Connection. In case of successful authorization the message "The connection is established
successfully!" is displayed. If authorization fails, the cause will be displayed at the bottom of the window.

To restore the database from the backup folder, select the required database backup file in Restoring Database

Backup and click Restore Database.
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Note: To set up the auto backup of the database, go to the Automatic Database Backup window.

2.4.1 Subscribers

To add subscriber metadata, select Subscribers:

144

=8 Radio Server
[ Radio Network Services
-4 .+ Add-on Modules
..... ‘E - Control Stations
g Connect Plus
ﬁ Radio Activity Metworks
ﬁ MNAI Metworls
..... F9 SmartPTT Radioservers
-, Profiles
..... {'é Subscriber Groups
..... & MuttiGroups
E‘"E]j Metadata
----- ¥ S ubscribers
Ldr3 Automatic Database Backup

Subscribers

IC Input Format
) |P address

) Cal +Radio D

[ Add ] [ Remove

Subscrber Name

12.0.0.100 Subszcriber 100
120010 Subszcriber 101
1200102 Subszcriber 102

ID Input Format — allows you to select the radio ID format to use.

P

[iy]

® & O

To add a radio to the list, click on Add. At that, a window for entering the radio ID opens up. The ID format

depends on the selection in the ID Input Format section. In the Subscriber Name column enter the name of the

added radio subscriber. In the GPS column select whether the radio supports GPS.

To delete the radio subscriber from the database, select it in the list and click on Remove.

Click Save to keep changes and restart the radioserver to see the newly added radio subscribers in the dispatch

console.

2.4.2 Automatic Database Backup

Backing up data on a regular basis helps to protect it from being erased in case of the server hardware or software

failure. SmartPTT Radioserver Configurator allows user to back up the metadata database automatically.
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In order to set up automatic backup schedule of the metadata, select Automatic Database Backup under

Metadata in the setting tree of SmartPTT Radioserver Configurator.

=8 Radio Server

Automatic Database Backup
-4 Radio Network Services

-4 L Add-on Maodules Active
----- ‘E: - Control Stations Backup Folder
g Connect Flus E] |E:\D|:uc:uments and SettingstShmelevaMEYPatiouii cromB ackup
-y Radio Activity Networks Backup Settings
g MAI Netwarks
----- FN SmartPTT Radioservers ) Daily
Eg--ﬂ Profiles
----- &5 Subscriber Groups O weskly
----- &8 MuttiGroups
a-{ﬂ Metadata
L Subscribers =
{EZ“.} .I'I-'I.I_Jtl:lrl'l-fltil:: [:l .E|t-E||:|E|:E:E= EIEII::l‘i_LJFI @ MDI"IthL',' HEFIEEI': Dn da'lrl Df I'ﬂl:lr'lth

with interval month

Tirne: 1500 %

Backup Period

Start D ate: 09/01/2014 b

{¥) Mo End Date

Active — select the check box to enable the ability to create database backups in the automatic mode.
Backup Folder — full path to the file for saving the database backup.
Backup Settings — schedule for creating the current database backup:
e Daily — every fixed day at the specified time (for example, every day, every third day at 9:00 a.m.).
e Weekly — every fixed day of the week at the specified time (for example, every Monday, Wednesday and
Friday at 11:00 p.m.).
e Monthly — once a month on the fixed day of the selected month and at the specified time.

Backup Period — allows you to set time period when automatic database backup is to be made according to the

selected backup settings.

Note: The number of stored backup files in the same folder is limited to 3. Otherwise, when creating a new copy,

the old files are deleted.

2.5 Rules

SmartPTT Radioserver allows setting rules to perform automatic actions (playback sounds, send messages, play
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predefined wice notifications) based on conditions specified in the Rules tab in SmartPTT Radioserver
Configurator.

To set up rules, open the Rules tab in SmartPTT Radioserver Configurator.

@ Events on radios i) Everts on Dispatcher

‘gl Add [ Modify % Delete |
Active Name

Events on radios — allows to specify conditions for rules related to the subscriber radios.

Events on Dispatcher — allows to specify conditions for rules related to SmartPTT Dispatcher.
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To create a new rule for events on radios, click Events on radios and then click Add. To change the existing rule,

click Modify or double-click on the rule name in the list of rules.

Rule

Conditions

Additional Information:
Control Station:
Talkgroup:
Subscriber:

Status:

Duration:

Actions

Play Sound:

Send Message:

Send To:
@ Subscrber

(71 Talkgroup

Start Voice Motification:

Stop Cumrent Voice
Maotification:

MName:

Active:
Diirection:
Event Type:
Date:

- T e R WD SRR, w— e )

Rule 1
(]

[ Equals - ] [ Incoming

*)

[Equals - ] [.Pv.lam'l

-l

- -

O OOoOOOoOoOd

Alam
Example: 1-339, 150
1-20
1 F

T

[7] Send Message To Initigtor

[
[ [Any

Save

| [ cance

Name — any name of the rule.

Active — if selected, the rule will be used in the system.

Conditions define criteria of the rule.

Condition name

Operation

Value

Direction

Equals

Incoming, Outgoing
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Condition name Operation Value

Event Type Equals, Not Equals ARS, Call, Message, Telemetry,

Alarm, Status, Block

Date In Interval Period of time

Additional Information Equals, Contains Type event additional information,
e. g. text messages, titles and

description of tasks, talkers from|

a group call.
Control Station Equals, Contains Control station name
Subscriber Equals, Not Equals Subscriber ID
Talkgroup Equals, Contains Talkgroup name
Status Equals, Not Equals Status from the list of statuses
Duration Equals, Not Equals, Greater, Greater than onDuration of time (seconds)

Equal, Less, Less than or Equal, In Interval
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To create a new rule for events on SmartPTT Dispatcher, click Events on Dispatcher and then click Add. To

change the existing rule, click Modify or double-click on the rule name in the list of rules.

B )

Mame: Rule 2
Active:

Conditions

Connection to Radioserver: [Lust - Timeout (s):

Actions
Play Sound: [

Send Message: Connection lost
Send To:

Example: 1-99, 150
@ Subscrber 214

Start Voice Motification: [

Stop Cument Voice
Motification: 1 [Any

Connection to Radioserver — if Lost is selected, the system performs predefined actions when the connection
between SmartPTT Radioserver and the last dispatch console is terminated. If Restored is selected, the system
performs predefined actions when the first dispatch console connects SmartPTT Radioserver.

Timeout (s) — time period in seconds, after which the SmartPTT Radioserver performs actions defined under the
Actions area.

Under Actions you can define actions, which the system will perform when the rule conditions are fulfilled:

e Play Sound — when selected, you can specify the path to the folder with the audio file to play, and select
a subscriber or a talkgroup to who you want it to be sent. Supported audio file format is WAV.

e Send Message — when selected, there is a field for short text messages, options defining text message
recipients (Subscriber or Talkgroup, specified by ID and Channel), and the Send Message to Initiator
option.

Note: The Send Message to Initiator option is available only for Events on radios.
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e Start Voice Notification — when selected, you can specify the notification to play (to learn how to create
a wice notification, see Voice Notifications). If the rule conditions were fulfilled at the moment when the
operator played a wice notification, the wice notification specified in the rule actions won't play. To awoid
this, select Stop Current Voice Notification. You can also specify which notification must be stopped.

2.6 Activity

The Activity tab displays events going on the radio network. Mostly, it is used for debugging purposes, but it can
be useful for Administrators too.

To open Activity, click in the Activity tab in SmartPTT Radioserver Configurator.

Activity
Auta Scroll

Fitter
Registration (ARS) Locations {GPS) Calls {Call)
Messages (TMS) Telemetry (Tel) Cther [Other) Al Events
Diate/ Time Type Control Station Evert

2/6/201412:26:38 .. | Cther IP Site Connect 1- Slot 1 Connected

2/6/2014 12:26:38 ... | Other IP Site Connect 1- Slot 2 Connected

2/6/201412:28:35 ... | Cther IP Site Connect 1 - Slot 1 Disconnected

2/6/201412:28:35 .. | Cther IP Site Connect 1- Slot 2 Disconnected

2/6/201412:29:07 ... | Cther Control Station 1 Connected

There are six types of monitored events:

—

. Registration
2. Messages
3. Location
4. Telemetry
5. Calls
6. Other (includes connection or disconnection of slots or control stations)
Select an event to monitor it.
Date/Time — date and time of the event.
Type — one of the six event types.
Control Station — source of the event.
Event — short description of the event and its status.

Auto Scroll — by default the list of monitored events scrolls down to the latest recording. If you want to switch off
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the automatic scrolling, unselect this option.

The Clear Event Log button deletes all the records of the registered events and cleans the log.

2.7 Client List

The Client List tab shows the list of dispatch consoles connected to the radioserver.

To open the Client List, click in the Client List tab.

Client List
Client Name Address Connect Time Profile
d 152.168.0. 224:53823 572013 11:26:30 AM

To connect the dispatch console to the radioserver, go to the Settings > Radioservers in SmartPTT Dispatcher
and select the radioserver to which you want to be connected. At that, in the Client List tab of SmartPTT
Radioserver Configurator the connected dispatch console will show up.

Client Name — name of the dispatch console. It is always a "Dispatcher".

Address — the IP address of the dispatch console.

Connect Time — time of the last session.

Profile — assigned profile to the dispatcher.

Note: Profiles are assigned in SmartPTT Dispatcher under Settings > Radioservers. For more information about

profiles see Profiles in the Help document.
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2.8 Network Configuration

In the Network Configuration tab you can set up elements of the networks used in the system. The added
elements will be displayed in the Topology tab of SmartPTT Dispatcher. You can also set up sending of alarm

notifications to predefined addresses.

| Settings | Rules | Activity | Ciient List | Network Corfiguration | Log | Export/Import Settings | Statistics
-my IP Site Connect Networks

g Capacity Plus Systems

Hetwork Monitoring

- NAl Systems [ Update Topology [ EpandAl | [ Colapseal

[=+ NAIl - IP Site Connect 1
I“ SmartPTT Radioserver B- Lt:mdon

1" Repeater 2 SmatPTT Radioserver
4= UPS i Repeater 2

...... & Fouter UPS

Note: This tab is available only if there is a license for monitoring. If you hawe it, make sure you have selected the
Active check box in the Monitoring window.

To add elements of the network, select the network in the list. The supported network elements include:
repeaters, routers, UPS and location. To add devices, open the context menu by right-clicking on the existing

network. The context menu contains the following options:

e Add Repeater
e Add Device

e Add Location

To delete the created object, right-click on the object and then select Remove Repeater, Remove Device or

Remove Location respectively.

Note: Radioservers are added automatically with the name Server.

Adding Repeater
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To add a repeater, select the Add Repeater option in the context menu. At that, the window for setting up

repeater parameters will open.

| Settings I Rules I Activity I Cliert List | Network Corfiguration | Log I Export/Import Settings I Statistics|

-y IF Site Connect Networks

H Connect Plus

g Radio Activity Metworks
ag MAl Systems
E|h- NAI - IP Site Connect 1
Bﬁ London
-1 SmatPTT Radiossn

4= UPS

Repeater
Radio 1D 2 =
Mame Repeater 2
Description

SNMP Parameters

Community Community 1|

ID — unique identifier of the repeater.

Name - any random name of the repeater. The name will be used in the Topology tab in SmartPTT Dispatcher. If

the name is not set, the name from the repeater codeplug will be displayed.

Description — random description of the repeater.

SNMP Parameters — here you can set up the community name, which is used as a password for the external

SNMP client to connect to the repeater.
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In the Alarm Notifications tab you can set up automatic notification of alarms or errors occurred in the repeater.

You can hawe the notifications sent to your email address, to your cell phone, to an SNMP client or to radio

subscribers.

Adding UPS and Routers

The supported devices include a router and an uninterruptible power supply (UPS). To add a device, select the

Add Device option in the context menu. At that, the following window will open.

| Settings | Rules | Activity | Ciient List | Network Corfiguration | Log | Export/import Settings | Statistics |
#-mg |F Site Connect Networks

ﬁ Capacity Flus Systems

ﬁ Connect Plus General | Alamm Motifications

.-y Padio Activity Networks

Device

Sl NAI Systems Type |Cisco2900 M
E‘h‘ I\..IAI - IP Site Connect 1 Name Router 2500
Elé London
..... 1" SmatPTT Radiosan Diescription
- 1" Repeater 2
42 UPS
N ot =
i Router Interface [192.168.37.170 »| ot 162 :
|P-address 152.168.36.21 Port 161 =
SHNMP Version W1 -
Community Community2500

Response Timeout, 5 3

Palling Interval, s 30

Edemal Community Ext_Community 2500|

[ Check Connection

Type — device type. There are the following devices to choose from:

e Cisco2900 (router)
e Eaton9130 (UPS)
e UPS ATS-Convers

e Unknown (for devices other than Cisco2900, Eaton9130 and UPS ATS-Convers)

Name — random name of the device which is displayed in Topology in SmartPTT Dispatcher.
Description — random description of the device.

Interface — the radioserver IP address used for interacting with the device.
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IP address — device IP address.

SNMP version — version of SNMP protocol used in the system. There are two options: versions 1 and 2 (V1 and
V2).

Community — community name, which is used as password to locally connect to the device over SNMP protocol.
Response Timeout, sec — time during which the server expects a response from the device. The maximum value
is 10 sec.

Polling Interval, sec — time period at the end of which the radioserer sends a request to the device. The default
value is 30 sec.

External Community — special community name which is used as password to connect to the device via
external SNMP client.

Check Connection — checks if there is a connection to the device. At clicking the button a new window with the
information on the connection status opens.

To set up the automatic alarm notifications from the device, go to the Alarm Notifications tab.

Adding Location

If there are many repeaters and devices, they can be grouped by location. In LCP systems a location represents a
site (you can define Site ID). In Connect Plus systems a location can be used for added XRC controller. To add a

location, select the Add Location option in the context menu. At that, the following window will open.

| Settings | Rules | Activity | Client List | Network Corfiguration | Log | Export/Import Settings | Statistics |
#-mgg |P Site Connect Networks

Location

ﬁ Connect Plus

gy Radio Activity Networks

Elﬁ MAl Systems Diescription
=g MAl - IP Site Connect 1

5 [

b ‘[ SmantPTT Radioserver
..... 1" Repeater 2

Mame London

... Router 7900 Initial State [ Urfold

Name - any random name of the location. The name is displayed in the Topology tab in SmartPTT Dispatcher.
Description — random description of the location which is displayed in the Topology tab in SmartPTT Dispatcher

when hovering the mouse pointer over the object.
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Initial State — defines how the location object is to be displayed in the Topology tab in SmartPTT Dispatcher. If
the check box is selected, all the devices and repeaters allocated to the location will be displayed by default. If
the check box is not selected, the devices won’'t be seen inside the location by default. In this case, to see the
devices, you will need to click on the location object in the Topology tab.

To add or remove a device or repeater from the location, simply drag it to another place.

Note: When deleting a location with devices and repeaters allocated to it, all the devices will be deleted together

with the location.

You can upload the network elements, instead of adding them manually. To do it, click Update Topology. At

that, a pop-up window will open and the update process will start:

rE Topology Upd_ate‘ “ Lglﬂgw
T s ]
Updating: 2/3 |

Changes [¥] Remove missingpeers  [¥] Update names

I Site Feer ID' Change Type
1] 5 SmatPTT added Cancel

_ 1002 Mame change Repeater Tomsk 1-=Repeater 1 |

| cancelm || ok |

L -

Stop — interrupts the ongoing update process. All the changes that were made prior interruption—these you can
see in the Changes table—will be applied after clicking OK.

Remove missing peers — checks if there are any missing peers to exclude them from network topology.
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The Changes table shows all the changes made during the update process. You can discard changes by

clicking Cancel. To discard all changes, click Cancel All. To apply the changes, click OK.

Alarm Notifications

SmartPTT can notify radio and telephone subscribers, and other users about errors or other malfunctions occurred

on devices used in the system. To set up automatic alarm notifications, click Alarm Notifications in the

Network Monitoring window:

|5d1‘_ngs|Hjjes Immlmuﬁ| Metwork Corfiguration |Log

| Export/import Settings | Statistics |

- IP Site Connect Metworks
.y Capacity Plus Systems
Connect Plus
Radio Activity Networks

El-jug MAI Systems

B

et '[ Repeater 2
g.g UPsS
ﬁ‘_;, Router 2500

'[ SmartPTT Radioserver

Network Monitoring

Alam Motifications

| »

Alams

SelectAl ||  ResstAl |

[¥] TAlam

FocAlarm

[¥] TempAlam

[¥] AcPowerAlam

FanAlam
PaEepromCormuption Type1
PaEepromComuption Type2
PaEepromCormuption Type3
ExciterEepromComuption Type 1
BxciterEepromComuption Type2

3

m

Receivers

m

Type Receiver

SM5 +441234567850

SNMP 186.163.45.26:162.V1;public

Message (radio =... |89, 2525, 4001-4005

Select all the alarms you want to be notified about. Then create the list of notifications receivers. To do it, click

Message falkagro... | IP Site Connect_170 - Slat 2_170; Group1

Add. There are seweral types of receivers: individual radio subscribers, talkgroups, telephone subscribers, email

users, SNMP clients.

The alarm notifications set in the Network Monitoring tab are applied to all elements of the radio network, but

you can change them for each element of the network.
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2.9 Log

The Log tab was designed to give information about the radio senice system events. Mostly it is used for
debugging purposes.

To see the log of the radio senice, open the Log tab.

Log
Radio Service Information

Time: 07052013 05:42:34 000 B
Comment: Cliert connected (ip=192.168.0. 224 name=[ucnemep.id=3c45cf Se-leab-4425-b2595-cc96a084935d voipport =
18501 sessionid=1ad 8b 0df-db 21-48b 3-b 76342 Ted 7163a5).

»

Radio Service Information

Time: 07.05.2013 05:45:27.000

Commert: Cliert disconnected (p=152 168 0224 name=[wcnetuep id=3c45cf Se-leab-44e 50 255-0c96a084535d voippart =
18501 sessionid=1ad8b0df-db21-48b 3-b 7634 Fed T163a5H).

Radio Service Information

Time: 07.05.2013 09:49.27.000

Commert: Service stopped.

Radio Service Information

Time: 07.05.2013 11:26:23.000

Comment: Manitoring database update successfully complete

Radio Service Waming

Time: 07052013 11:26:26 000 =
Type: Waming

Source: RepeaterConnection

Text: System.Met. Sockets. Socket Bxception ((&0004005): 3107 00T HEM3BECTEH

at System.Met.Dns GetAddrinfo(String name)

at System.Met.Dns. IntemalGet Host ByMame(String hostMame, Boolean includelPvE)
at System . Met.Ons. GetHost Addresses(Sting hostMNameOrAddress)

at Fepeaters [P SiteConnect Service BwF DATKImb oy XhPeARIDbject )

at Repeaters P SiteConnectService. .ctor{l P SteConnect Settings settings)

2.10 Export/import Settings

SmartPTT Radioserver allows exporting configuration settings and database from one radioserver and importing
them into another. Thus, the process of setting up new radioserver(s) with similar configuration settings becomes

much easier and quicker.
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How to Export or Import Settings

To export or import the radioserver settings or/and the database, click Export/Import Settings.

Export/Import Settings |

Expart
Save Export File As:
Browse

Settings
[7] Export Radioserver Database

Export

Impart

Choose File to Import:
Browse

Settings
[ Import Radioserver Database
Ovemide Settings
@ Keep Server GUID
o Al

Import

Note: Before exporting or importing the radioserver configuration settings and the database, stop the serer.

Otherwise, the buttons Browse, Export and Import will be unavailable.

Exporting the Settings and/or the Database
To export the settings and/or the database of the radioserver, take the following steps:

1. Stop the radioserver.

2. Select the file where you want the settings to be exported by entering the path to the file in the Save
Export File As field or by clicking Browse.

3. Select Export Radioserver Database if you want the database to be exported too.

4. Click Export.

Note: You cannot export the radioserver database separately, i.e., without the settings.
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Importing the Settings and/or the Database
To import the settings and/or the database to the radioserver, take the following steps:

1. Stop the radioserver.
2. Select the file from where you want the settings to be imported by entering the path to the file in the
Choose File to Import field or by clicking Browse.
3. Select Import Radioserver Database if you want the database to be imported too.
4. Select the import mode:
1) Keep Server GUID — import mode when the server globally unique ID is left unchanged. After
importing, there are two servers with same configuration settings, but different globally unique
GUID’s.
2) All — import mode when all the server configuration settings, including the GUID, are replaced with
the imported values. After importing, there are two servers with absolutely identical settings and
GUID’s.

5. Click Import.

Note: After importing the radioserver settings with the option to override all the existing settings (All), it is

important to delete one of the two servers to awoid GUID conflict.

2.11 Statistics

The Statistics tab was designed to give you information on:

1. The total number of events taking place on the radioserver.
2. Free space of the used databases.

3. The size of the folder with audio recordings.
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To open the window click in the Statistics tab.

Statistics

Everts
Registration 244
Calls 931
Messages &1
Telemetry 0
Alams 0

Database

Cument Size

Maoe Size

Unlimited

F':-Euj
RadioServer_log.LDF | 576 Kb

Audio

Record Folder Size 35.1 Mb

204800 Gb
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