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Introduction 2

Installation & Configuration Guide

1.1 Introduction

Installation and configuration of the SmartPTT PLUS system is a complex task and comprises the following steps:

1. Installation and configuration of SmartPTT Radioserver.

2. SmartPTT Dispatcher installation and configuration.

3. Configuration of MOTOTRBO devices, e.g., radios and repeaters.

4. Configuration of MOTOTRBO tools: MOTOTRBO Network Interface Senice Configuration Utility and
MOTOTRBO DDMS Administrative Client (for networks based on the NAI protocol).

The system configuration depends on the network used and the devices available. In this document, you will learn

how to install and configure the system on the basis of Linked Capacity Plus (LCP) and Connect Plus networks

consisting of 3 sites.

1.2 SmartPTT Software Installation

1. After downloading SmartPTT PLUS distribution kit, unpack it to a separate folder.

[=[@][=]
@@vl . ¢ SmartPTT CD Framework d Plus » SmartPTT » - |4, | | Search SmantPTT 0o |
Organize « 7 Open Include in library « Share with = Mew folder ==« [ @
v Favorites MNarne Date modified Type Size
BE Desktop . AutoPlay 17.01.201317:34 File folder
4 Downloads L w64 17.01.201317:34 File folder
5 Recent Places ) autorun.exe 13.09.2006 9:32 Application 2344 KB
4k | autorun.inf 07.10.200913:20 Setup Information 1KB
s Libraries 7] SmartPTT Installation Guide.pdf 0512.2012 10:47 PDF File 61 KB
@ Documents

2. Run autorun.exe.
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BN )

) SmartPTT

@
@ SmartPTT

About SmartPTT

Install SmartPTT
Dispatcher

Install SmartPTT
Radioserver

Contact us www.smartptt.com

3. Install SmartPTT Radiosener first and then SmartPTT Dispatcher. For both installation processes the setup

wizard will be used.

InstallShield Wizard

Preparing to Install...

InstallShield Wizard Setup is preparing the InstallShield
‘Wizard, which will guide vou through the program setup
process, Please wait,

Extracting: SmartPTT Plus Radioserver.msi

[--- ]

Cahcel
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4. Follow the steps of the setup wizard.

Note: When installing SmartPTT Radiosener, please remember that Microsoft SQL Server is used by SmartPTT

Radioserver to log network events. This feature is optional and turned off by default.

i SmartPTT Plus Radioserver - InstallShield Wizard

Custom Setup

Select the program features vou wank installed,

Click. on an icon in the lisk belov to change how a feature is installed,

{g B =ratFTT Ra o Feature Descripkion
X
=2-

SGQL2008 Express
Remote Assistance

This Feature requires 37MB on
wour hard drive.,

Install bo:
C:\Program FilesiSmartPTTiServer),
Installshield

[ Help ] [ Space ] [ < Back ][ Mext = ] [ Cancel ]
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SmartPTT Software Installation 5

Note: When installing SmartPTT Dispatcher, make sure you have SQL Server installed. If not, install SQL Express

together with the dispatcher console.

i SmartPTT Plus Dispatcher, - InstallShield Wizand

Custom Setup

Seleck the program features you want installed,

Click on an icon in the list below ko change how a Feature is installed.

Feature Description

SmartPTT Dispatcher
(=) v | SQL2008 Express
(=) | Remate Assistance

This feature requires 118ME on
wour hard drive,

Install to:

Ci\Program FilestamartPTThClient Test!,

[ Help ] [ Space ] [ < Back ” ek = ] [ Cancel ]

5. Once you hawe finished, close the installation window.

1.3 General SmartPTT Radioserver Configuration

General configuration includes parameters that are independent of the network type. To configure the general

settings of the radioserver open SmartPTT Radioserver Configurator.
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General SmartPTT Radioserver Configuration 6

1. Set up parameters of the radiosenver.

# SmartPTT Server Configuration - C:\Program Files\SmartPT ServeriRadioSenvice.exe.config

Settings |F|u|e& || tanitoring || Client List || Log || Export/import Settings || Stati&tic3|

SRS R adio Server Radio Server

-8 Radio Metwork Services

&, . Add-on Modules Narme

----- E . Contral Stations |F|au:|insewer |

Ej--ﬁ Connect Pluz

g Radio Activity Metwork s Interface Foil

g NAI Networks 192.168.37.13 v|[ems 2]

----- F SmartPTT Radioservers

EJ--% Prafiles Authentication

..... & Subseriber Groups |N|:| v|

----- 42 MuliGroups

E]--fj] Metadata Encryption
WolP Listen Port
Block Options (Kill Fadio v|

Redundant Server Settings

Server Role | Prirnary hd |
Frimary Server Address -
hastpart] |remotehost.8888 |

Connection Timeout, sec

Limit Fadios bo Service

[ Enabled Evample: 1-99.150
Allowed R adio Mumbers

Language Englizsh

| Service: Stopped Fluz 8.4.0.12160 ﬂ
?) o = I

e In the Name field specify the radioserver name. This name is used only in SmartPTT Radioserver

Configurator;

¢ In the Interface field and the Port field specify the IP address and port of the PC where the radiosener is
installed.

2. Enable radio network senvices, e.g., ARS, GPS and TMS support.
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e To enable ARS support, select the Active check box under ARS:

=-E8 Radio Server
=g Radio Network Services

.....

g GPS

..... l\.qh Telemetry

----- ©» Subscriber Blacklist
[-{--] Email Gateway

[ SMS Gateway

ARS
Active
Radio Inactivity Timeout, 5

Global Minimum Checl: Interval, ms
Usze Radio Check

e To enable GPS support, select the Active check box under GPS:

600

1000

E-#8 Radio Server
=-# Radio Network Services
..... ARS

- i [

..... (& Telemetry
----- '{) Subscriber Blacklist
[3...-_.j Email Gateway
i1-f SMIS Gateway
----- @ Filz Receive
- L Add-on Modules
..... { - Control Stations
Connect Plus
Radio Activity Networs
- MAl Networcs
..... F9 SmartPTT Radioservers
.ﬁ Profiles
----- &5 Subscriber Groups
..... k MultiGroups
[3.1]] Metadata

GPS
Active

Min Subscriber Location

Update Interval, sec 2

Get Subscrber Location for Following Groups:

Group Mame

Time Interval,

sec On/Off

[] Mlow Dispatchers to Amend Location Update Time Interval

e To enable text messaging senvice, select the Active check box under TMS:

=-#% Radio Server
=4 Radio Network Services
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SmartPTT Dispatcher Configuration 8

1.4 SmartPTT Dispatcher Configuration

In this topic you will learn how to configure general settings of the SmartPTT Dispatcher console. The general
configuration in the scope of the LCP or Connect Plus network implies that operators will be able to communicate
with radio subscribers and the radio subscribers will be able to communicate with each other.
The general configuration of the SmartPTT Dispatcher console includes the following steps:
1. License installation
2. Database creation
3. Radioserver configuration
4. Audio setting configuration
5. Registration of radio subscribers
The description of the steps is given below:
1. Expand the Settings menu in the Main Menu bar of the SmartPTT Dispatcher window and click Licenses.
Install the required license, which includes:
e SmartPTT PLUS license
¢ Additional Radiosenver license

e Subscriber license, which allows you to register radio subscribers

SmartPTT PLUS 8.6 Installation & Configuration Guide
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Cofgumtin X

Licensing

(@)
Specify License File Defining Available Functionality. 5 m err pw \_@

Owner: SmartPTT Demo (expires on 10-05-2014) i §
Install License

Contact:

Address;
License Key ID: FFB125FF
Update subscription expiration date 3/15/2015

Functicnality: SmartPTT Plus MNumber of Licenses: 1

License Type: Demo Expiration Date: 5/10/2014
Functionality: Additional Radioservers MNumber of Licenses: 2

License Type: Demo Expiration Date: 5/10/2014
Functicnality: Subscribers Number of Licenses: 20

License Type: Demo Expiration Date: 5/10/2014

b Iy

After uploading the license, click Finish to apply.
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2. Expand the Settings menu in the Main Menu bar of the SmartPTT Dispatcher window and click Database

Settings. In the opened window create the new database and then connect to it.

Configuration x

Database Connection
Setting up Connection to M5 SQL Server database

SmeartPTT

Database Server Name: | localhost\SQLExpress |

For Database Server installed locally at SmartPTT Dispatcher PC, Enter Name in Following Way:
Name of Computer\SQLExpress (for example: MYCOMP\SQLExpress)

Database Name: |SmartP'IT_1 |
To Create New Database, Enter Tts Name And Click "Create New Database" Button.

Authorization Mode:

Account Mame:

_f’!‘x. Database SmartPTT_1 successfully created!

—

Password:

To create a new database, fill in the Database Server Name and Database Name fields, and click Create New
Database. If creation was successful, a message about successful database creation is displayed. If the

database is not created, the reason will be displayed at the bottom of the window.

Note: For a database senver installed together with the SmartPTT dispatcher application enter the name using the

format: Name of PC\SQLExpress (for example, MYCOMP\SQLExpress).

To test connection with the database, choose Authorization Mode.

SQL Server Authorization — you must have the login and password of the account which has access to the
SQL senver.

Windows NT Authorization — the user who has logged into the Windows system, must be listed in the SQL
sener’s list of users to make connection.

Click Check Connection. In case of successful authorization the message "Connection is established

successfully!" is displayed. If authorization fails, the cause of the failure will appear at the bottom of the window.

SmartPTT PLUS 8.6 Installation & Configuration Guide
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3. In the Settings menu click Radioservers to add the radioserver and configure it properly.

Configuration

Radioservers

Radioservers controlled by Dispatcher Console

SmartPTT ()

4+ add  # Edit = Delete

Server Name | Address

Login Active -

Click Add to open the window for adding radioservers to the list.

Server Settings

General

Active

Mame Radime.wer

Address | 152.168.37.13 Port | 8888
Proxy Proxy Port
Login
Password
Operatar | Profile Mame | -
Administrator [ | v]
-

oK || Cancel

SmartPTT PLUS 8.6
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SmartPTT Dispatcher Configuration 12

Enter the name of the radioserer in the Name field. The name will be displayed in the SmartPTT Dispatcher
console.

In the Address and Port fields enter the radioserver IP address and port number to connect with the dispatcher.
To find out the radioserver IP run the ipconfig command on the PC where the radioserver is installed. The default
radioserver port number is 8888.

Select the Active check box to enable the radioserver.

For more information about the radioserver settings see Help in the SmartPTT Dispatcher application.

SmartPTT PLUS 8.6 Installation & Configuration Guide
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4. Audio setting configuration is required to give the operator the ability to communicate with the radio
subscribers. Expand the Settings menu in the Main Menu bar of the SmartPTT Dispatcher window and click

Sound.

Sound Settings

Audio devices and VolP settings 5 m d r 1- PTT

General Settings | Audio Output Devices | Other Settings |

— Audio Input
Device | Microphene (2- USB audio CODEC) v
Input Line [ﬁ.udio | v]
Moise Reduction |Disabled 4
AudionputTest | Record.| |  Check || = Save |
— Audio Output

Drevice [[)Eﬁ,uu | - ] Check

—WolF Parameters

Codec [ CCITT u-Law | -r]

Codec Format [ 2000 Hz. 20 ms. 64 (86) kbos | - ]

VoIP Port | 18501

Cancel | [ Finish

e /

Audio Input — audio device to which the microphone is connected.

Input Line — audio mixer line used to connect a microphone.

Audio Output — audio device to which headsets or speakers are connected.
Codec — audio stream compression method.

Bitrate — audio stream sampling frequency.

VolIP Port — audio stream receive port.

SmartPTT PLUS 8.6 Installation & Configuration Guide
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Specifications of the codec format 8000 Hz, 20 ms, 64 (89) kbps:

8000Hz — the sampling rate.
20 ms — the frame size.
64 kbps — the wice data bit rate.

89 kbps — a full bit rate (required network bandwidth).

For more information see Help in the SmartPTT Dispatcher application.

14

5. Register radio subscribers. Unregistered radio subscribers are displayed in italics in the Online Subscribers

window and are not recorded into the database.

Note: You can register radio subscribers only after all the necessary software and hardware settings, described in

this guide, were set.

- B Radioserver »
- o Slot1 PTT »

I ——
[ H 120022 ] { Empty ) PTT >»
- o Slot2 PTT >»
B Paul L] (Empty ) PTT >»

SmartPTT PLUS 8.6
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SmartPTT Dispatcher Configuration 15

To register the radio subscriber, right-click on the radio subscriber, enter the name and click Save.

General Location | Custom

P 120022 |
mocD|  |sTonem| |
Name | Mike |

[Select | [x] Status [iempty) |~
RARCIRETA

Lone Worker [SE::urit_l.f | v ]

| sae | | cancel |

1.5 Connect Plus

SmartPTT PLUS supports Connect Plus multi-site trunking system, which starting from version 8.5 can be used
not only for ARS (i.e., Presence Notification senice), TMS and GPS functionality, but also for woice
communication between the dispatcher and radio subscribers.

Connect Plus network can include up to 15 repeaters (29 channels + 1 control channel) on each site. Each site
must have at least one XRC Controller. It is the core of the Connect Plus network and its presence on each site is
obligatory. The XRC Controller provides central call processing and real-time resource management for
MOTOTRBO Connect Plus digital trunking systems. There can be two XRC Controllers per site if one of them
serves as backup to the primary XRC. The secondary controller provides backup capability, but it does not
increase the number of repeaters and calls that can be managed per site.

XRT Gateways are required for voice communication and call event monitoring. MOTOTRBO Connect Plus multi-
site trunking network provides extended load capacity and provides digital communication to as many as 2,900
users per site.

For more information about the XRC and XRT see MOTOTRBO Connect Plus System Planner.

SmartPTT PLUS 8.6 Installation & Configuration Guide
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The Connect Plus network configuration includes the following stages:

1. Setting up MOTOTRBO equipment configuration parameters: XRT Gateway, XRC Controllers, repeaters,

radios.

2. Setting up SmartPTT Radioserver parameters to operate with Connect Plus network.
The goal of this document is to help system administrators configure SmartPTT Radioserver parameters to
operate in the Connect Plus network. Therefore, the document contains detailed information on SmartPTT
Radioserver settings, specific to this network type, XRC Controller and XRT Gateway settings that are necessary
for the operation with SmartPTT Radioserver, and some settings of MOTOTRBO radios, which we think must be
cowvered. For detailed description of MOTOTRBO equipment settings see MOTOTRBO Connect Plus System

Planner.

1.5.1 MOTOTRBO Equipment Programming

To program MOTOTRBO equipment you will need special MOTOTRBO configuraton software:
e MOTOTRBO Customer Programming Software (CPS);
¢ MOTOTRBO Connect Plus XRC Network Manager for XRC Controller configuration;
e MOTOTRBO Connect Plus XRT Network Manager for XRT Gateway configuration;

e MOTOTRBO Connect Plus Option Board CPS for radio option board configuration

Note: Make sure you that firmware versions for all MOTOTRBO equipment used in one network are compatible.

SmartPTT PLUS 8.6 Installation & Configuration Guide
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MOTOTRBO XRC Controller and XRT Gateway

The scheme below shows the sample Connect Plus network.

s
IP netwark — u
SmartPTT SmartPTT
Radioserver Dispatcher
IP IP N
Site 3 .
Site 1 / \
) IP network l"'l
P \ P |
Repeater ID=1 P o \\ Repeater ID=1 /
_ 1 -H‘Q\ /
Repeater ID=2 - Site 2 4 Repeater D=2 /
\\ e
/ \\.\:""“ﬂ-____ ___,ﬂ-r""" g
f ||
II'L IP Repeater D=1 |.'I

\ Repeater ID=2 /

\ Repeater ID=3 Iy

— e

In this network there is only one XRT Gateway in the network system, and one XRC Controller per site. The
number of repeaters per site can be different. In this case there are two and three repeaters on site.

The XRT Gateway joins the MOTOTRBO Connect Plus system as another multi-site XRC Controller peer. It
creates a pathway between the radios on a Connect Plus system and the third party application, in our case it is
SmartPTT Radioserver.

The XRC Controller controls up to 15 MOTOTRBO repeaters per trunked site. Because this is an IP interface, the

XRC Controller and its connected repeaters could theoretically be in different locations. However, due to the time

SmartPTT PLUS 8.6 Installation & Configuration Guide
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sensitive nature of the messaging between the controller and the repeaters, the XRC Controller and its trunked
repeaters must be at the same physical location and connected to the same Ethernet switch. The XRC Controller
can control up to 30 digital channels (timeslots) per Connect Plus site. One of these timeslots must be dedicated
for Control Channel signaling. All other timeslots are used by the controller for call assignment.

In this article we will focus mainly on the most critical parameters of the XRC Controller and XRT Gateway, which
are required for operation with SmartPTT Radioserver. Other information on the XRC Controller configuration can be
found in MOTOTRBO Connect Plus System Planner.

1. In our example we have a multisite networking, therefore each XRC Controller must be enabled for multisite

operation.

2. Make sure the Pool IDs field in SmartPTT Radioserver Configurator matches the Pool ID field in XRT Gateway

settings.
Settings ‘ Fules | Monitaring | Client List | Metwark Configuration | Log E=part/lmpart Settings | Statistics Site Confil
= B9 Radio Server XRT Gateway Canfiguration
® Radio Metwark Services =
| Add-on Modules Actrve Critical 5ettings =
% Control Stations Mame ‘XHT |
G
= g Enng;zlc?tspluﬂ WARMING: Changes to this section will require a reboot of
. #RT 3000
o 45 RC Controler Gateway AddiessPort | 192.168.7.122:10001 |
= XHCT—S;:E1 Site Configuration
i h %C aSilgr;uDs Faool IDs \15000001 -1B000010 ‘ | Local Site D =
iy L3
k Talkgraups Cornect Plus Netwark D 238
g h AC_Site 3 Usemame ‘usemame'l \ ‘
& Talkgroups Netwark Canfi i
o iguration
= '“E* ﬁ” Bateways Password |passwn|d1 \ | Multizite UDP Start Port 46000
Talk Paths b ax Mulisite Ports 32
g’ Radio Activity Metwarks L
H M Metwarks Multisite Ping It 2500 . 3
F& 'S:m?‘rtPTT Radioservers T Time-Out Timer, sec 60 v Multisite Cartrol Port 45000
1ofiles
&5 Subscriber Goups Group Call Hang Time. ms 4000 E Client TCP Port 10001
k MultiGroups X
{1 Metadata Private Call Hang Time, ms 000 e Client UDP Start Port 7700
N
Emergency Call Hang Time, ms 2000 E MNTP Corfiguration
] NTP Server
MNTP Server Addiess
MTP Update Interval E0000 ms.
Pool 1D Configuration i
Poal ID 16000001-16000010
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3. Make sure that there is a user record for every pool ID in XRC Controller configuration:

Disconnect  Site Dashboard (Oper)  Settings  Site Control  Real Time Display  Metwork  Alertsf8larms  Logs  Windows  User  Group  Multigroup  Help

ﬁ-ﬁ ﬁ m H|>< |aﬁ|8earchl:lclear

Fecord Type |] Friority Statuz Serial Mumber Multigroup 1D Mates
Enabled
User 102 Disp 102 g Enabled 037TMLva01 1000
Uszer 2m 2m g Enabled 037 TMLY 348 1000
User 202 202 g Enabled O37THLY343 1000
User 403 403 g Enabled 037TMT 1829 1000
User 16000001 HRTClient g Enabled 1000
User 16000002 HRTClient i Enabled 1000
User 16000003 HRTClient g Enabled 1000
User 16000004 HRTClient g Enabled 1000
User 16000005 HRTClient g Enabled 1000
User 16000006 HRTClient g Enabled 1000
User 16000007 HRTClient g Enabled 1000
User 16000008 HRTClient g Enabled 1000
User 16000003 HRTClient g Enabled 1000
User 16000010 HRTClient g Enabled 1000
Group 100 Group 1 g Enabled
Group 1002 Group 2 8 Enabled
Group 1003 Group 3 8 Enabled
bultigroup 1000 1000 8 Enabled

4. Check user restrictions under XRT User Configurations in MOTOTRBO Connect Plus XRT Configuration Tool:

Disconnect  Settings  Site Control  Metwork  Logs  Windows  Help

Usemname tax Talk Pathe  Biing Enable  Mw/bC Enable DataPathR...  Group Talk Paths Frivate Talk Paths User Details

1000-1003

Uzemarne wittestuser

H

Pazsword LITTT]
Canfirm Password ssaee
Maw Talk Paths 10

Eilling Enabled
Metwork \Wide &l Call [MwAC) Enabled
[rata Path Registration Enabled

Group Talk Paths

| Group 1D 1000-1002 |

Private Talk Paths

Cangole User ID m |

Save Delete

e Check that the Username and Password match Username and Password in SmartPTT Radioserver
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Configurator in XRT Gateway settings.

e Check the Group ID. The values in the field must match the IDs used for group calls in SmartPTT
Radioserver Configurator in XRT Gateway talk path settings. If the field is empty, the user should have
permission for any Group Talk Path that it validly registers with the XRT 9000. If any Group ID is entered,
then all Group IDs not configured into this field will be disallowed!

® Check Console User ID. It should match Radio ID in SmartPTT Radioserver Configurator. If the field is
empty, the user should have permission for any Private Talk Path that it validly registers with the XRT

9000. If any Private Talk Path ID is entered, then all Private Talk path IDs not configured into this field will

be disallowed!

MOTOTRBO Radio Programming

In this article we will focus on the radio settings critical for communication between the radio and SmartPTT

Dispatcher. Other information on MOTOTRBO radio programming for the Connect Plus environment can be found

in MOTOTRBO documentation (MOTOTRBO Connect Plus Multi-Site Digital Trunking System Planner).

As was stated before, radio programming for the Connect Plus environment requires special software:

MOTOTRBO Connect Plus Option Board CPS.

To allow radio subscribers to send messages to the dispatcher, add special contact of the Dispatch Call type:

File  Edit  ‘Wiew  Device

Codeplug | Frequency

. MOTOTREO™ Connect Plus Option Board CPS - Yersion R01.41.012
Help DP4400_DP 4401 WHF_Indexd.cno

Gieneral Zone Parameters | £one Contacts | Zone Channel Selections I Zone Emergency | Zone Scan

= Connect Plus Option Board
- General Settings
- Buttong
- Test Meszages
- Waice Anhouncement
= Zones
- Zanel
B Contacts
| Multi Group Cal

[+ Mebwarks

Zonel Contacts

Contact Mame Call Type Call ID
kvl G[DUD Call Mulligroup Call 1000
Dispatche Dispatch Cal 10 :

Note: Remember to add contacts of Dispatch Call for all dispatchers (if you have more than one) and specify their

SmartPTT PLUS 8.6
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unique IDs, which are specified in SmartPTT Radioserver Configurator under Profile.

1.5.2 SmartPTT Radioserver Configuration

The configuration process includes the following steps:

1. Run SmartPTT Radioserver Configurator, which you have downloaded and installed, as described in SmartPTT

Software Installation.

2. Make sure you have the necessary licenses to work in Connect Plus network, i.e., Connect Plus Voice Support

and Connect Plus Data Support.

Settings

=-F8 Radio Server

,ﬁ? Radio Metwork Services
|_:_|'_A Add-on Modules
..... :?I Licenses
..... H Talysman
----- Bl Indoor Tracking
El""" Evert Log
&[5 Telephone Interconnect
E Bridging
----- W Voice Notffications
..... g Web Application
- Monitoring
..... B SNMP Service

[y Connect Plus

-y Radio Activity Networks
g MAI Networks

----- B9 SmatPTT Radioservers
ﬂ Profiles

----- i Subscriber Groups

----- h MultiGroups

H-{gd Metadata

SmartPTT PLUS 8.6

Available Licenses

SmartPTT Demo

Update Subscription Expiration Date: 124312014

License Key ID: T6536CD3

License Amount Date -
Indoor Tracking 1 1243172014
Connect Plus Voice Support 3 1243152014
Connect Plus Data Support 3 124312014
MAI Voice for [P Site Connect 3 12/31/2014 =
MAI Voice for Capacity Plus A 12/31/2014
MAI Voice for Linked Capacity Plus L 124312014
GPS Posttioning 1 1243172014

i
Install Licenses ‘

Activation
Hardware |

Collect

Installation & Configuration Guide



Connect Plus 22

3. In the setting tree on the left, right-click Connect Plus, select Add, and then Connect Plus.

E Connect Plus

- RadoActvt]  Add » || Connect Plus
-y MNAI Networks

At that, the Connect Plus window opens.

Settings | Rules | Activity | Client List | Log | Export/Import Settings | Statistics |

=-E F{ad:aim;r s Connect Plus

[ jio Netwaonc Services

[3---‘ﬁ._. Add-on Modules Active

\‘EL Control Stations

g IP Site Connect Netwarks MName Connect Plus 1

H Capacity Plus Systems

E--H Connect Plus Network [D 1

=81 Connect Plus 1
Security Settings

£ XRC Cortrollers Radio 1D 101

L. XRT Gateways -

ﬁ Radia Activty Networks Interface 152.168.37.170

g NAI Networks

g SIP/RTP Intefaces UDP Start Port Lo -

----- F9 SmatPTT Radioservers

,ﬁ Profiles

..... fé, Subscrber Groups

----- h MultiGroups

-yl Metadata

Peer 1D 1

4. Set parameters:

e Select Active to enable the Connect Plus network.

¢ |In the Name field enter the name of the network.

e In the Network ID field enter the unique ID of the Connect Plus network, which is used inside SmartPTT.
This is important if you have more than one Connect Plus network. In our case there is only one network,
so we leave the default value. Note that this ID is different from the Network ID defined in the XRC Controller
codeplug.

e In the Peer ID field enter unique ID of the virtual repeater (i.e., radioserver in Connect Plus network). This
parameter is used only for wice packets to the XRT Gateway, so leave the default value. Make sure this ID

is different from the repeater ID in the Connect Plus network.
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¢ In the Radio ID field specify the ID of the virtual control station by default, the parameter is used to

represent radioserver inside Connect Plus network, therefore, this ID will be used for the dispatcher. It is

used for data and wice transmission. Make sure it is not duplicated to any of the radio ID in the system.

¢ In the Interface field specify the IP address of the virtual repeater (i.e., SmartPTT Radioserver).

¢ In the UDP Start Port specify the first local UDP port available for XRT Gateway talk paths. Each talk path

requires one local UDP port. Next talk path will use UDP Start Port incremented by 1, and so on.

Note: If you have more than one dispatcher in the system, you should specify unique ID for all dispatchers.

To do it, create a profile per dispatcher and specify the unique ID:

Settings

=
-

-

3

=8 Radio Server

- Radio Network Services
Add-on Modules
..... ‘%‘ Control Stations
H Connect Plus
iy Radio Activity Networks
g MAI Metworks
----- FN SmantPTT Radioservers

—j--ﬁ Profiles

"

..... & Subscriber Groups
..... h MultiGroups
jl__ﬁ Metadata

Profile

Mame Profile 1

EI

| Alowed Radios: Mot set
' |Connect Plus 1
|| Graup 2
-] Group 4
-] Group 1
[ ] Group 3
[ Al Calls
(=8 .Hadlo MNetwark Services

5. There are three sites in our network, and each contains one XRC Controller. Add them in SmartPTT Radioserver

Configurator. To add an XRC Controller, right-click XRC Controller and select Add:

ﬁ”
!r;‘

@hﬁ‘

-

=& Radio Server

Radio Metwork Services
Add-on Modules

. Control Stations
Connect Plus

=- h Cunnec:t Plus 1

b Securty Settings
(8]
----- ﬁ ¥RT Gateways

Hadm Activity Metwarks

SmartPTT PLUS 8.6

Installation & Configuration Guide



Connect Plus

6. Specify parameters for each XRC Controller:

Settings

24

=--F8 Radio Server
i - Radio Network Services
Add-on Modules
------ ‘k‘ﬂ Contral Stations
|_—_| g Connect Plus
-y Connect Plus 1
..... 4t Security Settings
. ¥RC Controllers

: . Talkgroups
..... ﬁ XRT Gateways

-y F{adm Activity Metworles

-y MAI Networks

----- B9 SmartPTT Radioservers

-ﬁ Profiles

..... &5 Subscriber Groups

..... 43 MuttiGroups

E:I"l__ﬁ Metadata

field.

XRC Controller
Active
Mame

Controller
Addrezs

PN, TMS, GPS
PM
Controller Part

Local Port

TMS
Controller Paort

Local Port

GPS
Controller Port

Local Port

Manitaoring
Controller Part

Local Port
Uze NAT

Select Active to enable XRC Controller support.

¥RC Controller Sitel

152.163.7.23

4007
50007

4001
50001

In the Name field enter the XRC Controller name. This is used only in SmartPTT Radioserver Configurator.

In the Controller Address field specify the IP address of the XRC Controller. Port is not required in this

Select the PN, TMS, GPS check box to enable data senices. Specify Controller port and Local port for

each service, where Controller port is the XRC Controller port and Local port is the virtual repeater port.

You can leave default values. Local PN, TMS and GPS ports should not be in conflict with other local ports

used for other purposes used on this PC.

Note: The PN, TMS and GPS senices can be set only for one of the XRC Controllers in the network. These
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settings will be used by other controllers available in the network.

Note: The GPS and TMS ports specified in SmartPTT Radioserver Configurator should match the same ports
in MOTOTRBO Connect Plus XRC Configuration Tool. The PN port must match the PN port in MOTOTRBO

Connect Plus XRC Configuration Tool.

e Select Monitoring check box to be able to review the XRC Controller on the Monitoring panel in
SmartPTT Dispatcher. Specify Controller port and Local port. The Monitoring senvice is enabled on all
existing XRC Controllers. You can leave default values. If the XRC Controller is in one local network with
the radioserver, leave Use NAT unchecked. If the XRC Controller is outside the local network of the

radioserver, select Use NAT.
Note: Make sure that you have the general Monitoring senice enabled (Monitoring).

7. Set parameters for the other two XRC Controllers, but remember to leave the PN, TMS, GPS check box
unchecked.

8. Add an XRT Gateway by right-clicking on XRT Gateways and selecting Add.

=% Radic Server

i - Radio Network Services

Add-on Modules

...... k'-\ Control Stations

|_—_| H Connect Plus
=- h Connect Plus 1

...... % Securty Settings
.. % ¥RC Controllers

@
w Radio Activity Metwark Add

-ty NAI Networks

SmartPTT PLUS 8.6 Installation & Configuration Guide



Connect Plus 26

At that, the XRT Gateway window opens:

Settings
=5 ;din Server XRT Gateway
- Radio Metwork Services -
& i Add-on Modules
. Control Stations Mame XRT Gateway
E--H Connect Plus
-ty Connect Plus 1 G Address:P 192.168.7.122:10001
_____ P Security Settings ateway Address:Fort 68,7 122
-4 ¥RC Controllers
-5 XRT Gateways Pool 1Ds 16000001-16000100
Bh XRT Gateway
i 5B Talk Paths
¢ u wrttest
fag Radio Activity Networks semame s
H’ MAl Metworks
----- B9 SmatPTT Radioservers Password pasw 1
E]---ﬁ Profiles
----- i Subscriber Groups
----- a MultiGroups
E-{gd Metadata
TX Time<Out Timer, = G0 =
Group Call Hang Time, ms 4000 =
Private Call Hang Time, ms G000 =
Emergency Call Hang Time, ms 3000 =

9. Specify parameters of the XRT Gateway.
e Select Active to enable XRT Gateway support.
¢ In the Name field enter the XRT Gateway name, which is used only in SmartPTT Radioserver Configurator.
¢ In the Gateway Address:Port field enter the IP address and port of the XRT Gateway.
e In the Pool IDs field use default values. The values must correspond to the range of IDs set in the XRT
Gateway settings (Pool ID).
e Username and Password — used for authentication with the XRT Gateway and must equal XRT Gateway
Username and password set up in MOTOTRBO Connect Plus XRT Configuration Tool.
10. Add talk paths on the Talk Paths window. They are necessary for voice communication. For each talkgroup
add one talk path, select Group in the Type column, and specify the ID. For the dispatcher add another talk
path, select Private in the Type column, and enter the Radio ID specified in step 4. Make sure these IDs

match the IDs set in MOTOTRBO Connect Plus XRT Configuration Tool (field Group ID and Console User ID).
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Settings
E‘E Radio Server Talk Paths
g Radio Network Services
-4, Add-on Modules [ Al Calls |
----- ‘E_ > Cortrol Stations
|_:_|Hr Connect Plus ’ Add H Delete ]
E‘h‘ Connect Flus 1 Name Type D
it Security Settings
__‘Eé ¥RC Controllers oup Group > | 1000
5{5} XRT Gateways Group 2 Group = | 1001
Bh XRT Gateway
i h Talk Paths Group 3 Group > | 1002
ﬂ“ Radio Activity Networks Group 4 Group ~ | 1003
g MAI Networls i - E
..... ¥ SmatPTT Radioservers Dispatcher Private 101

If required, you can define encryption settings for outgoing and incoming traffic under Security Settings.

1.6 Linked Capacity Plus

As was stated in the introduction, we are going to configure Linked Capacity Plus (LCP) system consisting of 3

sites with 2 repeaters on each site, see the following network scheme:

Site 1 Site 2 Site 3
Mastea I

ID=11 ~ ID=21 o 1D=31 x

o o o

e z E
ID=12 u 5] ]

= ID=22 = ID=32 <

= = =

= < h

Router+ Switch Router + Switch Router + Switch

WAN IP Network

Each radio ID, either subscriber radio ID or repeater ID should be unique in the radio system. In this example you
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can see 2 repeaters with ID's 77 and 12 on Site 1, 2 repeaters with ID's 27 and 22 on Site 2, and 2 repeaters with

ID's 317 and 32 on Site 3. The repeater with ID=317 is a Master.

1.6.1 MOTOTRBO Equipment Programming

To program MOTOTRBO equipment you will need MOTOTRBO Customer Programming Software (CPS).
1. Connect your device to the PC via a programming cable and launch MOTOTRBO CPS.

2. Switch on the device and check its settings by clicking the Read button on the menu bar.

Fie Edit View Device Features Remote Help

E| = & Q | <G 1] ‘192.168.11.1
: RM Bluetooth

Write Clone

41 | ¥
Open Sawve | Repors | Delete | Cut Copy Paste | Search

3. In the View menu select Expert to gain access to all the setting parameters.

4 Q |rz »E M B 192168111
Bluetooth

Cut Copy Paste | Search | Read Write Clone

4. In the Device Information tab make sure that firmware version is no older than:
e R01.12.11 or R02.30.10 for mobile or portable radios;

e R02.30.12 for repeaters.
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Otherwise, contact the supplier to request firmware upgrade.

29

Note: It is recommended to use the same or compatible firmware versions for all MOTOTRBO equipment on

the same network.

=R ="] DM 3600

- Bl (General Settings
- HE Buttons
- [ Text Messages
- @ Telemetry
E Menu
Signaling Systems
Contacts
RX Group Lists
Channels
Scan
Roam

i o O oy o |
| LIS iy L iy L |

-~

m

Model NMumber

Tanapa Number

Serial Number

Firmaare 10

Frequency Range (MHz)

Power Range (W)

Device Information

Top Device Features Codeplug Memory Usage

M2TEINHSAZAN

PMUE234044

038THS2B18
D105ADD323864E530B513A6507645803
403.000000-470.000000

1.0-30.0

Firmware \ersion

RO1.12.10

Codeplug Version

13.01.03

5. To apply the changes in the settings, click Write (next to the Read button on the menu bar).

MOTOTRBO Repeater Programming

Note: Only repeaters with 32 MB of internal memory (e.g., DR 3000 or MTR3000) can support the LCP

configuration. Also, make sure that the repeater supports such features as Network Application Interface

Voice, Network Application Interface Data and Capacity Plus (Linked).

First of all, configure the Master repeater parameters. Each LCP system needs one repeater to act as a Master.

The Master repeater has a static IP address, while other repeaters can hawe either static or dynamic IP

addresses. All the repeaters in the LCP configuration register with the Master using the static IP address of the

Master.
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1. In the General Settings tab specify Radio ID and Site ID. In our case Radio ID=37 and Site ID=3.

General Settings

Top CWID Microphone

Radio Mame |M35tgr

Radio [0 |31

[ Channels Site 1D

Site Alias

SIT (ms)

i

Group Call Hang Time (ms)

Private Call Hang Time (ms)

EEE

Emergency Call Hang Time (ms)

SmartPTT PLUS 8.6 Installation & Configuration Guide



Linked Capacity Plus 31

2. Add parameters in the Network tab.

-l OR 3000 _ Network
General Setfings

- @ Accessories Top  RadioMetwork  LinkEstablishment P Site Connect  Capacity Plus [P Re
gl Network Rdio IF | 182 . 168 . 10 . 1

""" G Stes Accessory IP 192.168.10.2

.Ca Talkgroups

[+ Channels Metmask 2552852550

Radio Network

CAl Network |42 ==
CAl Group Metwork |225 3:
Link Establishment

Link Type | Master |

Authentication Key |

Master IP | 0 . 10 . 0 . 20
Master UDP Port Im
DHCP [
Ethernst IP | 10 . 180 . O . 20
Gateway P | 10 . 150 . 0 . 1

Gateanetnﬂsk|255.255.255.D

UDP Port Im 3:
Peer Firewall Open Timer (sec) I'E 3:

Master Archive Fils |

In the Link Type field select Master.

In the Master IP and Master UDP Port specify the IP address and port number of the Master repeater.

Do not select DHCP. Master IP address should be static.

In the Ethernet IP field specify the IP address of the Master repeater, the same as in the Master IP field.

In the Gateway IP field specify the gateway IP address for the repeater.

SmartPTT PLUS 8.6 Installation & Configuration Guide



Linked Capacity Plus 32

¢ In the Gateway Netmask field specify the gateway netmask address for the repeater.
¢ In the UDP Port field specify the UDP port of the repeater. The default value is set to 50000.

3. In the same Network tab specify Rest Channel/Site IP and Rest Channel/Site UDP Port.

= [l DR 3000
------- General Settings Network

"""" % Accessones Radio Network  LinkEstablishment  |P Site Connect Capacity Plus  |IP Repe

....... 25 Network Capacity Plus
------ " Sites

Beacon Duration (ms)  |qap =

B Channels
Beacon Interval (ms) | qgog =

Rest Channel'Site IP | i0 . 180 . 2 . &8
Rest Channel'Site UDP Port |55mu 3;
IP Repeater Programming

Enable [

Rest Channel/Site IP is a virtual IP address that is required for correct operation of the LCP system. As the Rest
Channel rotates through the channel pool of a site, this virtual IP address is associated with a different physical
repeater only for the duration for which one of its slots is the Rest Channel. This IP address must be the same for
all repeaters at the same site. Rest Channel/Site IP address should be at the same sub network as all repeaters
of this site. No other device should use this IP address.

In the LCP system Rest Channel/Site UDP Port allows the user to configure the UDP port of site for

communication with other sites connected within the LCP system.
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4. In the Sites tab set up the site map. In this example we have 3 sites (see the network scheme abowe). Site 1

has only one neighbor — Site2. Site 2 has 2 neighbors — Site 1 and Site 3. And Site 3 has only one neighbor —

Site 2.
£ DR a0 Sites

- [l General Setfings

- § Accessories Add | Delete |

e Network

------ " Sites Site Hm;::‘ Neighbar Neighbor Neighbor Neighbor

Ca Talkgroups |v] Channeds 1 2 3 4

[~ Channels
1 0 ﬁ 2 Mone Mone Mone
2 0 =1 3 None None
3 0 i’ 2 Mone Mone Mone

In the Reserved Wide Area Channels column you can specify how many channels are to be reserved for a wide

group call per site, if necessary.

5. In the Talkgroups tab, specify wide groups and sites on which these groups are available. You do not need to

add local groups which are available only on one site.

El--filles DR 3000

------- General Settings Ta|kgmups

....... @ Accessories

....... @ Security Al Wide Ares Talkgroups |

....... ﬁ. Metwork

...... <_> Sites Add | Delete |

....... <a Talkgroups

] Channels CaliD Site 1 Site 2 Site 3
* » 1 H ® v v

2 = r 2 W

In our example we have only two wide groups. Group 1 is a wide group which is available on all sites. So when a
subscriber initiates a call to Group 1, this call will be transmitted on all sites. Group 2 is also a wide group and is
available on Site 2 and Site 3.

6. Set up channels. Click on Channels, right-click on Zone, select Add and then Capacity Plus Voice Channel

(Linked) or Capacity Plus Data Channel (Linked). Please remember that both repeater channels will be
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used for one and the same purpose. In LCP, a Data Revert Channel can be configured either as a local Data
Rewvert Channel, or as a wide area Data Revert Channel. In our configuration all repeaters will be used for wice,
that is why in the Master repeater settings we add Capacity Plus Voice Channel (Linked).

7. Specify Color Code and Slot Channel ID.

Channel 1

Top RX IX

Color Code H

Messaging Delay  |normal

<a§ Talkgreups
El- & Chameis RSSI Threshold (dBm)
El- @8 Zonel

|-1m 3:

<-|]3? Preference Level m
|1 3:
2

Slot 1 Channel ID

Slot 2 Channel ID

oo [N x

Offzet (MHz)

E.DDDDDD
Frequency (MHz) |167.800000

Copy |
Ref Freguency (MHz) IDB‘Fath vl Ref Freguency (MHz) IDefaLit vl

Power Level ILUW vl
TOT (sec) IGD 3:

Freguency (MHz) [162.075000

The color code is used to identify radio systems. Therefore, different color codes are used to identify different
systems. Channels may have the same or different color codes. However, a repeater can only have one color
code. Radios will ignore any channel activity not containing the matching color code for the system. Repeaters
using the same frequency may be associated with different color codes.

Slot 2 Channel ID is set up automatically.
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Now, configure parameters of one of the peer repeaters on Site 1.

1. In the General Settings tab specify Radio ID and Site ID. In our case Radio ID=77 and Site ID=1.

DR 3000 ’
. ﬁ F——— General Settings

------- € Accessories Top CWID  Microphone
....... h Security
....... =5 Metwork Radio Name  |Peertt
...... <—> Sites
Radio 10 |11
....... Ca Tﬂkgrnups
- Channels Site 1D |1 3:

Site Alias

SIT (ms)

ISite1
000
Group Call Hang Time (ms)  |3p0p ==
Private Call Hang Time (ms) | 4000

4000

Emergency Call Hang Time (ms)

SmartPTT PLUS 8.6 Installation & Configuration Guide



Linked Capacity Plus 36

2. In the Network tab configure network settings.

El-fllesy DR 3000

@ Accessones Top Eadio Metwork  Link Establishment IE Site Connect Capacity Plus |P Repeater Programming
e Network| RediolP | 182 . 188 . 10 . 1
Accessory IP 192.168.10.2
{jﬁ Talkgroups
[ @8 Channels Metmask 2552562650

Radio Network

CAl Metwork |12 3:
CAl Group Network |225 3:

Link Establishment
Link Type Ipﬂer vI

Authentication Key |
Master IP | 10 150 . O 20
Master UDP Port M
oHCP [
Ethernet [P | 0 . 180 . 2 . 5§
Gateway P | 10 . 160 . 2 . 1

Gatm«,rmetrrmk|255_255.255. 0

UDP Port Im 3:

Peer Firewall Open Timer (sec) |3 q:

¢ In the Link Type field select Peer.

¢ In the Master IP and Master UDP Port specify the IP address and port number of the Master repeater.

® Do not select DHCP.

¢ In the Ethernet IP field specify the IP address of the repeater. Master IP address (Site 3) and Peer
repeater IP address (Site 7) will be in different sub networks, because each site should be located in
different sub network.

¢ In the Gateway IP field specify the gateway IP address for the repeater.

¢ |n the Gateway Netmask field specify the gateway netmask address for the repeater.

¢ In the UDP Port field specify the UDP port of the repeater. The default value is set to 50000.
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3. In the same Network tab specify Rest Channel/Site IP and Rest Channel/Site UDP Port.

EE DR 3000
------- General Settings Network

"""" Q Accessories Radio Metwork  Link Establishment IF Site Connect Capacity Flus IF Ret
....... ’ﬁ Security

....... ﬁ. Metwork

...... <_> Cites

....... £ g8 Talkgroups Beacon Interval (sec) Iﬂ

& Channels
Capacity Plus

Beacon Duration (ms) |13.|:|. 3:
Beacon Interval (ms) |192ﬂ3:

Rest Channel'Site |P | 0 . 180 . 0 . 2
Rest Channel'Site UDP Port |55mﬂ. 3;
IP Repeater Programming

Enable [

Rest Channel/Site IP is configured in each repeater. Repeaters from the same site will have the same Rest

Channel IP address.
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4. Add channels. Click on Channels, right-click on Zone, select Add and then Capacity Plus Voice Channel

(Linked). Specify Color Code and Slot Channel ID for each channel.

DR 3000
. ﬁ General Settings Channel1

....... & Accessories Jop RX IX
o (P SeCUrity
fa- Network Color Code [ =
i v vesso030%) [jama <]
E.ﬁ Channels RSSI Threshold (dBm) |_4ng

= i z[;‘;mm1 Preference Level

Slot 1 Channel ID

Slot 2 Channel ID

] =

Offset (MHz)

fo.coo00

Copy |
Ref Freguency (MHz) IDB'FaLit VI Ref Freguency (MHz) IDBfaLit 'l

Power Level IHigh v|
TOT (sec) Iﬁn 3:

N]_‘
| ‘ 4‘

Frequency (MHz) |142.225000 Frequency (MHz) |137.225000

The Color Code must match the color code set for other repeaters.

When configuring a new site, you need to start numeration with Slot 1 Channel ID=1.

Example:
Site 3 (with Master): 1-2-Master ID=31, 3-4-Peer ID=32,
Site 1: 1-2-Peer ID=11, 3-4-Peer ID=12,

Site 2: 1-2-Peer ID=21, 3-4-Peer ID=22.

Other peer repeaters are configured likewise. When configuring, please keep in mind that:
e All repeaters from the same site should be in the same LAN.

e Each repeater must have Master IP Address/Port and Rest Channel/Port.
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MOTOTRBO Radio Programming

1.In the General Settings specify Radio ID.

= [ DP3s01

General Seftings
Q Accessories
Buttons

- EA Text Messages
o [ Telemetry
E tehu

- Security

E?E Tetvork

- Signaling Systems
[ Contacts

- R Group Lists
[+ W Channels

39

General Settings

Top hdicraphone

Eattery Saver Alerts

Fassword and Lock

Racio Mame

Persistent LERP Requests Lone Worke

IMotoroIa

Radio ID

GRS

Private Calls

Site Search Timer (3ec)

Select GPS, if you need to track the subscriber location (only for radios with GPS support DP/DM 3401, 3601,

4401, 4601, DP 4801, SL4010).

Select Private Calls, if radio subscriber needs to transmit private calls. If Private Call is not selected, radio

subscriber won’t be able to initiate a private call, but the user can continue to receive and respond to private calls,

and is still able to initiate call alerts.
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2. In the Network tab configure the necessary settings.

£ g ODP 360

- (8 General Settings
- @E Buttons

- B Text Messages

CH Menu

F-- @8 Signaling Systems
-+ RX Group Lists
= Channels

F- Scan

- Roam

- Capacity Plus

o O Y oy O oy O oy O e |

Top  Radio Metwork — Services [P Site Connect

Haclian|152.1EE. ° . 1
Accessory IP 192.168.10.2

Metmask 255.255.:255.0

Radio Network

CAl Metwork |12 3:
CAl Group Network |225 3:

Max TX PDU Size (bytes) [gpp =

Telemetry UDP Port |4Dua 3;

Forward to PC | Disapled -

ARS Radio 1D |4

ARSIPF 13.0.01

ARS UDP Port |4DD5 3:
TMS Radio ID |4 =
TMSIP 0.0.00

¢ |n the Forward to PC field select Disabled.

e [f you plan to work with SmartPTT application specify ARS Radio ID and TMS Radio ID. Remember that

the ARS Radio ID and TMS Radio ID should match the MNIS Radio ID in the MOTOTRBO MNIS

application and Slot ID in SmartPTT Radioserver Configurator. In our case, ARS Radio ID=TMS Radio

ID=Slot ID=MNIS ID=1.
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3. In the Contacts tab right-click on the Capacity Plus system to add necessary contacts (Private Call, Group
Call, All Call) to subscriber's contact list. When configuring the Master repeater, we added 2 groups as wide
groups in the Talkgroups tab. Group 1 with ID=17 is available for all sites, Group 2 with ID=2 is available for
Site 2 and Site 3. Local groups should be added in the radio settings. In this example we will add 4 groups:

Group 1, Group 2 — as wide groups, Group 3 and Group 4 as local groups, and other necessary contacts.

= § DP3s01
------- General Settings

------- Q Accessories Call
....... Buttons Contact Name Call ID Receive | Ring Style E-T::B@B
....... EA Text Messages Tone
------- - Eher R —C
------- TH menu fis# | Groupz 2 _+I [T | MNosStie Repetitive
------- @ Security £ | mcan 255 H F | Nostie Repetitive
"""" wa Network {48 | Dispatcher_Voice 1 = T |nNoste Momentary
- Signaling Systems =
- @) Contacts ei To 70 :I I No Style Momentary
MOC egﬁ Group3 3 ﬂ [T |NosStie Repetitive
c2] Quik-Cal Il e | Groups 4 H I |Noste Repetitive
G- @8 Digtal {42 | Dispatcher-Data 1 = I |Nostye Repetitve
== W Capacity Flus
Giﬁ' Group1
egﬁ Group2
{2 Dispatcher_Voice
ea 70
cﬁi Group3
------eiﬁ' Groupd
-{¥Th Dispatcher-Data
El- #88 Phone
e &y 1185

Also, add Dispatcher Call for transmitting data to SmartPTT Radioserver and PC Call to be able to initiate calls
to SmartPTT Dispatcher. Make sure that the IDs of these calls equal Slot ID in SmartPTT Radioserver

Configurator (see SmartPTT Radioserver configuration).
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4. Add these groups to the RX List. In our example we use the same RXlist for all sites. That is why the RX List

contains all the groups.

=~ § OP3801

- Bl General Setings
- HE Buttons

- B8 Text Messages
o [ Telemetry

:ﬂ Menu

.E?E. Wetwork

[~ @8 Signaiing Systems
[El-- &8 RX Group Lists

Zonel
- U Channe! Pool

LCPVoice

Ayzilable Members
Group1
Group2
Group3
Groupd
— A0 ==
<< Remave

5. Add all repeaters, which are in the LCP system, to the Channel Pool. The color code should equal the color

code specified for repeaters

. In our case Color Code=1.

= [§ DP 3601

------- General Settings
....... Q mﬁes
------- Buttons

------- [EE Text Messages
------- @ Telemetry

------- ﬁ Menu

F-- [@ Signaling Systems

- B Contacts

H- RX Group Lists

|- {88 Channels

Zonel

=~ Ofl Channel Pocl

L | CPSIE1 11
I Lepsiet-12
0 | cPsite2-21
@00 | cpsite2-22
-l L CPSite3-31
LD LCPSie3-32

- Zone?

-

[T}

SmartPTT PLUS 8.6

LCPSite3-31

Top RX IX

Color Code |1 3:
Phone System INDnB vI

= ] =]

Offset (MHz)

Freguency (MHz) |167.800000

Freguency (MHz) |162.075000

Ea

Ref Freguency (MHz) IDefath vl

Ref Freguency (MHz) IDe‘Fath Yl
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6. Create Voice lists and Data lists according to the amount of sites. As all of our repeaters are Trunk repeaters

(transmit woice and data), create only Voice lists. When adding new Voice list, under the Available list you

can see all the channels which were added to the Channel Pool. So, for Site 1 add a Voice list (LCP Site 1)

and add LCP Site 1-11 and LCP Site 1-12 to this list.

LCP Site1

=~ § DP 3601

------- General Settings
....... @ ACCESSONEs
....... Buttons

....... B Text Messages
....... 0 Telemetry

....... =ﬁ Menu

[~ @8 Signaiing Systems
& RX Group Lists
[ @@ Channels

- Scan

(- Roam

----- e LCP Sited

TTE LCF Site2

H- [
B 8 sees

Ayailable

LCPSite2-21
LCPSite2-22
LCPSite3-31
LCPSite3-32

Members

LCPSite1-11
LCPSite1-12

IDs

1-2
34
a6
7
9-10
1112

Please note that IDs in the Members list should correspond to Slot 1 ID Channel and Slot 2 ID Channel

specified in repeater settings.

7. Create Voice lists for Site 2 and Site 3 accordingly.
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8. Configure Sites lists. If you do not use roaming, create several site lists and add only one site per list.

=~ f DP3sm ]
_______ General Setings LCP Site1

------- Q Accessonies
------- Buttons

------- [Ed Text Messages
Add |
------- L Telemetry

------- M
T Menu Site ID Site Afias Veice List Data List RX Group List
....... = Securi
ity [ Site1 LCP Site1 MNone LCPVaice
------- 2B Network

H-- [@ Signaling Systems
- @ Contacts

- RX Group Lists
Channels

- @8 Scan

- Roam

- @8 Capacity Flus
“oice

- @ Dse

& @ s

2 [EE

£ B LCP site2

RSS| Threshold (dBm)  [_1pg

Delete |

O g o o Y |
[}

Since in this example there are three Sites, add three Sites lists.
For each Site configure:

e Site ID — ID of the site to which the subscriber radio is connected.

Site Alias — name of the site to which the subscriber radio is connected.

Voice List — Voice Channel List which the subscriber radio will use to make wice calls when on the site.

Data List — Data Channel List which the subscriber radio will use to make data calls when on the site.

e RX Group List — RX Group List which the subscriber radio will use to receive group calls when on the site.
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If subscriber roams between different sites, one site list will contain several sites.

In our case a subscriber with Radio ID=700 can roam between all three sites, so we created one Sites list with

all the sites.
=~ § DP3s0 .
. EHl General Setings LCP Sites
-~ EE Buttons RS5I Threshold (dBm) I_mg 3:
-~ [ Text Messages
Add | Delete |
- ) Telemetry
ﬁ Menu — - =
Site ID Site Alias Voice List Data List RX Group List
ity » Site1 LCP Sited WNone LCPVoice
e Network
Gl @8 Signaling Systems 2 = site2 LCP Site2 None LCPVoice
[ B Contacts 3 =] site3 LCP Site3 None LCPVoice
- RX Group Lists
[ Channels
- Secan
[ Roam
El
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9. Add LCP Personalities. To do this, right-click on Zone and add Capacity Plus Personality (linked).

DP 3601

------- @ Accessories
------- Buttons

------- EE Text Messages
------- 0 Telemetry

....... B menu

- RX Group Lists
El- @@ Channels

For each channel specify:

Top RX IX

_______ Seners Seinge LCP Site1

AR3 | On SystenvSite Change v |

Privacy [

Privacy Alias

IPrbzao; Key1 vl

RAS Alias |N[,ne
Option Board [
Lone Worker [

Messaging Delay (ms)

Compressed UDP Data Header [

E

Auto Ream W

Site List

Rest Channel Acquisition TOT (min) |5 3
Beacon Interval (ms) |1929 3:
r

R Qnby

e ] e

Emergency Alarm Indication [ Contact Name

IGroup1 hd l

Emergency Alarm Ack [ Emergency System

Emergency CallIndication W VOX

Power Level
TOT (sec)
TOT Rekey Delay (sec)

Allow Interruption

TX Interruptible Freguencies
Admit Criteria

In Call Criteria

RSSI Threshold (dBm)

1

1

-

| channel Free

ITX Interrupt vl
I-&D 32

Private Call Confirmed

Data Call Confirmed

W
r

e ARS - select On System/Site Change. ARS feature provides an automatic radio registration. When the

radio powers up, the radio automatically registers with the server. This feature is also used with Text
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Messaging or Location Services.

e Auto Roam — select Auto Roam if the radio is to roam between sites in the LCP system. If disabled, the
radio subscriber won’t be able to roam to another LCP site when moving from one site to another.

e For each channel select appropriate Sites list. The subscriber radio can roam to the sites listed in the
Sites list.

e Select Contact Name which defines the call that may be initiated on the channel by pressing the PTT
button, when there are no active calls on the channel.

e Select Private Call Confirmed and clear Data Call Confirmed.
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1.6.2 SmartPTT Radioserver Configuration
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1. Run SmartPTT Radioserver Configurator, which you have downloaded and installed, as described in SmartPTT

Software Installation.

2. In the setting tree on the left, right-click on NAI Networks, point to Add and click NAI.

3. In the opened window specify the following settings of the future LCP network.

Settings

= #9 Radio Server
#-£F Radio Metwork Services
4L Add-on Modules

------ “'E: . Control Stations

ﬁ‘ Connect Pluz

w R adio Activity Metworks
Bg Ml Metworks
Elh- LCF Metwark. 1
EI "_1" Slat 1

: h Talkgroups

----- B SmantPTT Radiozervers
-ﬂ Profiles

& Subscriber Groups

----- u hultiGroups

-] Metadata

SmartPTT PLUS 8.6

------ &8, MNIS/DDMS Settings

MAI Netwiork

Achive

M arne |LI:F' Metvorlk, 1 |
Netwark D 10 |
Peer D E |
Interface | 1921683713 w | Port (50000 ¥
Mazter Repeater )

hhoes (Foerrery  [10-150.0.20:50000 [ Tet |
Authentication Key

Metwiark Type | Linked Capacity Plus W |
Connection Type Woice [ata M anitaring

Repeaters

Control Stations Ll

Site: Priority Configuration

Pricirity

Site
3

1

Site 2

=
[« (=]

Site 3

Site 4

Site &

Site B

Site 7

el IR = T ey I T N }
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* Name — add network name.

e Network ID — specify unique ID of the network. The network ID must not match any ID of the other
SmartPTT Radioserver networks.

e Peer ID — enter unique ID of the virtual repeater in the network. The virtual repeater ID must not match any
of the other repeater IDs in this network.

¢ Interface — specify the IP address of the PC where SmartPTT Radioserver is installed.

e Port — set up port number of SmartPTT Radiosener. It should differ from the corresponding ports in other
networks.

e Master repeater address (host:port) — specify IP address and port number of the Master repeater (see
Master IP and Master UDP Port in MOTOTRBO CPS). In this example it is 10.150.0.20:50000.

e Click Test to check connection between the virtual and Master repeaters.

e Authentication Key — enter repeater authorization key (to be equal to the Authentication Key in the
repeater settings in MOTOTRBO CPS). In this example we are not setting any authentication keys.

* Network Type — select Linked Capacity Plus.

e Connection type — select Data and Voice check boxes next to Repeaters.

¢ In the Site Priority Configuration table set priorities by clicking on the arrows on the right to the table.
Priorities should be set on the basis of radioserver proximity to the site. The closer the radioserver to the

site, the higher priority it should have.
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4. Configure slot parameters. In order to do that, go to Slot 1 in the setting tree of SmartPTT Radioserver

Configurator.
Settings |
= B9 Radio Server NAI Control Station
£ Radio Network Services _
| Add-on Modules Autive
‘E: Control Stations
s Cornect Flus N arme |5|':'t'I
g Fadio Activity Metwarks D
=] g Mal Metworks
=g LCP Metwork 1 CAl Network
=21 Talkgroups CAl Metwork for Groups | 225 =
= MNIS;"IF)DMS Settings Ernergency Alarm Confirnation
% grrgzlr;ZTT Radioservers Private Call Canfirmad
I'{S. Subzcriber Groups Allows Tranzmit [nkerrupt
n TS Allow T elephone Interconnect
Eﬂ Metadata
Outgaing Privacy Mode | Ma “
Basic Privacy Key 1 -
Enhanced Privacy Keys
Add ] [ FRemaove ] [ Copy ]
Fen|d Fep \Yalue

e Name - specify the name of the slot.

e ID — set unique ID of a virtual control station corresponding to the network slot. Remember that it should
match ARS Radio ID, TMS Radio ID and MNIS ID, in this example it is 7.

e CAIl Network — CAl-network ID. Use the default value of 12 (must match MOTOTRBO CPS settings).

e CAl Network for Groups — CAl-network for groups ID. Use the default value of 225 (must match CAI
Group Network in MOTOTRBO CPS settings).

e Emergency Alarm Confirmation — select this check box if you need the emergency alarm be

acknowledged.
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e Private Call Confirmed — select this check box if you need set private calls on the current digital channel

as confirmed.

e Allow Transmit Interrupt — select this check box if you need the ability to interrupt a radio subscriber.

e Allow Telephone Interconnect — select this check box if you need the ability to make telephone calls

on the slot.

¢ In this example we are not going to enable any privacy mode.

5. Configure talkgroup parameters. To do that, click Talkgroups. Parameters of wide area and local groups are

set in the Control Station Talkgroups window. In order to display wide area talkgroups by the SmartPTT

Dispatcher application, add necessary talkgroups in SmartPTT Radioserver Configurator, define group identifiers

which correspond to the identifiers of the wide area groups in the repeater MOTOTRBO CPS settings and

select Wide in the Site Number field. In this example we hawe two wide area talkgroups and two local

talkgroups, so we add them into SmartPTT Radioserver Configurator.

Settings |

= B¥ Radio Server

£ Radio Network Services
& Add-on Modules
‘E: Control Stations
H Connect Plus

% Fadio Activity DMR Networks

% Connect Plus Metwaorks Monitoring
= H Hal Hetwarks

g M Network 1

=1 Slat1

B MNIS/DDMS Settings
E SmartPTT Radioservers
Profiles

Control Station Groups

[ &l Calls |

[ &dd ] l Remowve ] l Copy
I armne Site: Murnber o]
Group 2 Wwiide W2
Group 3 2 W3
Group 4 3 W4

Talkgroups not specified in the repeater settings are regarded as local groups. Local group call does not go

beyond the site on which the call was initiated.

To add local talkgroups, just add them in SmartPTT Radioserver Configurator, define their identifiers and select

site number from the list in the Site Number field.

Note: Wide area and local talkgroup identifiers must differ.
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6. Configure MNIS and DDMS settings for data transmission under MNIS/DDMS Settings.

Settingz |

= B9 Radio Server
£ Radio Network Services
| Add-on Modules
"E: Control Stations
% Connect Pluz
ﬁ Radio Activity Metworks
= “ MAl Metworks
= h LCP Metwark, 1
= 1" Shat1
2 Talkgroups
- $ MMIS/DDMS 5
90 SmatPTT Radioservers
i Profiles
&5 Subscriber Groups
& MultiGroups
Dj Metadata

MHNIS Settings
FMIS

Socket Type
MrisContral Interface
Interface

FMIS D

Location Port

TMS Port

Telemet Port

DOMS

Semer Address

192.168.50.2 |
1 v
4001 A
40007 2
4005 3
1192 166.37.13:3000 |

1) In the MNIS settings select Local Socket in the Socket type field since the MOTOTRBO Network

Interface Service Configuration Utility application is installed on the same PC as SmartPTT Radioserver.

2) MNIS Control Interface — use localhost, if MOTOTRBO Network Interface Senice is installed on the

same PC as the radioserver. If MOTOTRBO Network Interface Senvice and the radioserver are installed on

different PCs, use the interface specified in the MNIS Relay Address field. The port should match the port

number specified in the MNIS Control Interface TCP Port field in MOTOTRBO Network Interface Senice

Configuration Utility settings:
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MOTOTRBO Network Interface Service Configuration Utility

[+ {88 Conventional

...... e Capacity Plus

- @ Lirked Capacity Plus
= Advanced

- (B Forwarding Rules
(- Application Override Rules

&

Configuration  Yiew  Edit  Service  Help
= oA 111 ARS Monitor D |Fone ~
------- General
------- @ Security Device Discovery and Mohility Service
[+ {88 Group List

Server Address | 127.0.0.1 |
Watcher Port 3000 -
MNIS Control Interface

MMIS Control Interface TCP Port | 5000 &

i | »

3) In the Interface field select the IP address of the PC where MOTOTRBO Network Interface Senice is

installed. It must match the IP address specified in the Tunnel IP Address field of MOTOTRBO Network

Interface Senvice Configuration Utility.

4) In the MNIS ID field set up the Common Air Interface (CAl) ID of the MNIS in the radio network. The ID is

used by other calling radios when addressing MOTOTRBO Network Interface Service. Make sure MNIS ID

matches the MNIS Application ID field in the General tab in MOTOTRBO Network Interface Senice

Configuration Utility. It is also recommended that MNIS ID matches the Slot ID field value in the

radioserver settings.
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MNIS ) =) )
MOTOTRBO Metwork Interface Service Configuration Utility E ||EI ||X|
Socket Type |Local Socket v| i i v 3 T
- Configuration  “iew  Edit  Service  Help
MnisControl Interface |Iocalhosl:5000 | e
Inteface 192.168.50.2 1 v I \j l -: H ‘ G O ‘ @
MNIS D i =2 = @ General
General
Location Part 4001 3 .
Lo Security . .
= . System Operation Mode | Linked Capacity Plus “
THS Part 4007 ¥ (= @8 Group List
P 8E List 2 I MNIS Application 1D |1 3 |
Telemetry Port 4002 £ # ppicaton -
= @8 Conventional
=B Domain 1
e Capacity Plus Tunnel Network
B .'_s Lirked Capacity Plus
£ B Sies MMIS [P &ddiess |92 162,501
B @ Advanced 1|Tunne|\F’Addless 192.168.50.2 |
------ E?F Metwark
...... b Fowarding Fules Subnet Mask 2552562850

------ Application Overide Rules

5) In the TMS Port, Telemetry Port and Location Port fields specify ports where the radioserver will expect
text messages, telemetry and GPS data. The ports should match the ports set in the TMS UDP PORT,
Telemetry UDP Port, Location Server UDP Port fields in MOTOTRBO Network Interface Senice
Configuration Utility (Advanced > Network).

6) Under the DDMS settings specify Server Address, i.e., IP address of the PC with the MOTOTRBO
DDMS Administrative Client application installed, and port number of the DDMS senver. In this case the
DDMS senwer is installed on the same PC as the radioserver. The port number in this field must match the

port number in the PortWatcher field of the MOTOTRBO DDMS Administrative Client (Interfaces >

Watcher Settings).
P ——— o ——
2. MOTOTRBO DDMS [F=E S
DDMS File  Action Help
Server Address 192.168.37.13}3000 iIi' o E‘Gi‘ HE b
Service B Watcher Setti
E| Interfaces I PortWatcher 3000 I
!ﬂ ARS Settings atcherTO 1
P NetifyGroup 0

B
7. Sawe changes by clicking Save . To cancel the changes made, click the Restore button L= . All the

changes, made after the last save, will be restored.To apply the saved changes you must restart the senice.

The senice is managed using the following buttons: Start , Stop and Restart @ .
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1.6.3 MNIS and DDMS Client Configuration

In order to process data packets, ARS, Call Alerts, GPS, TMS it is obligatory to have MOTOTRBO Network
Interface Senice Configuration Utility (MNIS) and MOTOTRBO DDMS Administrative Client properly installed and

configured.

Let's start with MOTOTRBO Network Interface Senice Configuration Utility (MNIS).

Note: Before configuring, make sure the firmware versions of the repeaters and MOTOTRBO Network Interface

Senice are compatible (please find compatibility information in MNIS Release Notes).

1. In the General section in the System Operation Mode field select network type. In our case, it is Linked

Capacity Plus.

MOTOTRBO Network Interface Service Configuration Utility

Configuration  Yiew  Edit Service  Help

L HOC O @

= 41N
....... General
------- & Security
Eii Group List
B L MMNIS Application 1D [1 :|
E} i Corventional

2R maa

General

Syztem Operation Mode | Linked Capacity Plus
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2. In the Linked Capacity Plus section set up Master IP Address and Master UDP Port fields. These values

should correspond to the same values in MOTOTRBO CPS and in SmartPTT Radioserver Configurator, which

you will set up later.

MOTOTRBO Network Interface Service Configuration -G DR 3000 Network
N " General Settings
Corfiguration  Wiew Edit  Service  Help
@ Accessones Top Radio Network  Link nent  |PSite Connect  CapacityPlus [P
] ©0 e Y

= & m
General

Ep Forwarding Rules
Application Over

Authentication Key

]

Linked Capacity Plus

SmartPTT PLUS 8.6

g INetwork

48 Talkgroups

Radic IP 182 . 168 0 . 1

Agcessory IP 182.168.10.2

@ Secuily [+ Channels Metmask 255 255.255.0
: :
T o
& Comentional Master UDP Port
. Capacity Plus CAl Network E
MNIS LE Port | (3 Automaticaly Assigned

CAl Group Network [325 =]

LB sites O Manualy dssigned
= @8 Advanced Link Establishment
2% Network

Privari Gatinn | Mona - Authentication Key
Settings
Master IP | 10 . 150 o . 20
(= B Radio Server NAINetwork
¥ Radio Network Services . Master UDF Port [50000 3;
) ko oddes Ative
£ Conhol Stations DHCP [
Commect Plus Name [MNAI Netwark 1
Rladio Activity Networks Metwork ID Ememet® [ 10 150 0 - 20
MNAI Networks
=g MAI Network 1 Preer ID Gateway P | 10 . 150 LK
=1 St =
1 3 Gioups Interface \1921590153 v\ Fort \5uuu1 ,,| Gotewsy Netmesk |—255 = o G
B5; MNIS/DDMS Settings Master Fiepeater Address
ot pott] 10.150.0.20:50000 Test T lﬁ
Authentication Key ‘ | Peer Firewall Open Timer (sec) [g 3;
Master Archive File
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3. It is recommended to clear the Data Call Confirmed field in the Advanced section and to specify the identifier

in the MNIS LE ID field explicitly. Make sure MNIS LE ID does not match Peer ID of any repeaters in the

system.

MOTOTRBO Network Interface Service Configuration Utility *

Configuration

Wigw  Edit

Service

Help

(=35>

= 411

o W General
e Security

= 8 Group List
g8 E Listl

= {88 Conventional

E =B Domain 1
=B Domain 2
. Capaciy Plus
= .'.'1_3';} Lirked Capacity Plus
Ll B Sites
= 8 Advanced

'EI?E Metwork

[ Forwarding Rules

Applization Owveride B ules

Data Call Confirmed [

Comprezzed UDP D ata Header

Battery Saver Preamble

Individual Data to Reagistered Site

T Preamble Duration [ms]

Corventional Channel Access

O

O

Haormnal

MMIS LE 1D

) Use MNIS 1D
(®) Manually Assigned

Note: In the Firewall settings add MNIS into the exception list.

DDMS operation is closely connected to MNIS for data exchange (MNIS serves as DDMS Watcher). DDMS filters

ARS packets, received by the repeater, and information on the radio presence in the network is sent to all

systems for further processing.
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Therefore, when you configure DDMS settings, make sure that:
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1. The PortWatcher field in MOTOTRBO DDMS Administrative Client matches the WatcherPort field in MNIS

settings (Advanced > Network).

View Edit Service

Configuration

- G Secutty

& Group List

- #4 Conventional

- @ Capacty Plus

i <2 Linked Capacity Plus
B @ Advanced

- < [

i~ [Ep Forwarding Rules

: Configuration Utility

Help

e

N T
ARS Monitor

ARS Mornitor ID

Server Address 127001

| WacherPor 3000 =] |

File  Action Help

[Cl0 O [&]6 Wi %

Service
E-N¥ Interfaces

--§ff ARS Settings LN
5 NothGroup 0
-4 Logging NotifyRate 5

PortWatcher
Port listening for Watcher Subscribe requests.
Range: 1000 - 65535

Settings for Watcher interface

2. The PORT SU field (Interfaces > ARS Settings) in MOTOTRBO DDMS Administrative Client matches the

ARS UDP Port field in MOTOTRBO Network Interface Senvice Configuration Utility (Advanced > Networks).

View Edit  Service

H ©

Configuration

General
@ Securtty

&8 Group List

8 Conventional

eO Capacity Plus
-« Linked Capacity Plug
= 1 Advanced

e

- =) Forwarding Ruls
! Application Ove

SmartPTT PLUS 8.6

CAlNetwork  [12 2]

CAl Group Network 225 |+

ARS UDP Port

TMS UDP Port 4007 EI

File  Action Help

0]® O [&]& H @ %

E]_ARS Settings
PortSU 4005

5 Watcher Settings DeviceRefreshTims 240
~f Logging Deregistration TO 120
Persistence TO 12000

PortSU
Port listening for inbound ARS messages.
Range: 1000 - 65535

Settings for ARS/SU interface
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