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1 Introduction

Installation and configuration of the SmartPTT Enterprise system is a complex task and comprises

the following steps:
1. Installation and configuration of SmartPTT Radioserver.
2. SmartPTT Dispatcher installation and configuration.
3.  Configuration of MOTOTRBO devices, e.g., radios and repeaters.

The system configuration depends on the network used and the devices available. In this
document, you will learn how to install and configure the system on the basis of different network
types, such as:

« [P Site Connect network with the MOTOTRBO repeater as a master and SmartPTT
Radioserver as a peer.

+ Capacity Plus network with three MOTOTRBO repeaters and two control stations.
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2 Preliminary Actions

Before the software installation, your must ensure that the target computer meets the minimum
hardware and software requirements. For details, see SmartPTT Enterprise System Requiremenents.

2.1 HDD Space Estimation

Required HDD space depends on multiple factors. The most important factors are the following:

+ Size of the installed Windows operating system with all necessary components installed (for
example, Microsoft .NET Framework).

+ Size of the SmartPTT software (~400 MBytes).
+ Size of the locally installed Microsoft SQL Server and its databases:
+ Dispatch system event log.
* Monitoring.
+ Dispatch system metadata.
* SmartPTT Dispatcher event log.
+ Voice notifications database.
+ Voice records.

To estimate the required HDD space and prepare the relevant storage device, you should estimate
all the aspects mentioned above.

Voice Records

You can record voice calls in SmartPTT (using the “Voice Recording” license). They are saved as
audio files in one of the following locations:

* Local folder on the computer with SmartPTT Radioserver.
* Network folder.
« Removable drive or flash storage.

Audio file with the one-minute call record takes up to 300 KB of the HDD space. Use this value as
the reference point (B = 300).
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To prepare for HDD space calculations, estimate the following values:
* Average call rate during the day (N).
* Average duration of the calls during the day (D).
* Number of working days in the week/month/other period of time (P).

+ Risk factor to foresee the deviation of the actual parameters from their average values (R). If
unsure, assume R = 2.

To calculate the required HDD space (C), multiply the obtained parameters:
C=BxNxDxPxR
You will receive the result in KB. If required, convert them to MB or GB.

For example, you answer 2500 calls per day (N = 2500) and each call longs for 1 min (D = 1).
Assume that you consider 100-day period of time with no holidays (P = 100) and assume the risk
factor R = 2. This makes the required HDD space equal to C= 150,000,000 KB = 150 GB.

NOTE

Considered period of time (100 days) is the default value of the retention period for call record
files on SmartPTT Radioserver.
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3 Installation of SmartPTT Software
Installation of the SmartPTT Software allows making the following:
* Fresh installation of the SmartPTT Software.
* Adding the programs and applications which were omitted during the previous installation.
* Repairing the errors occurred during the previous installation.
* Uninstallation of the SmartPTT Software.

NOTE
If you wish to upgrade the SmartPTT Software by means of the product or version, you should
uninstall the current SmartPTT Software and then install a new one.

Before the installation make sure the following:
* You have Microsoft .NET Framework installed (not earlier than 4.6):
* YES: you will not be asked to install it.

* NO: you should agree to install Microsoft .NET Framework when InstallShield Wizard will
ask you.

* You have Microsoft SQL Server installed:
* YES: specify if its version is not earlier than 2008:

* YES: select This feature will not be available for Microsoft SQL Express during the
installation of the SmartPTT Software.
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* NO: you should upgrade to at least Microsoft SQL Server 2008 before the installation
of the SmartPTT Software and select This feature will not be available during the
installation of the SmartPTT Software.

* NO: you should select This feature will be installed on local hard drive during the
installation of the SmartPTT Software.

ﬁ SmartPTT Dispatcher - InstallShield Wizard

Custom Setup
Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

Feature Description
Microsoft SQL Express

Microsoft SQL Express

This feature will be installed on local hard drive.

B This feature, and all subfeatures, will be installed on local hard drive.

This feature will be installed to run from networlk,

o
_@ B This feature, and all subfeatures, will be installed to run from the network.
=
X

This feature will be installed when required.

Install to . . .
r!s This feature will not be available.
C:\Progr wrarngs
InstallShield
Help Space < Back Cancel

To begin the installation of the SmartPTT Software, follow these steps:

1. Run autorun.exe file from the folder where you copied SmartPTT installation package.
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2. Select SmartPTT Radioserver and SmartPTT Dispatcher to install on the current PC. If you
install both of them on the same PC, we would recommend you to start with Radioserver.

2 SmartPTT - X

About SmartPTT

Install SmartPTT
Dispatcher

Install SmartPTT
Radioserver

Contact us

3.  Follow the instructions of InstallShield Wizard. You should perform the following

additional actions during the installation:

3.1. Install Microsoft .NET Framework if InstallShield Wizard asks you. It is needed for the
work of the SmartPTT Software.

3.2. Restart the PC after Microsoft .NET Framework installation if InstallShield Wizard

asks you.

SmartPTT Enterprise Installation and Configuration Guide
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NOTE
In rare cases InstallShield Wizard will not ask you to restart the PC. However, the problem may
occur in the work of the freshly installed SmartPTT Software. If you notice them, please, start
the installation and select Modify or Repair in the Program Maintenance window.

3.3. Select the proper variant in the Program Maintenance window:
+ Select Modify to change the installed program features.
+ Select Repair to fix installation errors in the program.

+ Select Remove to delete the program from the computer.

ﬁ SmartPTT Radiozerver - InstallShield Wizard

Program Maintenance

Madify, repair, or remove the program.

(®) Modify

Change which program features are installed. This option displays the
@ Custom Selection dialog in which you can change the way features are
installed.

() Repair

Repair installation errors in the program, This option fixes missing or
corrupt files, shortcuts, and registry entries.

l:::l Remove
@ Remove SmartPTT Radioserver from your computer,
& |

InstallShield

3.4. Install or do not install Microsoft SQL Server:

« If you have Microsoft SQL Server not earlier than 2008 version, in the
Custom Setup window click the Microsoft SQL Express icon and select
This feature will not be available.

+ If you have Microsoft SQL Server earlier than 2008 version, in the Custom Setup
window click the Microsoft SQL Express icon and select
This feature will not be available. Then you should upgrade to at least
Microsoft SQL Server 2008.
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« If you do not have Microsoft SQL Server, you should select in the Custom Setup
window. For this in the Custom Setup window click the Microsoft SQL Express
icon and select This feature will be installed on local hard drive or This
feature, and all subfeatures, will be installed on local hard drive.

E SrmartPTT Dispatcher - InstallShield Wizard

Custom Setup
Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

Feature Description
Microsoft SQL Express

Microsoft SQL Express

=) This feature will be installed on local hard drive.
=38 This feature, and all subfeatures, will be installed on local hard drive.

This feature will be installed to run from networlk,

]
@ B This feature, and all subfeatures, will be installed to run fram the network.
=)
x

This feature will be installed when required.

Install te . . .
nls This feature will not be available.
C:\Progr wrarnge
InstallShield
Help Space < Back Cancel
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4 General SmartPTT Radioserver Configuration

General configuration includes parameters that are independent of the network type. To configure
the general settings of the radioserver open SmartPTT Radioserver Configurator.

1. Set up parameters of the radioserver.

Settings  Metworks Client List  Rules  Activity Log

Beport/Import Settings  Statistics

@ S5martPTT Server Configuration - C\Program Files (x88)\5martPTT\Server\RadioService.exe.config —

= - | Radio Server

% Licenses

-4 Radio Metwork Services
= Add-on Modules

..... B Indoor Tracking
-,- Evert Log

.."— Phaone Calls
w Eridging

----- Wy Voice Motfications
[#1-[#] Clierts Connection
- Monitoring

-E User Authorization
ﬂ_& Profiles

g Radio Groups

EEI{ﬂ Metadata

« Inthe Name field specify the radioserver name. This name is used only in SmartPTT

Radioserver Configurator.

+ Inthe Interface field and the Port field specify the IP address and port of the PC where the

radioserver is installed.

Radio Server
Server Role

Mame

Interface
Any

Authentication
Mo

WolP Listen Port

Block option

Limit Radios to Service

[] Enabled

Allowed Radio Mumbers

Process priorty

Language

Primany

Radioserver

Port
2888 =

Radio Disable

Example: 1-99,150

Above nomal '

Endlish

2.  Enable radio network services, e.g., ARS, GPS and TMS support.

SmartPTT Enterprise
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To enable ARS support, select the Active check box under ARS:

@ SmartPTT Server Configuration - C\Program Files (x86)\SmartPTT\Server\RadioService.exe.config

Settings  Metworks Client List Fules  Activity  Log Export/Import Settings ~ Statistics

-8 Radio Server
:?,, Licenses _
-4 Radio Metwork Services Active

.....

@ GRS [] Use Radio Check

ARS

Radio inactivity timeout (z)
..... L Te{emettry

""" ?) Radio Blacklist Global Minimum Request Interval, ms 1000
B-f—] Email Gateway

@18 SMS Gateway [] Automatic update of registration, h 00 F
----- @ File Receive

B- .. Add-on Modules
-ﬁ Profiles

g Radio Groups
Eﬂ--[ﬁ Metadata

To enable GPS support, select the Active check box under GPS:

@ SmartPTT Server Configuration - C\Program Files (x88)\5martPTT\Server\RadioService.exe.config

— O *
Settings  Metworks Client List  Rules  Activity  Log Export/Import Settings ~ Statistics
-8 Radio Server GPS
% Licenses
=4 Radio Network Services Active
..... RS
Q Minimum radio location update interval (z) D
G TMS
----- (. Telemetry Minimum Request Interval, s
----- ©» Radio Blacklist
G)-(-] Email Gateway L
EJ---E SMS Gateway Radio inactivity timeout (s}
----- File Receive
- Azd-on Modules Get location infarmation on the following radio groups:
-ﬁ, Profiles
@ Radio Groups Group Mame Time Interval, s OnACH
EEI--[ﬁ Metadata

Allow Dispatchers to Amend Location Update Time Interval
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To enable text messaging service, select the Active check box under TMS:

Settings  Metworks Client List  Rules

'@ SmartPTT Server Configuration - C\Program Files (x88)\SmartPTT\Server\RadioService.exe.config

Activity Log

BExport/Import Settings  Statistics

--F Radio Server
f% Licenses
£ Radio Network Services

..... ARS
&; GPS

..... G Telemetry

----- ©» Radio Blacklist
E-(] Email Gateway
5B SMS Gateway
..... o File Receive
- ... Add-on Modules
.ﬁ Profiles

g Radio Groups
EE'"l__ﬁ Metadata

TMS
Active

SmartPTT Enterprise
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5 SmartPTT Dispatcher Configuration

In this topic you will learn how to configure general settings of the SmartPTT Dispatcher console.

The general configuration in the scope of the IP Site Connect network implies that operators will

be able to communicate with radios and the radios will be able to communicate with each other.

The general configuration of the SmartPTT Dispatcher console includes the following steps:

1.
2.
3.
4.
5.

License installation.
Database creation.
Radioserver configuration.
Audio setting configuration.

Registration of radios.

The description of the steps is given below:

1.

2.

Expand the Settings menu in the Main Menu bar of the SmartPTT Dispatcher window
and click Licenses. Install the required license. After uploading the license, click Finish.

Expand the Settings menu in the Main Menu bar of the SmartPTT Dispatcher window and
click Database. In the opened window create the new database and then connect to it.

To create a new database, follow these steps:

1.

Fill in the Database Server Name and click Create New Database. For a database
server installed together with the SmartPTT Dispatcher application enter the name using
the format: Name of PC\SQLExpress (for example, MYCOMP\SQLExpress).

SmartPTT Enterprise Installation and Configuration Guide
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2.  Inthe window that opened enter the name of the new database and click Save.

Configuration

Database

Settings for connection to M5 SQL Server database

— Database server

Database server name | localhostSOLExpress

For database server installed locally at SmartPTT Dispatcher PC enter name in the following way:
Name of Computer\SQLExpress (e.g., MYCOMPM\SQLExpress).

Authorization mode | Windows NT Authorization

[~

Account name

Password

Connect

Database

Create Database
Cur

Database name

LN

Connection to the database server is established.

[r Create database ]] [ Restore database ]

Mew Database

Save | [

Cancel

l

[ Cancel

|

Back

Mext

N

Finish

If creation was successful, a message about successful database creation is displayed. If the

database is not created, the reason will be displayed at the bottom of the window.

Authorization Mode: Allows you to select authorization mode with the database.

SQL Server Authorization: You must have the login and password of the account which has
access to the SQL server.

Windows NT Authorization: The user who has logged into the Windows system, must be listed
in the SQL server’s list of users to make connection.

SmartPTT Enterprise
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After you have finished, click Finish to save the changes. You will need to restart SmartPTT

Dispatcher to apply the changes.

3. Inthe Settings menu click Radioservers to add the radioserver and configure it properly.

Radioservers
Radioservers controlled by Dispatcher Consale

4+ aAdd # Edit = Delete Q Search

Server Name | Address Proxy Login Active -

SmartPTT Enterprise Installation and Configuration Guide
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Click Add to open the window for adding radioservers to the list.

General IPMI
Active
Mame | Radadioserver 1

Address | 192.168.36.110 Port | 8888
Proxy Proxy Port
Login

Password

Operator | Profile Mame | “

Administrator |.I:nnne:| | - |

Dispatcher |.[nDnE:| | - |

oK || Cancel
' y

Enter the name of the radioserver in the Name field. The name will be displayed in the SmartPTT

Dispatcher console.

In the Address and Port fields enter the radioserver IP address and port number to connect with
the dispatcher. To find out the radioserver IP run the ipconfig command on the PC where the
radioserver is installed. The default radioserver port number is 8888.

Select the Active check box to enable the radioserver.

For more information about the radioserver settings see Help in the SmartPTT Dispatcher

application.
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4.  Audio setting configuration is required to give the operator the ability to communicate
with the radios. Expand the Settings menu in the Main Menu bar of the SmartPTT

Dispatcher window and click Sound.

Sound Settings
Audio devices and VolP settings

L

General Settings | Audio Output Devices | Other Settings |
— Audio Input
Device | Default | "]
Input Line | | v ]
Moise Reduction | Disabled | "]
AudioInputTest [ Record || Py ||  Sawe
—Audio Output
Device | Default | v] [ Check
— VoIP Parameters
Codec | CCITT u-Law | "l
Codec Format | 8000 Hz, 20 ms, 64 (26) kbps | +|
Cancel ||  Finish

Audio Input: Audio device to which the microphone is connected.

Input Line: Audio mixer line used to connect a microphone.

Audio Output: Audio device to which headsets or speakers are connected.

Codec: Audio stream compression method.

Bitrate: Audio stream sampling frequency.

VoIP Port: Audio stream receive port.

SmartPTT Enterprise
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Specifications of the codec format 8000 Hz, 20 ms, 64 (86) kbps:

8000Hz: The sampling rate.

20 ms: The frame size.

64 kbps: The voice data bit rate.

86 kbps: A full bit rate (required network bandwidth).

For more information, see Help in the SmartPTT Dispatcher application.

5.  Register radios. Unregistered radios are displayed in italics in the Radio Fleet window
and are not recorded into the database.

- H Radioserver - »
- o Slot1 PTT »
P s——
[ (g 120022 )} [] ( Empty ) PTT >>J
- o Slot2 PTT >»
H Paul ] (Empty ) PTT >»

To register the radio, right-click on the radio, enter the name and click Save.

Radio Properties: Radio 1

Commaon Location | Other

Radio ID cAl EE
stoned | | moco [ ]
|

M

Name | Radio1

Status | (empty)

Lone Worker

|- Default | v |

e ] [conon ]

SmartPTT Enterprise Installation and Configuration Guide
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6 IP Site Connect

SmartPTT implements direct connection of SmartPTT Radioserver to repeaters in IP Site Connect

system.

IP Site Connect is able to link up to 15 repeaters when using two slots, and twice as much, if only
one slot is used. The repeaters can be placed at a single site or across multiple locations, thus
creating a reliable local or wide-area communications network. A radio at one coverage location
can share voice and data information with radios from other remote locations via an IP network.
One SmartPTT Radioserver can control more than one IP Site Connect system at time. The list of IP
Site Connect advantages is the following:

* Reduction in the number of equipment used in communications network since there is no
need to setup additional radioservers at each coverage location. No need to use control
stations or additional sound cards.

* Reduction in the time needed for system setting.
+ Enhanced system operation reliability.

To work with IP Site Connect, it is necessary to add a virtual repeater and control stations in
SmartPTT Radioserver Configurator.

6.1 MOTOTRBO Equipment Programming

To program MOTOTRBO equipment you will need MOTOTRBO Customer Programming Software
(CPS).

1. Connect your device to the PC via a programming cable and launch MOTOTRBO CPS.

2. Switch on the device and check its settings by clicking the Read button on the menu bar.

B MOTOTREO Customer Programming Software — ] ¥

Fle Edt Mew Device Fegtures Remcte Help

= 0
RM | Open Save | Reports | Delete | Cut Copy Paste | Search || Read | Wrte Clone | Bluetooth

SmartPTT Enterprise Installation and Configuration Guide
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3. Inthe View menu, select Expert to gain access to all the settings parameters.

B MOTOTRBO Customer Programming Software — m] X

Fle Edit | View | Device Featues Hemole Help

(@ | @ |[¥] ToolEar 4 B @ | A [»2 M| @ 7

©RM Open Status Bar = | Cut Copy Paste | Search | Read Write Clone | Bluetooth

4. Inthe Device Information tab, ensure that firmware version is no older than:
+ RO01.12.11 or R02.30.10 for mobile or portable radios
+ R02.30.12 for repeaters

Otherwise, contact the supplier to request firmware upgrade.

NOTE
It is recommended to use the same firmware version for all MOTOTRBO equipment in the same
network.

B MOTOTRBO Customer Programming Software - [Sample.ctb] — m] X
] Fle Edt View Device Festures Remote Window Help -8 x

= = R R SO - N - ﬂ|:|

{ RM | Open Save | Reports | Deiete | Cut Copy Faste | Search | Resd Wrie Clone | Blustooth

DM4601 . .
= ﬁ m,a.m“gs Device Information

@ Accessories Top  Device Features  Language Pack Memory Usage
Buttons
-~

o B Text Messages Model Number  M28QNNSKAZAN
- @ Telemetry Tanaps Number  PMUE364644.

T Menu

G Security Serial Number  203T@B1017
e Network i 0C20644ADEODS1F7AA41EFBDCEE4BTOFA
@ Announcement Physical Serial NUmber 57 \ppp cp AF 8 A33RAEC AESDIE05189E1
# Job Tickets )

Firmwere [0 0CT78E1BO0EC54D3ABF264CESCAFDBIDF

52} Signaling Systems
B Encoder Freguency Range (MHz) 403.000000-470.000000
B}~ {88 Decoder Power Range (A7) 1.0-30.0
[ Contacts
@ RX Group Li Firmware Version R02.60.00
[}~ @8 Channels Codeplug Version  10.01.11
Scan
e Bootloader Version RD2 60.00
[ Roam

5. Click Write (next to the Read button on the menu bar) to apply changes in the settings.
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6.1.1 MOTOTRBO Repeater Programming

To connect SmartPTT Radioserver to the IP Site Connect network, make the following changes in
the configurations of the IP Site Connect repeaters:

1. Inthe General Settings tab set Radio ID = 725. The Radio ID must be unique.

- MOTOTREC Customer Programming Software - [Sample.cth]

Fie Edit View Device Features Remote Window Help

@ & W 3 K kB @ Q2K O
RM | Open Save | Reports Delete | Cut Copy Paste | Search | Read Write Clone | Bluetooth

-l SLR 5500 .
= ﬁ o General Settings

@ Accessories Top Eaftery AamType CWID  Voting

Lo Security

355- Network Radio Mame IMotnrola =
T e

b _&ﬁ Talkgroups SIT (ms) maj

Channels Group Cail Hang Time (ms) [3000 =

Private Call Hang Time (ms)  [2p00 3;

Emergency Call Hang Time (ms)  |4p00 32

2. Inthe Network tab, leave the DHCP setting unselected.

- MOTOTRBO Customer Programming Software - [Sample.cth]
Fle Edit View Device Features Remole Window Help

m & M| @ ¥ |4 B OB Q (oM oM B

RM | Open Save | Reports | Delete | Cut Copy Faste | Search | Read Write Clone | Bluetooth

£ LR 5500 Network

General Setngs
g Accessones Top  Radio Metwork  Network Sefting  |P Repeater Programming — Time Zone NTF Settings ~ DMS Addresses

o Neitwork Setting

: Link Estabishment

u Sites N
Link Speed | auto Negotistion -

i 8 Talkgroups

Channels DHCR [
Ethemet P [ 192 . 162 1 10
Gate'wavIP|192.168.. 1.1

3. Inthe Link Establishment tab, set Link type = Master, Ethernet IP, UDP Port = 50000.

B MOTOTRBO Customer Programming Software - [Sample.ctb]

Fie Edit Mew Device Features Remote Window Help

= & ] x| & @B Q [rm MR W (] l:l
RM | Open Save | Reports | Deleie | Cul Copy Faste | Search | Read Write Cone | Bustooth

=l SLR 5500 i i
R Link Establishment
g Accessories Top |PSite Connect  Capacity Plus
ﬁ Security ~
| Link Type IMaster - |
Authentication Key |
ons [~
MasterlP [ 152 . 168 7 11
Master DNS Address |Num3 |

Master UDP Port [50000 =
upP Port (50000 3;

Peer Firewall Open Timer (sec) |12 3:
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4. Inthe Channels tab add Digital Channel. Set Color Code = 7, IP Site Connect=5S/ot 7 &
Slot 2. Please remember to check that the Color Code in the repeater settings is equal to
the Color Code settings in the radio settings. Set required RX and TX frequencies for the

channel.
MOTOTRBO Customer Programming Software - [Sample.ctb] — O *
H g g Pl
Ele Edit View Device Features Remote Window Help -5 X

@ & W 4 K kB @ Qb2 O
RM | Open Save | Reports Delete | Cut Copy Paste | Search | Read Write Clone | Bluetooth

O e scione SmartPTT

g Accessories Top Enhanced GNSS RX TX

@ Security

H -~
i Network Cobor Cote [1 =]

= Link Estabiishment

o2 Sites System Controller Mode [~
(.gg Talkgroups | P Site Connect IS'Dﬁ Sooiz j |
E}- @ Channels
B~ @8 Zonet Messaging Delay (ms) [gg -
oS RSS| Threshod (dBm) [0 =
IF Fiter Type  |wide -
BSIMode [ angiog 'I

Enhanced GNSS

Window  Periodic Window  Shared Channel
Size Reservation (%) Freguency

Slot 1 r 3 - 75 -~ ]
sz T [5< [ o r

Enable

Frequency (MHz) 155 025000 frco0000 Frequency (MHz) [150.025000
|
=
Power Level | High -
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6.1.2 MOTOTRBO Radio Programming
1. Inthe General Settings tab set the Radio ID. This ID number must be unique for each
radio in the communication system. Select GNSS to track the radio location, if the radio
supports this functionality.
B MOTOTRBO Customer Programming Software - [Sample.ctb] - m] X
Fie Edt Miew Device Fegtures Remole Window Help -8 x
O:n SEE Hep:?éns D:Igte céft P%e 5;);:" l:eSd \:r?e crﬁe Hlugontn l:l
= A
General Settings
g Accessones Top CWID Audio Profile Microphone Backlight Battery Saver Alerts Cwer-the-Air Programming Persistent LRRP Reguests  Lone Worker Power Up
Buttons Password and Lock  Front Programming Password Delete All 5 Tone Radio ID
BA Text Messages
B rseriere oo “
@ Security
2 Network
@) Announcement Welcome Imsge |
B Job Tickets
G- [ Signaing Systems
[ Encoder
[~ [ Decoder Radio ID [225
B Contacls GNSS [
S z:;ﬁ:::m GNSS [psiazss =l

2.  Inthe Network tab set ARS Radio ID. Remember that the ID should match the Slot ID of
the IP Site Connect network, which is to be configured later. In this case, ARS Radio

ID = Slot ID = 7. Set Forward to PC to Disabled.

- MOTOTRBO Customer Programming Software - [Sample.cth]

Fie Edt \View Device Features Remote Window Help

= = I I G =N - B N Y- I ¥ - ¥ (i ]

RM | Open Save | Reports | Delete | Cut Copy Paste | Search | Read Write Clone Hlumonth
=)

DP4301
... B (General Settings
@ Accessoncs
Buttons
[E Text Messages
oo @) Telemetry
T8 Menu
&= Security
- (@8 Signaling Systems
. @@ Contacts
RX Group Lists
- @8 Channels
. Scan
Roam
Capacity Plus

Top

e e e
e e e

Radio Network  Services ~ Control Station

IP Site Connect

CAl Group Netwerk | 305 3:
Max TXPDU Size (bytes) [s0p =
Telemetry UDP Port [4p03 3;

-

| Forward to FC |Dmu,,d

B

Services

ARS Radio D[4 3;

ARSIP 13.0.01

ARsUDPPort [ap0s =]

SmartPTT Enterprise
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3. Inthe Channels tab add Digital Channel and configure it in the following way. Set
Repeater Slot = 7, ARS = On, IP Site Connect = On. The Color Code must be equal to
the Color Code, which is set in the Channels tab of the repeater configuration.
B MOTOTRBO Customer Programming Software - [Sample.ctb] - O X
Bl Be Ei Vow Do Fesrs Homlo Wndow tob Sex

w o 3@ ¥k B @ QA ke okl @

RM | Open Save | Reports Delete | Cut Copy Paste | Search | Read Wrte Clone | Bluetooth

= DP4801
- Bl General Settings
& hccessores
Buttons
- B Text Messages
o @) Telemelry
T Menu
F Security
o Network
- Signaling Systems
i} 8 Contacts
il RX Group Lists
=} {4 Channels
E| 8 Zonet

[S K8 |PSC Siot1

tf1 Channel Pool
G- @ Sean

[ Roam

[ Capacity Plus

F e W

(B}

=)

[

IPSC Slot1

Jop RX IX

‘Scan/Roam List INW‘e -

Auto Sean [T

Color Code |1 3:
Repeater/Time Slot |1 -

FPhone System IND"B j

A

|M5 |0n5ysmncnange ~| |

Enhanced GNSS [

Window Size |a -]

Privacy [~
Privacy Alias Ipmac«,r Keyt j
RAS Alias INone j

Option Board [~
Option Board Trunking |~
Lone Worker [~

Allow Talkaround [~

|P Site Connect [
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Set required RX and TX frequencies for this channel. Set Admit Criteria = Channel Free and
In Call Criteria = Follow Admit Criteria.

| MOTOTRBO Customer Programming Software - [Sample.ctb] - O X

Fle Edt View Device Festres Remcle Window Heip _ 8 x

s F B 3 | ¥

RM | Open Save | Reports Delete

B B | Q

Cut Copy Paste

= DP4301
.. B8 General Settings
& hccessores
- HE Buttons
- B Text Messages
o @0 Telemetry
E Menu
oo Securty
e Network
- Signaling Systems
Contacts
- RX Group Lists
- @4 Channels
El & Zonel

L. IPSC Slot1

[T
Lib-lkb-Lb- L

. e ———
G- @@ Scan

E Roam

[l @ Capacity Plus

(B}

)

b bR b

Search | Read Wrte Clone | Blustooth

IPSC Slot1

[

Group List

Emergency Alarm Indication

Emergency Alarm Ack

Emergency Call Indication

Ref Freguency IDgy'aL'[ j

Juist1
r
-
-

Ref Freguency IDgy'aL'[ j

T RX IX
x|
Offset (MHz)
Frequency (MHz) [s03.025000 Js.oa000 Frequency (MHz) [s03 025000
Copy |
—_—

Contact Name |C_‘3|1

Emergency System INW'E

vox ™
Pawer Level m
TOT (sec) Isg 3:

TOT Rekey Delay (sec) Io 3:

Alow Interruption [~

T Interruptible Frequencies [

~

Agmit Criteria ICMnnﬁ Free

In Call Criteria Imem Criteria vI

Configure the second digital channel likewise, but set Repeater Slot = 2.

6.2 SmartPTT Radioserver Configuration

To connect the system to SmartPTT, you need to configure the radioserver settings, which can be

done using the special software application SmartPTT Radioserver Configurator. In this document

we will review the main settings of the radioserver, that are required for the IP Site Connect

network.
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7 Capacity Plus

SmartPTT is a software package designed to manage communication between linear-extended
and geographically-distributed objects where it is necessary to facilitate voice and data

transmission and dispatching of remote radio network control stations.

SmartPTT allows users to connect to the Capacity Plus network repeaters directly over IP. This
approach reduces the amount of the MOTOTRBO equipment used in the system (radios

functioning as control stations).

The following picture displays the scheme of the direct connection between SmartPTT Radioserver

and Capacity Plus radio network repeaters.

i, i /'\.,,’
N | A
\ /
-

SmartPTT Dispatcher
Console

Plus
and data

\\ SmartPTT Dispatcher
= SmartPTT Console
™ 7 Radioserver

: IP Network
— > Capaclty—lncoming VOICE =— —IP Network=—

> +—lJSB [/ Voice Cables

*‘-.-Q_i__. SmartPTT Dispatcher

Control station pool for Console
Outgoing commands
- Dispatcher voice calls

Here, SmartPTT Radioserver connects directly over IP to the Master repeater of the Capacity Plus
network to receive incoming voice and data traffic. To organize outgoing voice and data traffic,
control stations (MOTOTRBO digital mobile radios) are connected to the SmartPTT Radioserver via
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USB and audio cables. The audio cable is used only for control stations that provide outgoing

voice calls.

This guide describes how to configure the following system components to implement dispatch
control system over Capacity Plus radio network:

* Repeaters
+ Control stations and radios
*  SmartPTT Radioserver
In this document we presume that the system is built based on the following hardware:
* Three MOTOTRBO repeaters - Master (Trunk), Slave (Trunk), Slave (Data Revert)
*  Two TX control stations
* Oneradio
*  SmartPTT Dispatcher

*  SmartPTT Radioserver with two sound cards

7.1 MOTOTRBO Equipment Programming

To program MOTOTRBO equipment you will need MOTOTRBO Customer Programming
Software (CPS).

1. Connect your device to the PC via a programming cable and launch MOTOTRBO CPS.

2. Switch on the device and check its settings by clicking the Read button on the menu bar.

B MOTOTRBO Customer Programming Software - m] X

Edt View Device Features Remote Help

File
@ e 3] d | X | & B | Q bl b (] 1
: RM Open Save | Reports | Delete | Cut Copy Paste | Search || Read | Write Clone | Bluetooth |

3. Inthe View menu select Expert to gain access to all the setting parameters.

B MOTOTRBO Customer Programming Software - m] X
File Edit | View | Device Fegtures Remote Help

(@@ B |[v] Ioosar 4 B B | A |k M M ﬂ|:|

©RM Open 7] gtatus Bar te | Cut Copy Paste | Search | Read Wrie Clone | Biuetooth
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4, In the Device Information tab make sure that firmware version is no older than:

* R01.12.11 or R02.30.10 for mobile or portable radios;

* R02.30.12 for repeaters.

Otherwise, contact the supplier to request firmware upgrade.

NOTE

It is recommended to use the same or compatible firmware versions for all MOTOTRBO

equipment on the same network.

m &= ) 1

B MOTOTRBO Customer Programming Software - [Sample.cth] - m] x

Fle Edt View Device Festures Remole Window Help -8 x

RS S [t |0 —
RM | Open Save | Reports | Delete | Cul Copy FPaste | Search | Read Wrile Clone | Bluetooth

[l = | DM4601
... Bl General Settings
@ Accessories
-~ B Butlons

B Text Messages
o () Telemetry
T enu
.. Security

a5 Network
-1 Announcement
- Job Tickets
- Signaling Systems
3| Encoder
- Decoder
i Contacts
- RX Group Lists
i Channels
. Scan
i Roam

Frn Wm0 B W B B s B R

Device Information

Top Device Features Language Pack Memory Usage

-
Model Number  M2ZBQNNSKAZAN

Tanapa Number PMUE3848A4
Serial Number  203TQ@B1017

0C206A4ADEODS1FTALL1EFBOCEE4BTOFA
2TABBBCOAESAIIBEECAESDIE05189E1

Physical Serial Number
Firmware ID  0CTSE1B806C54D3ABF264CEBCAFOBIDF
Frequency Range (MHz) 403.000000-470.000000
Power Range (W) 1.0-30.0
Firmware Version R02.60.00

Codeplug Version 10.01.11

Bootloader Version  R0OZ.60.00

5. To apply the changes in the settings, click Write (next to the Read button on the menu

bar).
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7.1.1 Programming Repeater

7.1.1.1 Master Repeater Settings

1. Inthe Channels tab create Capacity Plus Voice Channel (Master Trunk).

2.

Set the Slot 1 Channel ID equal to 7.

] Ele Edt Vew Device

@ & Hd | 3 @ ¥

- MOTOTREO Customer Programming Software - [Sample.cth]

Fegtures

RM | Open Save | Reports Delete | Cul Copy Pasie | Search | Read Write Clone B|ue1001.n

[l SLR 5500
General Setfings
o G Accessories
e Securty
gl Network
LB Link Estabishment
il ln Sites
4@ Talkgroups
S} @) Channels

EI & Zonet

B H Master Trunk

3.

Remote  Window  Heip -

bomom | QA (b= MR M B

Master Trunk

Top

Color Code H
RSSI Threshold (68m) [0 =]
IF Fiter Type I‘M"E—LI
Preference Level |4 -
—

In the Network tab, set the repeater and gateway IP addresses, gateway network mask.

Slot 2 Channel ID 2

£ @ accessones
LeGow Security

2 [

S Link Establishment
ot Sites

Lo Talkgroups

- @8 Channels

4.

B MOTOTRBO Customer Programming Software - [Sample.ctb] - m] X
Fie Edit \View Device Features Remote Window Help - 8 x
@ & B @ ¥ |4 mmo@|Q (v oM B
RM | Open Save | Reports Delete | Cul Copy Pasie | Search | Read Write Clone B|ue1001.n
= ﬁ SLA 5500

i--- B General Settings Network

In the Link Establishment tab, select Master in the Link Type field, and set the UDP port.

Top RadioNetwork  Network Sefting Time Zone NTP Settings ~ DNS Addresses

Network Setting
Link Speed IAuto Negotiation -

|P Repeater Programming

oHeP [
Ethernet IP | 192 . 188 . T . 173
Gateway® | 1s2 . 68 . T . 1

Gmewywevrmk|255 255 . 255 [

Primary DNS Server |P I [1] o o o

B MOTOTRBO Customer Programming Software - [Sample.cth] - m] x
Fie Edit View Device Festures Remote Window Help -
2 N I @ Q2 g W O

RM | Open Save | Reports | Deele | Cul Copy Paste

Search | Read Write Clone | Bluetooth

= Link Establishment|
<l Stes

<-4 Talkgroups

Link Establishment

Capacity Plus

B

Top |P Site Connect

| Lk Type [waster

Authentication Key |

ons [

Master IP | 192 168 7

Master DNS Address |N°“e

Msster UDP Port |5nnnn 3;
UDP Port |5mm 3;

SmartPTT Enterprise

Installation and Configuration Guide



Capacity Plus 32

7.1.1.2 Slave Repeater Settings for Voice Transmission (Trunk)
1. Inthe Channels tab create Capacity Plus Voice Channel (S/ave Trunk).

2. SetSlot 1 Channel ID equal to 3.

| MOTOTREO Customer Programming Software - [Sample.ctb] — m] X
Fle Edt View Device Festures Remole Window Help -8 x
@ & H| 3 | ¥ L omo@ | Q (2o O
RM | Open Save | Reports | Delete | Cut Copy Paste | Search | Read Write Clone Hlumonth
= ﬁ SLR 5500

L BB Cenera Setings Slave Trunk

g Accessories Top

- Security

bl Network Cokr Code [1 =]

S Link Estabishment

<_=> o RSSI Threshold (98m) lﬂ

©£38 Talkgroups IF Fiter Type I‘M"E .

E}- @) Crannels

B- & Zonet Preference Level |1 -l
H Pl Siave :
e'“' Slot 1 Channel ID |3 3;
Siet2 Channel D 4
3. Inthe Network tab, set Ethernet IP, Gateway IP and Gateway Netmask.

B MOTOTRBO Customer Programming Software - [Sample.ctb] — m] X
File Edit View Device Features Remole Window Help - &8 X

m =& M| @ ¥ 4 B OB Q (oM M B

RM | Open Save | Reports | Delete | Cut Copy Paste | Search | Read Write Clone Hlumonth

= ﬁ SLR 5500
LB General Sefings Network

g Aocessories Top  RadioMetwork  Network Sefting  |P Repeater Programming  Time Zone NTP Settings
- Security

i -~
o flf Network Setting
P Link Estabishment
1 Sites
a3 Talkgroups Link Speed IAuto Negotiation -

Channels pHCP T
Ethemet P [ 1e2 . 168 7 224
Gateway [P | 192 . 188 . T . 1
Gateway Netmask | 286 . 286 . 286 . O
Primary DNS Server |P I [1] o o o

4. Inthe Link Establishment tab, select Peer in the Link Type field. Enter Master IP and
UDP port.

B MOTOTRBO Customer Programming Software - [Sample.ctb] - m] X
Fie Edit View Device Features Remote Window Help - 8 X
s MW 3 | K | B QA 2 e B
RM | Open Save | Reports Delete | Cut Copy Paste | Search | Read Write Clone | Bluetooth
=- ﬂ SLR 5500 . .
- Geners Setings Link Establishment
@ Accessories Top  |PSite Connect  Capacity Plus
i Security
H ~
gy Network |L|nkType Ipee,- jl
- -=\= Link Establishment|
<_> Sites Authentication Key I
w8 Talkgroups
Channels pNs [
|Mmter\P [192 e . 7 . m |
Master DNS Address |N°"E j
Master UDP Fort ISDDDD :I
UDF Fort |m 3:
Peer Firewall Open Timer (sec) |42 =
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7.1.1.3 Slave Repeater Settings for Data Transmission (Trunk)

1.

In the Channels tab, create Capacity Plus Data Channel (S/ave DataRevert).

- MOTOTREC Customer Programming Software - [Sample.cth]

=il SLR 5500
General Seftings
b ) Aocessories
e Securty
el Network
LB Link Establshment
it Sites
e 48 Talkegroups
[} @) Channels

El- 8 _Zonet

M

O
B R Hif Siave DataRevert

Tl

- m} x
Ele Edit View Device Features Remote Window  Help - 8 X
8|1 | X tam oy 8
RM | Open Save | Reports Delete | Cul Copy Pasie | Search | Read Wrte Clone  Bluetooth
-

2. Inthe Network tab, set Ethernet IP, Gateway IP and Gateway Netmask.

Slave DataRevert

Top Enhanced GNSS  RX iR

Color Code |1 3:
RSSI Threshold (dBm) [yp0 3;
IFFiter Type [pige =

Enhanced GNSS

. MOTOTRBO Customer Programming Software - [Sample.cth]
Fle

=il
General Settings

e Securiy

By Link Estabishment

e sies

o' 4 Talkgroups

Channels

Top  Radio Network

Edit View Device Features Remote Window  Help
= d ] X | % B A e M M a
RM | Open Save | Reports Delete | Cut Copy Paste | Search | Read Wrte Clone | Bluetooth
SLR 5500

Network
Network Setting  |P Repeater Programming  TimeZone  NTP Settings  DNS Addresses
-~
Link Speed W
DHCP [
EtnemetiP [ 4g2 . 168 . 7 218
Gatewsy P | 192 . 168 7 1
Gateway Netmask | 285 . 255 . 255 0
Primary ONS Server [P | 0 0 0 0

[

3. Inthe Link Establishment tab, select Peer in the Link Type field .Enter Master IP and

UDP port.

- MOTOTREQ Customer Programming Software - [Sample.cth]
Eile Edt Vew Device Features  Remote  Window  Heip

= & i L. B e M M a8
RM | Open Save | Reports | Delete | Cut Copy Faste  Search | Read Wnite Clone | Bluetooth
[=-fils) SLR 5500
-8 General Settings
@ Accessories
b Security
ool Network
=)

<.
b Sites

i Talkgroups
[ [@8 Channels

1
Link Establishment

Top |P Site Connect Capacity Plus
~
|L|chvpe Peer - |
Authentication Key I
oNs [
|MasterlF' [ 12 e . 7 . m |

Master DNS Address |N°ne

E

Master UDP Port |m :|

uDF Pert 50000 =
Peer Firewall Open Timer (se0) 12 =]
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7.1.2 Programming Control Station

Before configuring control stations, make sure you have read Brief Information on Use of Control

Stations.

7.1.2.1 TX Control Station Settings for Group Calls

1.

In the Network tab set Forward to PC to Via USB.

- MOTOTRBO Customer Programming Software - [Sample.cth]

Fie Edt Wew Device Fegtures Remote Window  Help
= & ] X | & B QA | pr M M a
RM | Open Save | Reports Delete | Cut Copy Paste | Search | Read Write Clone | Bluetooth
== DM4601
- B (General Settings
Buttons
[E Text Messages
oo @) Telemetry
o T Menu
@ Security
]
@:J) Announcement
Job Tickets
Signaling Systems
Encoder
- Decoder

2.

B W W B
g e SR E

group.

Top

L
Network

Radio Network ~ Services

Control Station

IP Site Connect

Radio Network

CAl Netwerk IG
CAl Group Metwork IE
Max TX PDU Size (bytes) lm_;l
Telemetry UDP Port m

| Forward to FC I“a USB

=

In the Contacts tab add radio groups to the contact list. Set unique Call ID for each

- MOTOTRBO Customer Programming Software - [Sample.cth]

Fie Edit \View Device Features Remote Window  Help

= & ] X | % S S e a
RM | Open Save | Reports Delete | Cut Copy Paste | Search | Read Write Clone | Bluetooth
[E-E=P DM4601

- B General Settings

[

Capacity Plus

Buttons
o B Text

Contact Name Cal ID

Route Type

Cal
Receive
Tone

Ring Style

Text Message
HAert Tone

@) Telemstry {5 | Groupcalt 1

=

Reguiar

™ |Mostie

Repetitive

- Tg] Menu v{i38 | Groupcalz 2

=

Reguiar

7 |MNostje

Repetitive

I Security

- —

@) Announcement

- @@ Job Ticksts
Signaling Systems
- Encoder

- @8 Decoder

- @ Contacts

T} - -
LU bbbl 1

z
&3

Quik-Cal Il

Digital

‘Capacity Plus
-§3§® Groupcan
-a;ﬁ GroupCal2

-TOEREE
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3. Inthe RX Group Lists tab switch to an Available list. Add created groups from the

Available section to the Members list.

- MOTOTREC Customer Programming Software - [Sample.cth]

Eie
@ & W) d K kBB A2k B
RM | Open Save | Reports Delete | Cut Copy Paste | Search | Read Wrte Clone | Bluetooth
=-E=8 DM4801
General Setfings
& Accessories
- HE Buttons
- B Text Messages
@ Telemetry
cﬂ Menu
o Securty z
e Network
€% Announcement o
Job Tickets
- B8 Signaling Systems
- @8 Encoder
Decoder
Contacts
- @8 RX Group Lists
I~ @ Capacty Pus
© LB caplitt

e

B Flexible RX List

Edt  View Device Features Remote Window Help

Awailable

GroupCall2

T [
LU bbb b -

4.
pair of the trunk repeater.

CaplList2

Members

‘GroupCalll

Add Capacity Plus Voice Channel for Master repeater to Channel Pool. Set frequency

- MOTOTREC Customer Programming Software - [Sample.cth]

Fie
@ & M) Q0 K k@@ QA b2k O
RM | Open Save | Reports Delete | Cut Copy Paste | Search | Read Write Clone | Bluetooth

O-=® DM4601

... B (General Settings
- EA Buttons

Ed Text Messages
- ) Telemetry

Edt Wiew Device Feglures Remole Window  Help

Too RX IX

Color Code |4 =

VoiceTrunkMaster

-
... Security
2 Network
-1 Announcement
. Job Tickets
-8 Signsling Systems
Encoder
- (@8 Decoder
. Contacts
. RAX Group Lists
& Channels

-- Zonel

Fhone System IND"E

Offset (MHz)

=

Frequency (MHz) [136.025000

Ref Frequency | Defauit 'I

T e [

1}
I

=

Freguency (MHz) |36.025000

Ref Fregquency |Mm =
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5.

Add Capacity Plus Voice Channel for Slave repeater to Channel Pool. Set frequency
pair of the trunk repeater.

- MOTOTREC Customer Programming Software - [Sample.cth]

Fie Edit VMiew Device Features Remote Window Help -

m & B @ ¥ 4 B @ Q [k MM ﬂl:l

RM | Open Save | Reports Delete | Cut Copy Paste | Search | Read Wrte Clone | Bluetooth

= Dason VoiceTrunkSlave

- 8 Genersl Ssttings
Top RX IX

@ ACCessones %
Color Code H

---HE Buttons
Phone System INO"E

- B8 Text Messages

- @0 Telemetry
EH Menu
Freguency (MHz) I136025{)DD
Ref Freguency |Default vI

o Securty
ol Network
@)l Announcement

Job Tickets
- 88 Signaling Systems
- @8 Encoder
- @@ Decoder

Contacts
. RX Group Lists
- {4 Channsls

[ @@ Zonet

B 1 Channel Pool

Ll VoiceTrunkMaster

=l

Freguency (MHz) [136.025000
Ref Freguency Imm -

Offset (MHz)

om |

[T ] - [ -]
Lib-kb-Leb- b bl

[t

6. Add the created voice channels to the Members list of Capacity Plus voice channels. Add
the channel pool of the Master (Trunk) repeater first (ID = 7-2), then add the channel pool

of the Slave (Trunk) repeater (ID = 3-4).

- MOTOTRBO Customer Programming Software - [Sample.cth]
Fie Edt View Device Features Remote Window Help -

m =& B @ W 4 B @ QA | ka MM ﬂl:l

RM | Open Save | Reports  Delete | Cul Copy Pasie | Search | Read Write Clone @ Bluetooth

[=-g=8 DM4601

General Settings

CaplListVoice

---HE Buttons
- [l Tex Messages

Awailable

Members IDs

VoiceTrunkMaster 1-2

3-4
58
78
910
1112
13-14
1518

@ Telemetry [VniDeTrankSlave
cﬂ Menu
.. Security
e Network
@) Announcement
Job Tickets
- @8 Signaling Systems
- (@8 Encoder
Decoder
Contacts
- B8 RX Group Lists
. @ Channels
Scan
Roam
- @ Capacty Plus
B- @ voce
- B Caplistvoice
Data

e |

<< Remove

[} - - - - - - -
(e e o e B
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7. Inthe Channels section create a trunk channel dedicated to GroupCall1 and then to
GroupCall2 and do the following settings.
| MOTOTRBO Customer Programming Software - [Sample.ctb] - O X

Fie Edit View Device Features Remote Window Help

[~ R R N - S - N

RM | Open Save | Reports Delete | Cut Copy Paste | Search | Read Write Clone mmml:l

Emergency Alarm Indicstion [

Emergency Call Indication [

Group Lt [ CapListt = CentsctName | GroupCatt ~| |
Emergency System INme j
Emergency Alarm Ack [ vox [0

Power Level |High -
TOT(sec) |0 3:
TOT Rekey Delay (sec) |0 3:

Ailow Interruption [~

TX Interruptible Frequencies -

- @=® DM4501
B General Seftings CapTrankGroup1
g Agcessones Ton BX T
~--EE Buttons .
[ Text Messages ARS IMBU—;,
W0 Telemetry -
E Menu Privacy
¥ Securty Privacy Aliss  [Privacy Keyt =]
e Network
-} Announcement RAS Aizs INone j
[ Job Tickets Ovtion Board I~
&3] Signaling Systems
- Encoder Lone Worker [
G- @8 Decoder Compressed UDP Data Header lm
[+~ @ Contacts
[~ @@ RX Group Lists Voice List |Capuswm j
El- @ Channels
: Data List
B- @ Zonet [nane -
I o CpTon<Group Rest Channel Acquisition TOT (min) H
w1 Channel Pool
(- @ Scan Beacon Interval (ms)  [1g2p =
52} Roam axony
£} Capacity Plus

Admit Criteria ICM“M Eree

Bl

InCall Criteria | Follow Admit Criteria +

RSSI Threshold (dBm) [ 194

Private Call Confirmed v

7.1.2.2 TX Control Station Settings for Dispatcher Private Calls

To enable making private calls from SmartPTT Dispatcher, you should configure the TX control

station in the following way:

1. Inthe Network tab in Forward to PC selectVia USB just like in the TX control station

settings.
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2. Inthe Contacts tab, under Capacity Plus add as Private Call. Define a unique Call ID,
which equals the Slot ID of the virtual control station set up in SmartPTT Radioserver
Configurator. The Call ID can also equal the Radio ID of the radio.

- MOTOTREO Customer Programming Software - [Sample.cth]
Fle Edt View Device Festwres Remote Window Help

m =& B @ W 4 B @ QA | ka MM ﬂl:l

RM | Open Save | Reports  Delete | Cul Copy Pasie | Search | Read Write Clone  Bluetooth
= &=9 DM4601

General Settings PrivateCall
@ Accessories
- EE Butlons cald [200 =
B Ted M Route Type Regular -
oo ) Telemetry
- TE] Menu CallReceive Tone v
@ Security .
ing Style [ v
ol Network lo Style :I
- B8 Signaling Systems Text Message Mert Tone lm
El- @@ Contacts petitiv
.. MDC
B~ @8 Quik-Cal I
o oy
El- @ Capacty Pus
a8 GroupCal1
138 GroupCalz
B Phane

3. Add Capacity Plus Voice Channel for Master repeater to Channel Pool. Set frequency
pair of the trunk repeater.

B MOTOTRBO Customer Programming Software - [Sample.cth]
Fie Edt View Device Features Remote Window Help

m =& B @ W 4 B @ QA | ka MM ﬂl:l

RM | Open Save | Reports  Delete | Cul Copy Pasie | Search | Read Write Clone  Bluetooth

[=-g=® DM4501

General Setings VoiceTrunkMaster

@ Apcessones Top RX T

- EE Buttons — —

B Text Messages Color Code H

@ Telemetry
T Menw Phone Systsm |NmB j
- Security

i =]

Signaling Systems

£}

- @8 Contacts Offset (MHz)

[} RX Group Lists IE—

5@ Channeis Frequency (MHz)  [136.025000 fooooo Frequency (MHz) [138.025000
-- Zonel Copy |
B~ il Channet Peal Ref Frequency | Defauit 'I Ref Frequency |Mm =
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4. Add Capacity Plus Voice Channel for Slave repeater to Channel Pool. Set frequency
pair of the trunk repeater.

B MOTOTRBO Customer Programming Software - [Sample.ctb] - m] *
Fie [Edt View [Device Fegtures Remote  Window  Help 5 x

m & d | @ ¥ & B @ Q ke MM ﬂl:l

RM | Open Save | Reports Delete | Cul Copy Pasie | Search | Read Wrte Clone = Bluetooth

DM4801 .
== General Setings VoiceTrankSlave

Q hccessories oo RX IX
---@E Buttons
- B8 Text Messages Color Code |1 -
@ Telemetry
T Wenu Phone Systsm |Nme j
i Security
&2} Signaling Systems
- B8 Contacts Offset (MHz)
[~ @8 RX Group Lists
[_]: Channsls Frequeney (MHz)  [13.025000 J5 0o0000 Frequency (MHz)  [136.025000

Zonel Copy |
B~ 1 Channel Pool Ref Frequency | Defautt vI Ref Frequency IDefam -

w3 voiceTrunkMaster

5. Add the created voice channels to the Members list of Capacity Plus voice channels. Add
the channel pool of the Master (Trunk) repeater first (ID = 7-2), then add the channel pool
of the Slave (Trunk) repeater (ID = 3-4).

- MOTOTRBO Customer Programming Software - [Sample.cth]
Fie Edit \View Device Features Remote Window Help 5 X

@ & H @ ¥ ¥ omo@E | QO | p2 o M ﬂ:

RM | Open Save | Reports Delete | Cut Copy Paste | Search | Read Write Clone | Bluetooth

=- .?.452;““ . CapLiStVOice

@ hcoessories
Buttons Ayzilable Members IDs
-~ Bl Text Messages Ve o
o @) Telemetry \oiceTrankSlave 34
o T Menu 56
@+ Security Add => 210
- — 11412
- [@ signaiing Systems
- @8 Contacts
RX Group Lists
- B Channels
- Scan
Roam
& Capacty Pus
- @ Voice
e capListvoice
Data

<= Remove

- - - -
Lt bbb~ - L - 1
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6. Inthe Channels section create a trunk channel for the private call and do the following

settings.
B MOTOTRBO Customer Programming Software - [Sample.ctb] - m] *
Fle Edt View Device Festwres Remote Window Help -8 x

= B 7] L. B Q| km MM a I:l
RM | Open Save | Reports Delete | Cut Copy Paste | Search | Read Wrte Clone | Bluetooth

A T e satien CapPrivateCall

S pocessores I BX I
Buttons " —_—
essages ~
- Bl TextM s [ims 3
o ) Telemetry
T Menu Option Board [
seouty Lone Worker [~
o Netuork
[ Compressed UDP Data Header | one -
Voice List ! i
£ RX Group Lists ICaDLlsWuoe j
= Channels Dsta List I oe j
&8 Zonet
- 4l%: CapTrankGroup! Rest Channel Acquisiton TOT (min) [5 =]

L1 CapPrivateCall Beacon Interval (ms) 19203:

tf1 channel Pool

A Scan RxOnly [~
[ Roam
-8 Comy s I S
|Gmup Lt [None B Conisct Name [ one | |
Emergency Alsrm Indicstion [ Emergency System |N.,,,E j
Emergency Alarm Ack [ vox I
Emergency Callindication [ Fower Level [rign -

TOTGed) [a0 =

TOT Rekey Delay (sec) IG
Ailow Interruption [~
r

TX Interruptible Frequencies

Admit Criteria ICM“H Free j |

In Call Criteria | Follow Admit Criteria v

RSS! Threshold (66m) [124 =]

Private Call Confirmed  [¥
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7.1.3 Programming Radio

1. Create a channel pool for Master (Trunk) and Slave (Trunk) repeater.

B MOTOTRBO Customer Programming Software - [Sample.ctb] - m] X
Ele Edit View Device Features Remote Window Help -5 X

@ o B 0@ ¥ % Bom | QO e kR M ﬂ:

RM | Open Save | Reports Delete | Cut Copy Paste | Search | Read Wrte Clone | Bluetooth

- § DPasm ]
= General Setiings CapVoiceMaster
@ Accessories Ton R %
~--E@E Buttons
- [ Text Messages Color Code H
W0 Telemetry
‘=ﬁ Menu Phone System INnne j
- Security

i v [

-1 Announcement

B Job Tickets Offset (MHz)
[ Signaling Systems
| Encoder Frequency (MHz) ﬁmﬂn E'”"”Dm Frequency (MHZ) pggm
[F-- Decoder Copy
[ Contacts RefFreguency |Defaut Ref Freguency |Defautt
[ RX Group Lists
- @8 Channels
B~ Zonel

W CapDataSlot2

3. To send data packets deliberately via a Data Revert repeater, create a channel pool for slot
1 and for slot 20f Slave (DataRevert) repeater.

B MOTOTRBO Customer Programming Software - [Sample.ctb] - m] X
Ele Edit View Device Features Remote Window  Help -8 X

@ & H @ ¥ ¥ omo@E | QO | p2 o M ﬂ:

RM | Open Save | Reports Delete | Cut Copy Paste | Search | Read Write Clone | Bluetooth

B eners Soiae CapDataSlot1

@ Accessories o A
~--EE Buttons
B Text Messages Color Code H
% ;::-:e«rv Repeater/Time Sot m
- Secuty Enhanced GNSS [
e Network
o L R
&2} Job Tickets
(- @8 Signaling Systems Offset (MHz)
G- Encoder
G- @ Decoder Frequency (MHz) [203.025000 5000000 Frequency (MHz) [a03.0z5000
- @ Contacts
[ RX Group Lists Copy
S~ @ Channels RefFrequency |Defautt v RefFrequency |pefaut =
F- Zonel
B~ M1 Channe Poal
i3l CapVoiceMaster
: 3 CapVoiceStave
Lo capDataSiot?
G- Scan
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5. Add the created voice channel pools to Capacity Plus voice channel list and data channel
pools to Capacity Plus data channel list.

- MOTOTREC Customer Programming Software - [Sample.cth]
Fie Edit \View Device Features Remote Window Help =

@ o B 0@ ¥ % Bom | QO e kR M ﬂ:

RM | Open Save | Reports Delete | Cut Copy Paste | Search | Read Wrte Clone | Bluetooth

B oraoor : .
= * sy Seree setirce CapListVoice

Buttons Ayzilable Members Ds

[E Text Messages

CapVoiceMaster 1-2
oo @) Telemetry CapVoiceSiave 34
56

- T8 Menu

7.8
.. Security

Add = a1
25 Network 1112
13-14
£ Announcement 1eAe
- Job Tickets

- @8 Signaling Systems

<< Remave

L e el e

B

\. [ CaplistData
Sites

FH

7.  Create Capacity Plus contacts. This is not an obligatory setting. You can create the contact
list for the sake of convenience, so that you do not have to remember all the call ID's.

B MOTOTRBO Customer Programming Software - [Sample.ctb] - m] *
Fie Edit View Device Features Remote Window Help =

=T~ = R I SO T =~ -G U =~ Iy ¥- Iy ﬂ:

RM | Open Save | Reports Delete | Cut Copy Paste | Search | Read Wrte Clone | Bluetooth

= DP4801 -
' BB GoneralSetings Capacity Plus

@ Accessories : =
Buttons Contact Name calip ?:;em" Route Type Receive | Ring Style Lﬁ?:;w
B TextMessages Tone
o ) Telemetry 58 | Groupt 1 +f use Reguiar I | Moste Repetitve
o T Menu {48 | Group2 2 :I use Reguiar ™ | NosStye Repetitive
@ Security 08 |Prvate 200 = uss Reguiar M | Noste Repetitve
B Network
£ Announcement
[+ Job Tickets
H- @8 Signaling Systems
- Encoder
[}~ @ Decoder
=)
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8.  Add the created contacts to Capacity Plus RX Group List.

B MOTOTRBO Customer Programming Software - [Sample.cth] - m] *

File [Edt View Device Features Remote Window Help -8 x

= & 4 K | & i) (SR I L (] l:l
RM | Open Save | Reports  Delete | Cul Copy Pasie | Search | Read Write Clone  Bluetooth

- § DPasot CapacityVoice

General Settings
Avsilable

@ accessores
- EE Buttons
. B8 Text Messages
& Telemetry
T Merw
i Securty
ol Netaork
@) Announcement
- Job Tickets
- @8 Signaling Systems
- (@8 Encoder
Decoder
. @ Contacts
- {88 RX Group Lists
BI- @ Capacty Pus
--Q& CapacityVoice
B Flexible RX List

Members

Groupl
Group2

E=

<z Remove

[T [ -
Lib-ckb-Lh- b k-

9. Create Capacity Plus Personality. Select Voice List and Data List as shown below in order
to separate voice and data packets. Thus, data packets will be sent to the radioserver via a
Data Revert repeater.

B MOTOTRBO Customer Programming Software - [Sample.ctb] - m] *
Fle

@ = || 4 K kBo@ Q2w 0
RM | Open Save | Reports Delete | Cut Copy Paste | Search | Read Wrte Clone | Bluetooth

Edit View Device Features Remote Window Help

= DP4801
- B General Settings
& hccessories
Buttons
- [ Text Messages
- ) Telemelry
T Menu
@ Security
o Network
@) Announcement
i} @ Job Ticksts
H Signaling Systems
. Encoder
- Decoder
i Contacls
l RX Group Lists
|- @8 Channels
E| &8 Zonet
g
1 Channe! Pool
&3] Scan
- Roam
[ @8 Capacty Plus

FEn i wa s B B

i

CapTrunkChannel

Top RX IX
-~
AR5 |0n System Change -
Privacy [

Privacy Ales [Privacy Keyt

RAS Alias |N.,,,E
Option Board [~
Lone Worker [
Compressed UDP Data Header

None b

Over-the-Air Battery Management [~

Woice List ICapLis‘IVuiua

Data List |c;a,,|_;g||;.aka

Rest Channel Acguisition TOT (min) |5 3:

Beacon Interval (ms) | 1g20 ==

Channel Inhibit [~

rR<Ony [

| Group List ICapacityVnioe

=

Contact Name |Gm“m

|
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Other Capacity Plus trunk channel settings.

B MOTOTRBO Customer Programming Software - [Sample.cth] - m] *
Fie Edt View Device Features Remote Window Help - 2 X
= & | K | & ® (SR I L (] l:l
RM | Open Save | Reports  Delete | Cul Copy Pasie | Search | Read Write Clone  Bluetooth
= § DPasot
Goneral Setings CapTrunkChannel
- EE Buttons emergency Lall Uecooe lone |
e U - TOT (sec) = ~
- [ Text Messages w0 =
W Telemetry TOT Rekey Delay (sec) | 3:
o T menu
e Security Allow Interruption [
ﬁqrf Network TX Interruptible Frequencies [
@) Announcement
Fl- [ Job Tickets Agmit Crteria. [ Channe! Free ~|
%- @ Sonaing Systeme inCaCrtert [Foron it v <]
[ Encoder
o Decoder RSS| Threshokd (dBm) [ 124  —
[+l @8 Contacts
- Private Call Confirmed W
[ RX Group Lists
=~ @8 Channels Data Call Confirmed [~
B~ &8 Zonet
T + - Locstion Data Delivery Mods -
..g;g;. v Folow Data Call Confirmed
[~ (1 channel Pool csekData [

7.2 Programming Radioserver

SmartPTT implies direct connection to the repeaters operating in the Capacity Plus mode. Capacity
Plus network can contain up to 6 repeaters (up to 12 time-slots) for voice communication and up
to 12 repeaters (up to 24 time-slots) for data communication through revert channels. Several
Capacity Plus systems can be connected to one SmartPTT Radioserver.

It is necessary to create a virtual repeater and a virtual control station on SmartPTT Radioserver.
TX Control Stations are required for sending voice and data packets to the radio system.
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7.2.1 Capacity Plus Settings

1. Run SmartPTT Radioserver Configurator, which you have already downloaded and
installed, as described in SmartPTT Software Installation.

2. Toadd a new Capacity Plus system right-click Capacity Plus System in the setting tree of
the Settings tab and click Add.

@ SmartPTT Server Configuration - CA\Program Files (x28)\5martPTT\Server\RadioService.exe.config — O x

Settings Metworks  (Client List Rules  Activity Log Export/Import Settings  Statistics

g Control Stations Capacity Plus Networks
; g’ IP Site Connect Networks
s

onne us
4§ Connect P Add

----- g’ MAl Systems

-y Capacity Max Networks

Capacity Plus configuration window appears on the right.

'@ SmartPTT Server Configuration - C\Program Files (x88)\SmartPTT\Server\RadioService.exe.config — O x
Settings Metworks  Client List  Rules  Activity Log BExport/Import Settings  Statistics
'%_} Control Stations Capacity Plus
g IP Site Connect Networks )
-y Capacity Plus Systems Active
Bh Capacity Flus 1
24" Control Station Mame |Capac'rh' Plus 1
. &g Talkgroups Network |D 1 |
¢ b Security Seftings
L o TX Stations Peer ID |1 |
i Connect Plus
E NAI Systems Inteface Ary ~ | Port 50000 =
g Capacity Max Metwaorks Master Repeater
g SIP/RTP Interfaces Address (IP |remotehnst:5ﬁﬂ-ﬂ-ﬂ-ﬂ- | Test
Address:Paort)
Meszsaging Delay, ms 60 z
Group Call Hang Time, ms 3000 3
Private Call Hang Time, ms 4000 =
Emergency Call Hang Time, ms 4000 =
Authentication Key

Set up the following parameters (or accept the default):
Name: The Capacity Plus network name.

Network ID: Unique ID of the Capacity Plus network.
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Peer ID: Unique identifier of the virtual repeater in Capacity Plus. Make sure it does not match
any other repeater identifiers in this Capacity Plus system.

Interface (host:port): Network interface of the radioserver, which will be used for connection
with the repeaters in the Capacity Plus system.

Master repeater address (host:port): IP address and port of Capacity Plus Master repeater.
Check the IP address and port in CPS settings of the Master repeater.

Messaging Delay (ms): The inter-repeater messaging delay.

Group Call Hang Time (ms): The time period during which a radio will talk back to a received call
or continue a transmitted Talkaround Group Call using the previously received or previously
transmitted digital group ID. After expiration of the Talkaround Group Call hang timer, the radio
will transmit using the TX Contact Name (digital group) specified for this channel in CPS.

Private Call Hang Time (ms): The time period during which the radio keeps the Talkaround
Private Call setup after the user releases the Push-to-Talk (PTT) button. During this time, other
radios can still transmit since the channel is idle. After the hang timer expires, the radio transmits
using the TX Contact Name specified for this channel in CPS.

Emergency Call Hang Time (ms): The time period during which the radio keeps the Talkaround
Emergency Call setup after the user releases the Push-to-Talk (PTT) button. Until the hang time has
run out only participants of the group call can transmit on the channel.

Authentication Key: Repeater authorization key. Required only if it is set in CPS.
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7.2.2 Virtual Control Station Settings

Capacity Plus virtual control station is designed for receiving data and voice.

To set up a virtual control station for Capacity Plus, click Capacity Plus System, selectCapacity
Plus 1 and then Control Station.Capacity Plus Control Station window appears:

@ SmartPTT Server Configuration - C\Program Files (x88)\5martPTT\Server\RadioService.exe.config — O et

Settings Metworks  (Client Lit Rules  Activity Log Export/Import Settings  Statistics

-~ Control Stations Capacity Plus Control Station
H IP Site Connect MNetworlcs _
[—]H Capacity Plus Systems Active

Bh Capacity Flus 1

BB Cortrol Station Name |Control Station
Po.ge Talk
S Radio D

Fﬂ Security Settings
g o s
-y MNAI Systems CAl Network for 275
§ Groups N
h Capacity Max Networks p

g SIP/RTP Interfaces

Set up the following parameters (or accept the default):

Name: The control station name. You cannot type more than 20 characters into this field.
Radio ID: The unique radio identifier which is used during communication with this radio.
CAI Network: CAI-Network identifier. It is recommended to use the default value of 12.

CAI Network for Groups: The identifier of the group's CAI-Network. It is recommended to use
the default value 225.
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To set up talkgroups of the virtual control station, click Groups. These will be displayed in
SmartPTT Dispatcher, so they should coincide with the real talkgroups.
'@ SmartPTT Server Configuration - C\Program Files (x86)\SmartPTT\Server\RadioService.exe.config — O x
Settings Metworks Client List Rules Activity Log Export/import Settings  Statistics
%z Control Stations Control Station Talkgroups
g IP Site Connect Networks
[—jﬂ Capacity Plus Systems Copy Paste
Elh- Capacity Plus 1 —
El 1 Control Station
Al Call
% Securty Settings
______ %L TX Stations Add Remove it # Down
-y Connect Plus Name D
ﬁ MAl Systems
ﬂ Capacity Max Metwarks
g SIP/RTP Interfaces Group 1 1
Group 2 2

7.2.3 TX Control Station Settings

TX control station is designed for sending voice and data packets.

First, add TX control station. To do it, right-click TX Stations, and add the new control station

MOTOTRBO.

Metwaorks

Settings Cliert List Rules

Activity  Log

@ SmartPTT Server Configuration - C:\Program Files (x86)\SmartPTT\Server\RadicService.exe.config

Export/Import Settings  Statistics

t Control Stations
ﬂ IP Site Connect MNetworks
[—]--ﬁ Capacity Plus Systems
ah Capactty Plus 1

EI '1 Control Station

i i kB Talkgroups
St Securty Settings

TX Stations

Add

N
ﬁ Connect Plus

MOTOTREOQ control station

g MAI Systems
-y Capacity Max Networks
g SIP/RTP Interfaces

Remote MOTOTRED control station
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TX Control Station window appears on the right.

Set up the following parameters (or accept the default):

Name: TX control station name.

Interface: TX control station interface from the CPS settings.

@ SmartPTT Server Configuration - C\Program Files (x86)\SmartPTT\Server\RadioService.exe.config — O
Seftings Metworks  Client List  Fules Export/Import Settings  Statistics
-~ Control Stations MOTOTRBO Control Station
-y IP Site Connect Networks _
-mg Capacity Plus Systems Active
ah Capacity Plus 1 -
EI 1 Control Station MName |TX Station 1
4§ Talkgroups Network ID 2
¢ et Securty Settings
=% T Stations Control station IP address |192.168.10.1
Talkgroups / Channels Local interface 71592168102
& Audio
ﬁ Connect Plus Radio 1D |1
W MAl Systems =
w Capacity Max Metworks CAl Netwark 12
-~ SIP/RTP Interfaces CAI Network for Groups | 225
] Alow Telephone Interconnect
GPS
TMS Port
Telemetry Service Port
Analog Call Hangtime, ms M =

ID: the ID must be equal to ID of the virtual control station in SmartPTT Radioserver Configurator
and to Radio ID in the control station's settings. In our case it is 7.
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Add TX control station's talkgroups by clicking on Talkgroups/Channels.

Seftings Metworks  Client List Fules  Activity Log

'@ SmartPTT Server Configuration - C\Program Files (x86)\SmartPTT\Server\RadioService.exe.config — O x

Export/Import Settings  Statistics

t Control Stations
ﬁ IF Site Connect Networks
[—]ﬁ Capacity Plus Systems
Bh- Capacity Flus 1
El "L Control Station
i SR Talkgroups
{ % Security Settings
El‘:_, TX Stations
Elh, TX Station 1
: Talkgroups / Channels

ﬁ Connect Plus

g MAI Systems

-y Capacity Max Networks
ﬁ SIP/RTP Interfaces

Name: Channel name.

Talkgroups /| TX Radio Channels

Al Call
Add Remove Copy Paste
MName 1D Jone Charninel
|
Group 1 1 1 1
Group 2 2 1 2

ID: Channel identifier as programmed in CPS.

Zone: Index number of the channel zone as programmed in CPS.

Channel: Channel index number as programmed in CPS.

All Calls channel is designed for All Calls, private calls and data communication.

Then, add another TX control station with the same parameters.
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8 Connect Plus

SmartPTT PLUS supports Connect Plus multi-site trunking system, which starting from version 8.5

can be used not only for Presence Notification service, TMS and GPS functionality, but also for
voice communication between the dispatcher and radios.

Connect Plus network can include up to 15 repeaters (29 channels + 1 control channel) on each
site. Each site must have at least one XRC Controller. It is the core of the Connect Plus network and
its presence on each site is obligatory. The XRC Controller provides central call processing and
real-time resource management for MOTOTRBO Connect Plus digital trunking systems. There can
be two XRC Controllers per site if one of them serves as backup to the primary XRC. The secondary
controller provides backup capability, but it does not increase the number of repeaters and calls
that can be managed per site.

You can build the Connect Plus system based on control stations for voice communication. In this
case, the XRC Controller is not mandatory either. But without the XRC Controller you won't be able
to transfer data (GPS, Presence Notification, TMS). For more information on how to configure
control stations for voice communication see MOTOTRBO Control Stations.

MOTOTRBO Connect Plus multi-site trunking network provides extended load capacity and
provides digital communication to as many as 2,900 users per site.

The Connect Plus network configuration includes the following stages:

+ Setting up MOTOTRBO equipment configuration parameters: XRC Controllers, repeaters,
control stations, and radios.

+ Setting up SmartPTT Radioserver parameters to operate with Connect Plus network.

The goal of this document is to help system administrators configure SmartPTT Radioserver
parameters to operate in the Connect Plus network. The document contains detailed information
on SmartPTT Radioserver settings, specific to this network type, XRC Controller Gateway settings
that are necessary for the operation with SmartPTT Radioserver, and some settings of MOTOTRBO
radios, which we think must be covered. Also, the document contains information on the
configuration of control stations which can be used for voice calls.
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8.1 MOTOTRBO Equipment Programming

To program MOTOTRBO equipment you will need special MOTOTRBO configuration software:

+ MOTOTRBO Customer Programming Software (CPS)
+ MOTOTRBO Connect Plus XRC Network Manager for XRC Controller configuration
+ MOTOTRBO Connect Plus Option Board CPS for radio option board configuration

NOTE
Ensure that firmware versions for all MOTOTRBO equipment used in one network are

compatible.

8.1.1 MOTOTRBO Radio Programming

In this article we will focus on the radio settings critical for communication between the radio and
SmartPTT Dispatcher.

As was stated before, radio programming for the Connect Plus environment requires special
software: MOTOTRBO Connect Plus Option Board CPS.
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To allow radios to send messages to the dispatcher, add special contact of the Dispatch Call type:

£ MOTOTREO™ Connect Plus Option Board CPS - Wersion RO1.41.012
File Edit ‘iew Device Help DP4400_DP4401 WVHF Indexd2.cno

Codeplug | Frequency General Zone Parameters | £one Contacts | Zone Channel Selections I Zone Emergency I Zone Scan

=I- Connect Pluz Option Board Z one.l C OntaCtS

- [Feneral Settingz
- Buttens Contact Narme Call Type Call I
- Tewt Messages
- Waoice Announcerment bulti Graup Cal
= Zlunes
= Zonel
- Corntacts
tulti Group Call

ultigraup Call 1000

Dispatched Dispatch Cal o .

Channel Selections
Emergency
“Sean

+- Nebworks

NOTE
Remember to add contacts of Dispatch Call for all dispatchers (if you have more than one) and

specify their unique IDs, which are specified in SmartPTT Radioserver Configurator under

Profiles.

8.2 SmartPTT Radioserver Configuration

In this topic you will find description of the following system topology: Connect Plus with control

stations.

Connect Plus with control stations

The configuration process includes the following steps:

1. Run SmartPTT Radioserver Configurator, which you have downloaded and installed, as

described in SmartPTT Software Installation.

2.  Make sure you have the necessary licenses to work in Connect Plus via control stations,
i.e. Voice Calls via Control Stations for Connect Plus and Connect Plus Data Support.
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3.  Add a Connect Plus network and set the following parameters:

) SmartPTT Server Configuration - C\Program Files (x86)\SmartPTT\Server\RadioService.exe.config — O x

Seftings Metworks  (Client List Fules  Activity Log Eeport/Import Settings  Statistics

- Control Stations Connact Plus
H" IP Stte Connect Networks .
H’ Capacity Plus Systems Arctive

[—]H Connect Plus

E‘h Name |Cu:unneu:'t Plus 1

¥R(C Controllers

Control Stations Network [D |1 |
g NAI Systems PeerD |1 |
-y Capacity Max Networks
~lag SIP/RTP Interfaces Redio D |1 |
Interface Ary it

a. Select Active to enable the Connect Plus network:
b. Inthe Name field enter the name of the network.

c. Inthe Network ID field enter the unique ID of the Connect Plus network, which is
used inside SmartPTT. This is important if you have more than one Connect Plus
network. Note that this ID is different from the Network ID defined in the
XRC Controller codeplug.

d. Inthe Peer ID field leave the default value. This parameter is not used in systems
based on control stations without the XRT Gateway.

e. Inthe Radio ID field specify the ID of the virtual control station by default, the
parameter is used to represent the radioserver inside Connect Plus network,
therefore, this ID will be used for the dispatcher (if there is only one dispatcher). It is
used for data and voice transmission.

f. In the Interface field specify the IP address of the virtual repeater (i.e., SmartPTT
Radioserver).
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4.  Add the necessary number of XRC Controllers and specify their settings. If you don't have
the XRC Controller, skip this step. To add an XRC Controller, right-click XRC Controller
and select Add. Specify parameters for the XRC Controller:

) SmartPTT Server Configuration - C:\Program Files (x36)\SmartPTT\Server\RadioService.exe.config - O X

Settings Metworks  (Client List  Netwods Configuration  Rules  Activity Log Export/lmport Settings  Statistics

-~ Control Stations XRC Controller
H" IF Site Connect Networs
H’ Capacity Plus Systems Active
[—]H Connect Plus
=g Cornect Plus 1 MName [ XRC Controller 1 |

N
B XRC Controllers Cortroller Address |remmehost |

. & Talkgroups FM, TMS, GPS

- " % Control Stations PN

- MAl Systems

-y Capacity Max Networks Cortroller Pot — z

H SIF/RTP Interfaces Local Part 50005 =
TMS
Controller Part 4007 =
Local Port 50007 =
GPS
Cortroller Port 4001 =
Local Port 50001 =

Manitaring

Controller Part 33000 =
Local Port 32000 =
ze MAT |

a.  Select Active to enable XRC Controller support.

b. Inthe Name field enter the XRC Controller name. This is used only in SmartPTT
Radioserver Configurator.

c. Inthe Controller Address field specify the IP address of the XRC Controller. Port is
not required in this field.

d. Select the PN, TMS, GPS check box to enable data services. Specify Controller port
and Local port for each service, where Controller port is the XRC Controller port
and Local port is the virtual repeater port. You can leave default values. Local PN,
TMS and GPS ports should not be in conflict with other local ports used for other
purposes used on this PC.

SmartPTT Enterprise Installation and Configuration Guide



Connect Plus 56

NOTE
The PN, TMS and GPS services can be set only for one of the XRC Controllers in the network.

These settings will be used by other controllers available in the network.

NOTE
The PN, GPS and TMS ports should match the same ports in MOTOTRBO Connect Plus XRC
Configuration Tool.

e.  Select Monitoring check box to be able to review the XRC Controller on the
Monitoring panel in SmartPTT Dispatcher. Specify Controller port and Local port.
The Monitoring service is enabled on all existing XRC Controllers. You can leave
default values. If the XRC Controller is in one local network with the radioserver,
leave Use NAT deselected. If the XRC Controller is outside the local network of the
radioserver, select Use NAT.

NOTE
Make sure that you have the general Monitoring service enabled (SmartPTT Radioserver
Configurator—Settings—Add-on Modules—Monitoring).

5.  Add talkgroups for sending group text messages under Talkgroups. If you do not have
enough of control stations to cover all talkgroups, you can add talkgroups here, but only
for sending text messages, not making voice calls. No other settings in the XRC Controller
are required.
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6. Add the necessary number of control stations for group calls. In our case there are two

control stations reserved for two talkgroups with IDs 7007 and 7002.

Seftings Metworks  (Client List  Network Configuration

) SmartPTT Server Configuration - C\Program Files (x86)\SmartPTT\Server\RadioService.exe.config

Rules  Activity Log Bxport/Import Settings  Statistics

- Cortrol Stations
g IP Site Connect Networks
-y Capacity Plus Systems
-y Connect Plus
- Connect Plus 1

-4 ¥RC Cortrollers
.. Control Stations

- Control Station (Group 1001)
MAl Systems
Capacity Max Metworks
SIP/RTP Interfaces

LLE

= Cortrol Station 1 (Group 1001)

Connect Plus Control Station

Active
Name |Cortrol Station 1 {Group 1001)
IP address
Local interface ?7152.163.10.2
Radio ID
Reserved for
[] Diepatcher

Mame |Gn:uup 1001

a. Select Active to enable the control station

b.  Inthe Name field enter any name of the control station. It will be used only in

SmartPTT Radioserver Configurator.

c. IntheIP address field enter the IP address of the control station. The following
address format and range are used: (007-223).(000-255).(000-255).(007-253). Users can
use any address except 127.x.x.x in the range from 1.x.X.X to 223.x.x.x. We
recommend to use the address 792.168.70.1 by default. In case of conflicts with other
network interfaces select a different IP address. If two or more control stations are

connected to the computer, one of the first three octets of the IP address must be

unique for each control station.
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d. Inthe Radio ID field enter the identifier of the control station used for

communication. For control stations reserved for group calls the Radio ID must

match the Radio ID set in the settings under Connect Plus.

Seftings Metworks  (Client List  Network Configuration

@ SmartPTT Server Configuration - C:\Program Files (x86)\SmartPTT\Server\RadicService.exe.config

Rules  Activity Log Bxport/Import Settings  Statistics

-t Control Stations
g IP Site Connect Networks
-y Capacity Plus Systems
-y Connect Plus
(= ™1 Connect Plus 1
L% ¥RC Cortrollers
Elt- Control Stations
h- Cortrol Station 1 (Group 1001)
h— Control Station 2 (Group 1001)
g NAI Systems
-y Capacity Max Networks
g SIP/RTP Interfaces

This Radio ID must also match the Radio ID set in the control station's settings via CPS.

Connect Plus

Active
Name |Connect Plus 1 |
Network ID |1 |
PeerD |1 |
Radio ID |1 |
Inteface | Any v
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e. Inthe Reserved for group box select Group, enter the ID of the registrations group

to which the control station is assigned (use MOTOTRBO Connect Plus Option Board

CPS), and the name of the group which will be displayed in SmartPTT Dispatcher.

7.  Add the necessary number of control stations for dispatcher's private calls.

@ SmartPTT Server Configuration - C\Program Files (x88)\5martPTT\Server\RadioService.exe.config — O x

Settings Metworks  (Client List  Networe Configuration  Rules  Activity Log Export/Import Settings  Statistics

';n Contral Stations
H IP Site Connect Networks
-y Capacity Plus Systems
-y Connect Plus
- Connect Plus 1
4% XRC Cortrollers
=)-%= Control Stations
*. Control Station 1 {Group 1001)
> Cortrol Station 2 (Group 1001)
MAI Systems
Capacity Max Metworks
SIP/RTP Interfaces

(773

Connect Plus Control Station

Active
Mame |Cl:|r|tn:|I Station (Dispatcher)
IP address
Local interface 7192.168.10.2
Radio ID
Reserved for
Digpatcher
L] Group D |0

Mame | Group

The value in the Radio ID field must match Radio ID set in the settings under Connect Plus (if

there is only one dispatcher, and if it does not have any profile). This Radio ID should also match

the Radio ID set in the control station's settings via CPS.

In the Reserved for group box select Dispatcher.
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If there are more than one dispatcher, add additional control stations (one per dispatcher) and

profiles (one per dispatcher). In this case
control station reserved for a dispatcher.

Radio ID must match ID set in the profile for each

@ SmartPTT Server Configuration - C:\Program Files (x86)\SmartPTT\Server\RadicService.exe.config - O X
Seftings Metworks  Client List  Metwork Configuration  Rules  Activity Log Export/Import Settings  Statistics
-5 Control Stations Connect Plus Control Station
g IP Site Connect Networks _
-y Capacity Plus Systems Active
-y Connect Plus - -
i Control Station (Dispatch
- Connect Plus 1 Name | rol Station (Dispatcher)
% KRC Controllers IP address 192 168.10.1
Elt_ Control Stations . — —
- Control Station 1 {Group 1001) Local interface 7132.168.10.2
b- Cortral Station 2 (Group 1001) Radia ID
‘_, Control Station (Dispatcher)
[+ Control Station 1 (Dispatcher 1) Reserved for
g NAI Systems Dispatcher
- ﬁ Capacity Max Metworks
g SIP/RTP Interfaces [ Group D 0
Mame | Group
@ S5martPTT Server Configuration - C\Program Files (x88)\5martPTT\Server\RadioService.exe.config — O >
Settings  Metworks Client List  Networds Configuration  Rules  Activity Log Export/Import Settings ~ Statistics
-0 Fadio Server Profile
% Licenses
-5 Radio Network Services Name |F‘mﬁ|e 1
---'___l_. Add-on Modules » i )
El-ﬂ, Profiles Limit Radios to Service
W | Profile: 1 ] Enabled
3-6 Fadio Groups Example: 1-55, 150
[ﬂ Metadata Allowed radio ID's 1-16776415
Bxpand Al Collapse Al 4 Up W Down
: Private calls
=[] Radio Network Services
[~ ARS
: [~IGPS
5----TI'U'IS

Remember that in SmartPTT Dispatcher every operator must use their profile.
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9 Capacity Max

Capacity Max is a trunking MOTOTRBO system that supports the European Telecommunications
Standards Institute (ETSI) Digital Mobile Radio (DMR) Tier III operation.

Capacity Max system represents the enhancement of the Linked Capacity Plus functionality. It can
include up to 15 sites and up to 15 trunked repeaters with up to 3,000 users per site. One slot on
each site is allocated as a control channel. Capacity Max also supports data revert repeaters: up to
6 per site and 12 time channels per site.

Capacity Max system supports connection by using control stations. The parameters of the control
station correspond to the parameters of an ordinary MOTOTRBO control station.

To configure the Capacity Max system in SmartPTT Radioserver Configurator, you should have the
following programs installed:

* Radio Management - to get the settings of the preconfigured virtual resources

«  MOTOTRBO Network Interface Service Configuration Utility - to set up the MNIS Data
Gateway

Capacity Max configuration in SmartPTT Radioserver Configurator includes the following steps:
* Adding a new network and performing its basic configuration
+ Configuring a Trunking Controller
+ Configuring MNIS Data Gateway settings for data transfer

« Configuring security settings
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9.1 How to Configure Capacity Max
To connect a new Capacity Max system to the SmartPTT Radioserver, follow these steps:

1. Onthe Networks tab, right-click Capacity Max Networks and then click Add.

Seftings Metworks  (Client List Fules  Activity Log BExport/Import Settings  Statistics

@ SmartPTT Server Configuration - C:\Program Files (x86)\5martPTT\Server\RadicService.exe.config - O

E‘; Control Stations
g' IP Ste Connect Networks

-y Capacity Plus Systems
g Connect Plus

g' MNAI Systems

H Capacity Max Metworks
g' SIP/RTP Interfaces Add

Capacity Max Networks

2.  Select the created Capacity Max system. The Capacity Max System pane appears:

@ S5martPTT Server Configuration - C\Program Files (x88)\5martPTT\Server\RadioService.exe.config — O

Settings Metworks  Client Lit  FRules  Activity Log  Bwxport/lmport Settings  Statistics

- Control Stations

Capacity Max System
H IP Site Connect Networks

-y Capacity Plus Systems Active
g Connect Plus
H MAl Systems MName: |Capa|:'rt)r Mazx 1
[—]--g Capacity Max Metworks
o oty e
Trunking Controller Radio 1D
& MNIS Data Gateway

j* Talkgroups Interface: Any o
L. Security Settings
- 5|P;§TP Interfaces Trunking Controller

- SmartPTT Radioservers MNIS Data Gateway

Data Transmission Options

GPS transmission mode: Data e

3. Inthe Capacity Max System pane, configure the available options:

Name: Name of the created system.

Network ID: Unique ID of the network. The network ID must not match any ID of other SmartPTT

Radioserver networks
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Radio ID: The identifier of the radioserver. This identifier is displayed on a radio when it receives
private calls and text messages from the dispatcher. If there are several dispatchers, you can
create a profile for each operator and define a unique identifier for each operator. Radio ID set in
this window must correspond to the value set in the Device ID field for the preconfigured
radioserver device in the Radio Management application (see the Capacity Max Systems
settings, viewed by the Subscriber Access Control value).

To open the Capacity Max System settings in the Radio Management application, click Action (
El) » Manage — Capacity Max System Server Data or press Ctrl+Alt+S.

E Radic Management

E

Capacity Max System Server Data ® Subscrib..s Control

Capacity Max Systems ~
e r View by: 8| Subscriber Access Control Talkgroup Site Association

@ G Q-
Serial Number + | Physical Serial Number +  DeviceID ¥ Enabled on System = jul

4000009

Systeml

Device Type P | Radio Alias +

Console

Console 4000004 I

4000010

Console

Interface: The IP address of the computer where SmartPTT Radioserver is installed.
Trunking Controller: Select to allow the connection to Trunking Controllers.

MNIS Data Gateway: Select to allow a connection to a MINIS Data Gateway and its use.
GPS Transmission Mode: Select the suitable mode:

+ Data: GPS coordinates will be received in several packets. This mode is working only if
Trunking channel is set in Radio Management. However, traffic is consumed in this mode.

E Radio Management

Configuration View * 478IRC0016 * Capacity Max Systems » TVZSysteml

Set Categories 1
Save As Cloze
hd E Configuration: 478IRC0016
H Device Information: 478IRCO016 General Data Revert  Authentication  Timers  Channel Plan Lists  Capacity Max Sites
> D General
v [ Capacity Max Features "
| [B) Capacity Max Systems: CapacityMaxSystem 1 items found (1 currently selected).

» [] Zone/Channel Assignment

~) Data Revert

Enhanced GNSS Window Size | 10 B |
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Enhanced CSBK: GPS coordinates will be sent as a single Control Signaling Block. This is
traffic-effective option and it allows to increase GPS request rate up to 7.5 s. However, you
should make sure that radio units in your system support CSBK commands.

9.2 Trunking Controller

Trunking controller of the Capacity Max network provides actual information about the network
status (registered radios).

IMPORTANT

To configure trunk controller, install the corresponding license. For more information on how
to install licenses, see Licenses.

To configure a primary trunking controller, follow these steps:

1. Ensure trunking controller is configured by using the Radio Management application, in

particular, you can obtain IP address and port from the Presence Server IP field.
NOTE

For more information on how to configure Radio Management application, see Motorola Radio
Management User Guide.

E Radio Management

Configuration View » CMS501 » CMSS Network » Network-101

Set Categories 1

v [F Configuration: CMSS01
E Device Information: USES19PLKA General
v [ Capacity Max Features

Capacity Max Systems: CapacityMaxSystem

~) General B
aC ity M ¢ < i « Voicel ite
Capacity Max Site Selection: VoiceMNISSite Trunking Contraller Enable [«
[ CMSS Networi: Network-101 43¢ cMssp [192.02.0
» ] MNIS

» [] Eridge

CMSS UDP Port | 50000

Trunking Controller iP 192.0.2.1:50000

| Presence Server /P 192.0.2.1:50015 |

VRC Gateway /P 192.0.2.4

System Advisor JF 192,025

2.  Add a new Capacity Max network or select the existing one.
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3. Inthe Capacity Max System pane, select the Trunking Controller check box to make
trunking controller settings available.

@ SmartPTT Server Configuration - C:\Program Files (x86)\SmartPTT\Server\RadicService.exe.config - O X

Settings Metworks  (Client List Rules  Activity Log Export/import Settings  Statistics

-t Cortrol Stations Capacity Max System

H IP Site Connect MNetworks

-y Capacity Flus Systems Active

g Connect Plus

g MAl Systems MName: |Capac‘rn.r Mz 1

[—jg Capacity Max Metwors ]
W Copacity Max 1 Network ID):

i Trunking Cortroller Radia ID-
.. MNIS Data Gateway
a Talkgroups Interface: Arry il
L. Security Settings

e 5|P;§TP Imenr::ces ’ '””k‘”g Controlier

.. SmartPTT Radioservers MNIS Data Gateway

Data Transmission Options

GPS transmission mode: Data w

4. Inthe left pane, select Trunking Controller and in the Trunking Controller pane
replace the default text “remotehost:50075" in the Primary controller (IP address:Port)
field with IP address and port of the Presence Server from the Radio Management
application.

'@ SmartPTT Server Configuration - C\Program Files (x88)\SmartPTT\Server\RadioService.exe.config — O x

Seftings Metworks  Client List Fules  Activity Log Export/Import Settings  Statistics

- Cortrol Stations

g |P Site Connect Networks
H Capacity Plus Systems
g Connect Plus Primary controller (IP Address:Port) |reml:dehust:5l}ﬂ'15
g MAI Systems

[—]H Capacity Max Metworks

Trunking Controller

Redundant controllers

Elh Capacity Max 1 Add = -
h Trunking Cortroller Mame IP Address:Port

& MNIS Data Gateway
B8 Talkgroups

.. T Security Settings
g SIP/RTP Interfaces

Capacity Max supports up to 4 redundant trunking controllers to keep the radios online when the
primary controller goes offline. The order of redundancy is defined by the settings in the Radio
Management application.
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To configure additional trunking controllers:

1. Make sure that redundant trunking controllers are configured in the Radio Management

application.

E Radio Management

AE

Configuration View ® CMS501 * Capacity Max Systems » TVZSysteml

Set Categories 1

v & Configuration: CMS501
H Device Information: USES1OPLXA
v Capacity Max Features
[ Capacity Max Systems: CapacityMaxSystem
Capacity Max Site Selection: VoiceMNISSite
[M €M5S Metwork: Network-101
» [ mNIs
» [ Bridge

4 b

General  Authentication  Timers

User Name Verification Application

Primary Trunking Centroller IP
Primary Trunking Controller UDP Port
Call Moniter Application 1IP

Call Moniter Application 1 UDP Port
Call Moniter Application 2 IP

Call Moniter Application 2 UDP Port
Call Monitor Application 3 1P

Call Moniter Application 3 UDP Port

Voice Interrupt Support
Telephone Support

— O X
Save As Close
Capacity Max Sites  Adjacent Sites  Site Announcement
[192.021 | B
| s0000 |
[192.0.255 | I
[51112 | 8
|0.0.00 |
[s1112 |
[oo00 |
[51112 |
=

2. Inyour Capacity Max network select Trunking controller.

3. Inthe Redundant controllers area, click Add to add a new controller to the table.

Settings Metworks  Client List  FRules  Activity  Log

Bxport/Import Settings

@ SmartPTT Server Configuration - C\Program Files (x88)\5martPTT\Server\RadioService.exe.config — O et

Statistics

-t Control Stations

ﬁ IP Site Connect Networks
-y Capacity Plus Systems
ﬁ Connect Plus

g MAI Systems

-y Capacity Max Networks
-y Capacity Max 1

. MNIS Data Gateway
Talkgroups

L. Security Settings
ﬁ SIP/RTP Interfaces

Trunking Controller

Primary controller (IP Address:Port) |152-112-1 50015
Redundart controllers
Add Remove & Up ¥ Down
Name IP Address:Port
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4.  Change the redundant controller IP address and port according to the settings in the

Radio Management application. Rename the controller if needed. You should name

controllers differently.

Settings Metworks (Client List Rules

Activity Log

& SmartPTT Server Configuration - C\Program Files (x86)\5martPTT\Server\RadioService.exe.config — O X

Export/Import Settings  Statistics

ﬂ; Control Stations
g IP Site Connect Networks
-y Capacity Plus Systems
-y Connect Plus
g MNAI Systems
[_]H Capacity Max Metworks
Elh Capacity Max 1

O Convoer
-B8, MNIS Data Gateway
4 Talkgroups
I :ﬁ Security Settings
g SIP/RTP Interfaces

Trunking Controller

Primary cortroller {IP Address:Port)
Redundant controllers

Add Remove

MName

Redundant controller 1

[192.0.2.1:50015

| v

IP Address:Port

remotehost:50015

5.  Add more redundant controllers if needed. Change their IP addresses and ports according

to the settings in the Radio Management application.

NOTE

If ports of some controllers are the same, the exclamation mark @ appears near them. You

cannot switch to another menu until you change the ports.

You can change the order of the redundant controllers in the table. This helps to assign a new

active controller in case when others disconnect from each other.

To change the order of the controllers in the table, follow these steps:

1. Select the desired redundant controller.
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2.

Click Up or Down to move the redundant controller up and down.

@ SmartPTT Server Configuration - C\Program Files (x86)\SmartPTT\Server\RadioService.exe.config

ﬁ SIP/RTP Interfaces

Redundant contraller 2

Redundant contraller 3

— O
Settings Metworks  Client List Rules  Activity Log  Export/lmport Settings  Statistics
el i -
-~ Control Stations Trunking Controller
ﬁ IF Site Connect Networs
-y Capacity Flus Systems
g Connect Plus Primary controller (IP Address:Port) |'|52-f'-2-'| 50015
g MNAI Systems Redundant controllers
-y Capacity Max Networks - -
E‘h‘ Capacity Max 1 Add Remove i Up & Down
=1 Trunking Controller :
& MNIS Data Gateway Name P Address:Pot
Talkgroups Redundant cortroller 1 152.0.2.1:50016
i./Zh Security Settings

152.0.2.1:50017

152.0.2.1:50018

To delete a redundant trunking controller from the table, follow these steps:

1.

2.

Remove.

In your Capacity Max network select Trunking Controller.

In the Redundant Controller area, in the table select a redundant controller and click

@ SmartPTT Server Configuration - C\Program Files (x86)\SmartPTT\Server\RadioService.exe.config

ﬁ SIP/RTP Interfaces

Redundant contraller 2

Redundant contraller 3

— O
Seftings Metworks  Client List Rules  Activity Log  Beport/Import Settings  Statistics
&l i .
g C"”t.ml Stationss Trunking Controller
-y IP Site Connect Networks
-y Capacity Flus Systems
g Connect Plus Primary controller {IP Address:Port) |152.ﬂ.2.'|:50|]15
g NAI Systems Redundant controllers
[—]ﬁ Capacity Max Metworks - -
E‘h‘ Capacity Max 1 Add Remove i Up & Down
=1 Trunking Controller i
&5 MNIS Data Gateway Name IP Address:Port
Talkgroups Redundant contraller 1 192.0.2.1:50016
% Securty Settings

152.0.2.1:50017

152.0.2.1:50018
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9.3 MNIS Data Gateway

To configure data transfer over Capacity Max network, configure MNIS Data Gateway settings in
SmartPTT Radioserver Configurator and in MOTOTRBO Network Interface Service Configuration
Utility.

IMPORTANT
To configure data transfer, install the corresponding license. For more information on how to
install licenses, see Licenses.

To configure MNIS Data Gateway settings in SmartPTT Radioserver, click Capacity Max
Networks — Capacity Max — MNIS Data Gateway.

& SmartPTT Server Configuration - C\Program Files (x86)\5martPTT\Server\RadioService.exe.config — O X

Settings Metworks (Client Lit  Rules  Activity Log  Bxport/lmport Settings  Statistics

" Contral Stations MHIS Data Gateway
g IP Site Connect Networks
H Capacity Plus Systems Socket Type Local Socket w
: E;Tnsi:t:r:-ll.lss Inteface 192.168.56.1 i
[—jH Capacity Max Metworks MMIS Control Inteface loopback: 55000
E‘h Capacity Max 1 Y
----- h Trunking Controller MNIS 1D 1 >
3 5 Sl Location Port 4001 $
----- alkgroups
L &4 Security Settings TMS Port 4007 =
i SIP/RTP Interfaces
h Telemetry Port 4008 =
Redundant MMIS data gateway
Socket Type Remote Socket w

MNIS Cortrol Interface (IP Address:Port} [loopback:55001 |

MNIS Relay Address (IP AddressPort) |remotehost:2850 |

Location Port 4011 =
TMS Port 407 =
Telemetry Port 4018 =

NOTE
The Data transmission check box in the Capacity Max window should be selected.
Otherwise, the MNIS Data Gateway parameter will not be shown.

Socket Type: Defines the software interface type to enable communication between processes.
Select the Local Socket value if the MOTOTRBO Network Interface Service Configuration Utility is
installed on the same computer as SmartPTT Radioserver. Select Remote Socket if the MOTOTRBO
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Network Interface Service Configuration Utility and SmartPTT Radioserver are installed on different
computers. In this case, information exchange between the processes is supported by the MNIS
Relay application.

Interface: MNIS interface. It must match the interface specified in the Radio Management
application (see the MNIS System settings in the MNIS menu of the DataMNIS_Config
configuration, the Gateway Tunnel IP field in the Tunnel Network tab).

[ Radio Management - [m] X

Configuration View P DataMNISOL P MNIS Systemn P MNISSystem-102

Set Categories 1

Close

v 'E]‘ Configuration: DataMNIS0L
H Device Information: DATAMNIS01 General  Tunnel Network  Location Radio ID Range List
» [] Capacity Max Features

v O s ~) Tunnel Network
D MNIS Security: MMISSecurity-101

| [ MNIS System: MNISSystem-102 43 |

[B MNIS Advanced: MNISAdvanced-102 Gatewsy Tunnel /P 192.168.10.7

Gateway IP | 192.168.10.1
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MNIS Control Interface: Use localhost, if MOTOTRBO Network Interface Service Configuration
Utility is installed on the same computer as the radioserver. If MOTOTRBO Network Interface

Service Configuration Utility and the radioserver are installed on different computers, enter the IP

address of the computer where MOTOTRBO Network Interface Service Configuration Utility is

installed. The port should match the port number specified in the Radio Management application
(see the MNIS Network settings in the MNIS menu of the DataMNIS_Config configuration, the

Control Interface TCP Port field in the General tab).

[ Radio Management - [m] X
m
Configuration View P DataMNISOL P MNIS Metwork P MNISNetwork-102
Set Categories 1

Close
v 'E]‘ Configuration: DataMNISOL
H Device Information: DATAMNIS01 General
» [ Capacity Max Features
v [ MNIs TMS UDP Port | 4007 -
D MNIS Security: MNISSecurity-101 Telemetry UDE Bort | 4008 g
A ystem: System-102 -
[0 MNIS System: MNISSystem-10 Location Server UDP Port | 4001
D MMNIS Advanced: MNISAdvanced-102 o
User Defined UDP Port 1 |0 - Disabled I~
D MNIS Network: MMISMetwork-102  £3% =
B MNIS Forwarding Rules User Defined UDP Port 2 |0 - Disabled
D) MINES Application Ouerride Rules User Defined UDP Port 3 |0 - Disabled g
[ MNIS Sites: MMISSitesList-101 XCMP High Efficiency Data Enable
XCMP Server UDP Port 4004
Battery Management UDP Port | 4009
Control Interface TCP Port | 55000 g]
Job Ticket UDP Port | 4013
4 » -

To open the MNIS menu of the DataMNIS configuration in the Radio Management application,

click Action ( E1) — Manage — Configurations or press Alt+C. In the open table, select the

DataMNIS and click Edit. In the Set Categories pane that opened, click Configuration:

<DataMNIS name> — MNIS.
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MNIS ID: The Common Air Interface (CAI) ID of the MNIS in the radio network. The ID is used by
other calling radios when addressing MOTOTRBO Network Interface Service Configuration Utility.

Verify MNIS ID matches the corresponding field in the Radio Management application (see the
MNIS System settings in the MNIS menu of the DataMNIS configuration, the Data Gateway
Radio ID field in the General tab).

[ Radio Management - O X

Configuration View » DataMMNISOL » MNIS System P MNISSystem-102

Set Categories 1

Close

hd E Configuration: DataMNIS01
H Device Information: DATAMNISO1 General  Tunnel Network  Location Radio ID Range List

» O] Capacity Max Features

v [ MNIs ~) General |
D MNIS Security: MNISSecurity-101
D MNIS System: MMISSystem-102 43¢
D MNIS Advanced: MNISAdvanced-102
D MMIS Network: MNISMetwork-102

Data Gateway Radio ID | 300

MNIS Gateway UDP Port | 50000
Enhanced Data Enabled [+

Bloco oojoo|

D MNIS Forwarding Rules Data Gateway Queue Size | 25
D MNIS Application Override Rules TX Privacy Type | Mone
D MMIS Sites: MMNISSitesList-101 TX Frivacy Afias  None

Location Port: The port where the radioserver will expect GPS data.
TMS Port: The port where the radioserver will expect text messages.
Telemetry Port: The port where the radioserver will expect telemetry data.

The ports should match the ports set in the corresponding fields in the Radio Management
application (see the MNIS Network settings in the MNIS menu of the DataMNIS configuration,
the Location Server UDP Port field, the TMS UDP Port field, the Telemetry UDP Port field in
the General tab).

[ Radio Management - [m] X

Configuration View » DataMMNISOL » MNIS Metwork ® MNISNetwork-102

Set Categories 1

Cloze

hd E Configuration: DataMNIS01
H Device Information: DATAMNISO1 General
» [ Capacity Max Features
* [ MNIs
D MNIS Security: MNISSecurity-101
D MNIS System: MMISSystem-102
D MMIS Advanced: MNISAdvanced-102
D MMIS Metwork: MNISNetwork-102 {3} User Defined UDP Port 1 |0 - Disabled

TMS UDP Port | 4007

Telemetry UDP Port | 4008

Location Server UDP Port | 4001

<[> <] >N <] H<]
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To set up MNIS Data Gateway settings in the MOTOTRBO Network Interface Service Configuration

Utility, follow these steps:

1. Save MNIS Data Gateway settings from the Radio Management application as GWCFGX
file. For that, click Radios, right click the DATA MNIS... item in the table that opened and
click Export — GWCFGX... or press Ctrl+Shift+N. In the open Export GWCFGX window,

select the file and click OK.

E Radio Management

Show Details..

Radio View
Groups 1
Infrastructure / @ @ @ El’ E",
Radios
Serial Number Radio Alias Configura
Repeaters
USESIGRLYA Matarcla CMSS01
| DATANMNISOT Maotorola DatalNISi
MXQE2407XL Matarcla CMES0Z

1 —
3 items found (1 currently selected).

Analyze ResuII3| |Compare Results| Tasks(2*)
COMNNECTED TC: LOCALHOST

Copy

Show Details...
Delete

Select Group...

Edit Canfiguration...
Select Configuration...

Compare

Package

Upgrade Language Pack

Export
Modify Radio Password.
Copy Identity

- [m] X
Edit Configuration... Aralyze
Ctrl+C mware Version Codeplug Version Job Statu
Ctrl+V 3.00.00 Completec
02.00.00

CtrlrW 03.00.00 Completec
Del
Ctrl+Alt+G
Ctrl+F
Alt+5Shift+F

b
Cirl+ ]
Alt+Shift
Alt+Shift
Alt+Shift+5
Ctrl+l

’ Radio... Ctrl+Shift+R

Grid to File... Ctrl+Shift+S
| GWCFGX... Ctrl+Shift+N |
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2. Transfer the saved GWCFGX file to your computer where the MOTOTRBO Network Interface
Service Configuration Utility is installed, to the Config folder that is located on the local

disk C:/ProgramData/Motorola/Wireline Gateway.

3.  Launch the MOTOTRBO Network Interface Service Configuration Utility and
click Configuration — Select Active Configuration. In the Select Configuration
window that opened, select the GWCFGX file saved before and click OK.

N MOTOTRBO Metwork Interface Service Configuration Utility — O et

Configuration  View  Edit  Service  Help

O = 0@

Lt Select Configuration

Select Configuration

CapacityMagwchgx

If MOTOTRBO Network Interface Service Configuration Utility and the SmartPTT Radioserver are
running on different computers, or you configure several MNIS Data Gateways, follow these
steps:

1. Install and run MNIS Data Gateway Relay on the computer where MOTOTRBO Network
Interface Service Configuration Utility is running.

2. Runthe MNIS Data Gateway Relay Configurator.

%) MNIS Data Gateway Relay — >
MMIS intefface: | 192.168.1.1 w
Serverinterface: | 192.168.1.1 | Pott |3890 =
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3. In the MNIS interface field enter the same address as it is in the Tunnel IP Address of

MNIS.

4. Inthe Server interface field enter the same address as you did in the previous step.

5. Inthe Port type the available port of the computer.

6. Save changes and restart MNIS Data Gateway Relay.

7. InSmartPTT Radioserver Configurator double-click your network and click MNIS Data

Gateway.

Settings Metworks  Client List  Rules

Activity Log BExport/Import Settings  Statistics

@ SmartPTT Server Configuration - C\Program Files (x88)\SmartPTT\Server\RadioService.exe.config

~ge> Control Stations

-y Connect Plus

g MNAI Systems

-y Capacity Max Networks
-y Capacity Max 1

h Trunking Controller

- Ty
: & Talkgroups

i ?ﬁ Security Settings
g SIP/RTP Interfaces

MNIS Data Gateway
Socket Type
MMIS Control Interface
MMIS Relay Address
MMIS 1D
Location Port
TMS Port
Telemetry Part
[ Redundart MMNIS data gateway

8. Inthe Socket Type field select Remote Socket.

9. Inthe MNIS Control Interface field, enter the IP address of the computer where MNIS
service is running and the port from the MNIS Control Interface TCP Port field of the
MOTOTRBO Network Interface Service Configuration Utility.

Remote Socket

| 152.168.2.2:55000

192.168.2.2:3830

] -
4001 =
4007 =
4008 =

Remote Socket

loopbachk : 55000
remotehost:2850
4011 =
4017 =

4018 =
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10.

11.
12.
13.

In the MNIS Relay Address field, enter the IP address of the computer where MNIS Data
Gateway Relay service is running and the port from the Port field of MNIS Data Gateway
Relay.

Configure other settings as describer previously.
Click Save ( /) to save changes.

Click Restart ( [=»]) to restart SmartPTT Radioserver and apply changes.

9.4 Adding Console in Radio Management

Radio Management dispatch console is used for providing a dispatcher with an access to the
Capacity Max network.

To add console in Radio Management, follow these steps:

1.
2.

Click Actions ( E1), and select Manage — Capacity Max System Server Data.
Click Add ( @),

In the open Add Device window, from the Device Type list, select Console and click OK.

Add Device >
&

Device Type Conscle n

B ST

In the table, in the added console row, perform the following actions:
a. In the Device ID column, enter radio ID for the console.
b. Inthe Allowed Sites column, from the list select Edit.

i In the Allowed Sites Lists window, from the Allowed Site List Name, select
the desired site for registering.
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ii. Click Save.

] Allowed Sites Lists x
Allowed Site List Mame Available Selected
Al ites>
DataMNISSite31 DatabiNiE01 Add Al VoicaliNET
VoiceMNISSite36
Add
Allowed Sitel
Allowed Site2

Remove

Remowe All

1 items found (1 currently selected). 1 items found (1 currently selected).

c. Inthe Telephone Gateway Site column, from the list select the desired site for

telephone recording.

d. Inthe Voice Recording Site column, from the list select the desired site for voice

recording.

[ Radic Management - [m] x

El -

Capacity Max System Server Data » Subscrib..s Control

Capacity Max Systems . — —
B WView by: |®] Subscriber Access Contral || Talkgroup Site Association
TVZSysteml

® 1 Q-
Device Type P | DeviceID B Allowed Sites Telephone Gateway Site @ Voice Recording Site

Console 4000019 VoiceMMISSite35 ~ MNone ~ Mone - 0

Console 600 VoiceMMISSite36 > WoiceMMIS01 ¥ VoiceMNISO1 AN

Console 4000018 VoiceMMISSite36 T MNone ¥ DMone * 0
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9.5 Talkgroups

To configure Capacity Max talkgroups, click Talkgroups. The Control Station Talkgroups
window appears:

'@ SmartPTT Server Configuration - C\Program Files (x88)\5martPTT\Server\RadioService.exe.config — O et
Settings Metworks  (Client Lit Rules  Activity Log Export/Import Settings  Statistics
i Control Stations Control Station Talkgroups

H’ IP Site Connect MNetworls

H" Capacity Plus Systems Copy

H’ Connect Plus

H‘ MNAI Systems

[—]H" Capacity Max Metworks All Call
Elh Capacity Max 1
{ h Trunking Controller Ll iz = AL
& MNIS Data Gateway Name D Site Number
o) . |

- SIF‘:’HTF‘ Interfaces Group 2 2 Wide i
Group 3 3 Wide w
Group 4 4 Wide o
Group 5 b Wide -
Group & & Wide -
Group 7 7 Wide -
Group & g Wide -
Group § G Wide -
Group 10 10 Wide -

To add a talkgroup, click Add. The added talkgroups will also appear in the Profiles window. To
change the order of groups in the list, use the Up and Down arrows. The order defined in the
window will be used in SmartPTT Dispatcher. To copy added groups to the clipboard, click Copy.
To paste copied groups from the clipboard, click Paste. To delete the selected talkgroup,

click Remove.

Name: Talkgroup alias displayed by the control station.

ID: Talkgroup unique identifier used during communications. To be set in the range from 1
to 65535 for a talkgroup, and in the ranges from 1 to 16776415, from 16777056 to 16777183 or
be equal to 16777214 for an All Call.

To edit the talkgroup name or ID, set the cursor on the corresponding field and make changes.

Site Number: Site number list allowed for transmitting. In the Capacity Max network the
talkgroups can be only wide-area.
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NOTE
In the Capacity Max network you can add only wide-area talkgroups, so only the Wide value is

available for groups in the Site Number field. In order to display wide area talkgroups in
SmartPTT Dispatcher, add necessary talkgroups in SmartPTT Radioserver Configurator, define
talkgroup identifiers that correspond to the identifiers of the wide-area talkgroups in the Radio
Management settings.

You should create talkgroups in accordance with the settings in the Radio Management
application (see the Capacity Max Systems settings, sorted by the Talkgroup Site Association
value). For more information, see Motorola Radio Management User Guide.

9.6 Security Settings in Capacity Max

Capacity Max network supports two types of privacy mechanisms - Enhanced and Advanced
Encryption Standard (AES).

The Enhanced Privacy utilizes Motorola proprietary algorithms and therefore is not interoperable
with other vendor's privacy offerings. The Enhanced Privacy provides high level of protection by
means of 40-bit key length and supports multiple keys in a radio.

The Advanced Encryption Standard (AES) is a specification for the encryption of electronic data
established by the U.S. National Institute of Standards and Technology (NIST). The AES feature
supports 256-bit key length, unlike Enhanced Privacy. Similar to Enhanced Privacy, the AES also
supports multiple keys. For AES encryption a special license is required.
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You can specify the encryption keys for incoming and outgoing traffic on the digital channel in the

Security Settings window.

Copy: Copy encryption settings of the channel to the clipboard.

Paste: Paste encryption settings of the channel from the clipboard.

Enhanced Privacy

To configure Enhanced Privacy, follow these steps:

1. Run the Radio Management application.

2. Inthe Privacy Keys tab of the Radio Management application add the enhanced privacy

key. Enter its ID and value in the corresponding fields.

@ SmartPTT Server Configuration - C:\Program Files (x86)\SmartPTT\Server\RadicService.exe.config - O X
Settings Metworks (Client it Rules  Activity Log Export/Import Seftings  Statistics
-t Control Stations Security Settings
g IP Site Connect Networks
-y Capacity Plus Systems Copy
-y Connect Plus
g MAI Systems Enhanced Privacy
-y Capacity Max Netwaorks
-y Capacity Max 1 = —
g Trunking Controller
D Wal
& MNIS Data Gateway ey fey Value
&g Talkgroups
R Cecurity Settings
g SIP/RTP Interfaces
TX Privacy
Type |Mo ~ | Key D

ﬂ Radic Management

Resource View P Privacy Keys

Firmware

Language Packs

Woice Announcements
Text To Speech Packs
Symmetric Keys

RAS Keys

Privacy Keys

Key IDx

R L e

Key Alias
Priv3
Privg
Priv8
Priv2

e e R

Key Value

In-Use Templates and Sets

IR
o o o a

In-Use Templates{Template Mode)

[

In-Use Sets{Configuration Mode)

o -

Com
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2. Open the configuration of the required radio station and in the Set Categories menu

click General — Security. To make the added enhanced privacy keys available for

selection, add them in the selection set. To do that, in the Privacy tab click the Add.

E Radio Management

A

Configuration View » B71TRREZ02Z » Security * Security-104

Set Categories 1
- 'E]‘ Configuration: 871TRRBI02 -
B Device Information: 871TRR8902

v ) General
D Welcome Bitmap: WelcomeBitmap-101
D Language Packs: PCRLanguage-104
D General Settings: GeneralSettings-104
D Accessories: Accessories-104
D Control Buttons: ControlButtons-104
D Text Messages: TextMessages-104

D Telemetry: Telemetry-104
[ Menu: Menu-104

[ D Security: Security-104 £ ]
D MNetwork: Network-104

Voice Announcement: VeiceAnnouncer

D Indoor Location: IndoorLocations-104 o

Close

General  Privacy  AES  Restricted Access to System  Ower-the-Air Programming

~) Privacy

Basic Privacy Key 1

Privacy Type | Enhanced ‘ I

Enhanced Privacy Keys

©

Key ID Key Alias Key Value
1 PrivZ 1
2 Privl 1
3 Privd i

SmartPTT Enterprise

Installation and Configuration Guide



Capacity Max 82

3. Inthe Add Keys window, select the required keys, which you want to be available for
selection in the Privacy Alias field when specifying the enhanced key on the channel and
click OK.

Add Privacy Key X

M KeylD Key Alias Key Value = Comments

4 Priv3 2

1 items found (1 currently selected).

4. Inthe Security window of the repeater settings in MOTOTRBO CPS in the Privacy Type
field select Enhanced.

B MOTOTRBO Customer Programming Software - [Sample.ctb] - O x
Fie Edt Miew Device Features Remote Window Help - 8 X

@) & M) d K & B B Q (oMM :|

RM | Open Save | Reports Delete | Cut Copy Paste | Search | Read Write Clone | Bluetooth

= filisi SLR 5500
General Setfings

- @ Accessories Top  Privacy  Restricted Access to System
e Security

£ I
Link Establishment
» Sites
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5. Inthe Security window of MOTOTRBO Network Interface Service Configuration Utility in
the Enhanced field add the enhanced privacy key. Enter its ID and value in the
corresponding fields.

{ MOTOTRBO Network Interface Service Configuration Utility * - m} x
Configuration  View  Edit  Service  Help
J ok H 0 e
= @ Untitled ~
Bl General
@ Security
- & Group List
- @4 Conventional
g eﬁﬂ.} Capacity Plus
1 < _' - Linked Capacity Plus Blias Key ID Key Value
B &8 Advanced .+ | Enhanced Key1 1 2612346782

Add Delete

6. Inthe Security Settings window of SmartPTT Radioserver Configurator add an enhanced
privacy key for incoming traffic. Enter its ID and value in the corresponding fields.

Erhanced Privacy
Add Remove

Key (D Key Value
1 0123456789

NOTE

Key ID and Key Value must match the values set in the radio settings in the Radio Management
program and MOTOTRBO Network Interface Service Configuration Utility. If the values in the Key
ID fields are the same, but the values in the Key Value fields do not match, the receiving side
hears only a distorted voice. If the key identifier of the transmitting side does not coincide with
one of the key identifiers in the list of the receiving side, then transfer to the receiving party will

not be heard.
7.  Click Save ( k) to save changes.

8.  Click Restart ( [@]) to restart SmartPTT Radioserver and apply changes.
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AES Privacy
To configure the AES privacy, follow these steps:
1. Run the Radio Management application.

2. Inthe Symmetric Keys tab of the Radio Management application add the AES privacy
key. Enter its ID and value in the corresponding fields.

[ Radio Management - [m] X

Resource View P Symmetric Keys

Resources 1
Firmware
Language Packs KeyID | KeyAlias = KeyValue | In-Use Templatesand Sets = In-Use Templates(Template Mode) = In-Use Sets(Configuration Mode)
Voice Announcements 1 Symil02 1 E a 3

Text To Speech Packs

| Symmetric Keys ‘

2. Open the configuration of the required radio station and in the Set Categories menu
click General — Security. To make the added AES privacy keys available for selection,
add them in the selection set. To do that, in the AES field, click Add.

[ Radio Management - [m] X

Configuration View » B71TRRE302 P Security P Security-104

Set Categories 1

Close

B DTS ShUiausL s s
v [ General
D ‘Welcome Bitmap: WelcomeBitmap-101
D Language Packs: PCRLanguage-104

a
General  Privacy  AES  Restricted Access to System  Ower-the-Air Programming

D General Settings: GeneralSettings-104 AES

D Accessories: Accessories-104 @
D Control Buttons: ControlButtons-104
D Text Messages: TextMessages-104 Key ID Key Alias Key Value

D Menu: Menu-104

D Telemetry: Telemetry-104 1 Symio? 1
[ D Security: Security-104 {8 l I
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3. Atthat the Add Keys window appears: Select the required keys, which you want to be
available for selection in the AES Alias field when specifying the AES privacy key on the
channel and click OK.

Add Privacy Key X

M KeylD Key Alias Key Value = Comments

4 Priv3 2

1 items found (1 currently selected).

4. Inthe Security window of the repeater settings in MOTOTRBO CPS in the Privacy Type
field select Enhanced.

B MOTOTRBO Customer Programming Software - [Sample.ctb] - O x
Fie Edt Miew Device Features Remote Window Help - 8 X

@) & M) d K & B B Q (oMM :|

RM | Open Save | Reports Delete | Cut Copy Paste | Search | Read Write Clone | Bluetooth

= filisi SLR 5500
General Setfings

- @ Accessories Top  Privacy  Restricted Access to System
e Security

£ I
Link Establishment
» Sites
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5. Inthe Security window of MNIS in the Symmetric Keys area, add the AES symmetric
privacy key. Enter its ID and value in the corresponding fields.

{™ MOTOTRBO Network Interface Service Configuration Utility * = m} *

Configuration  View  Edit  Service  Help

Dbk ©C0O0 @
= @ Untitled ~
. EH General
[ Security
- #8 Group List
- #4 Conventional
& Capacty Plus
# <& Linked Capacity Plus Alias Key ID Key Value
W @R Advanced » | Symmetric Keyl K | 54634562435 |

Add Delete

6. Inthe radio settings in the Radio Management application to enable the AES encryption
mode on the required channel, clear the Privacy check box and in the AES Alias field
select the AES privacy key.

3 Radio Management O X
E E UA::? T
Configuration View b E71TRRE302 b Zone b CapMaxZons
Set Categories [l

Close
v [F] Configuration: 871TRR8302 =
B Device Information: 871TRRES02
> O General Zone Items
» [ Job Tickets
> O systems ® ]
» [ Encoder
» [ Decoder Position Set Name Channel Type Channel Name | Voice Announ: | Phone System | Privacy Privacy Alias | AES Alias
» O] Contacts s < Personality-460  Capacity Max Personality TG101Channel  Aone Syst 0 Privz Sym102
» [] RX Group Lists s 2 Personality-458  Capacity Max Personality TG102Channel e Syst O iz None
» [ Capacity Max Features s 3 Personality-458  Capacity Max Personality TC103Channel  None Syst ] Privz None
v [ Zone/Channel Assignment e 4 Personality-457  Capacity Max Personality TG104Channel  None Syst Priv2 Mone
v [0 Zone
o s 5 Personslity-456  Capacity Max Personality Enhanced Nene Sysi ] Priv2 None
@ ConnectPlus = =
s 6 Personality-455  Capacity Max Personality SiteAlCall Nena Syst Privz None
& CopMaZone 1
s 7 Personality-454  Capacity Max Personality MultiSiteAllCall  None Syst [ Priv2 Mone
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7. Inthe Security Settings window of SmartPTT Radioserver Configurator add an AES
privacy key for incoming traffic. Enter its ID and value in the corresponding fields.

AES
Add Remove

by (D Key Value
1 5876543210

NOTE

Key ID and Key Value must match the values set in the radio settings in the Radio Management
program and in MOTOTRBO Network Interface Service Configuration Utility. If the values in the
Key ID fields are the same, but the values in the Key Value fields do not match, the receiving
side hears only a distorted voice. If the key identifier of the transmitting side does not coincide
with one of the key identifiers in the list of the receiving side, then transfer to the receiving

party will not be heard.
8.  Click Save ( k) to save changes.

9. C(Click Restart ( [@]) to restart SmartPTT Radioserver and apply changes.

TX Privacy

TX Privacy is used for selecting an encryption mode for outgoing traffic on the side of SmartPTT

Dispatcher.
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To configure the TX Privacy for a Capacity Max system, follow these steps:
1. Inthe TX Privacy area, from the Type list select the desired encryption type:
) SmartPTT Server Configuration - C:\Program Files (x36)\SmartPTT\Server\RadioService.exe.config - O X
Settings Metworks (Client it Rules  Activity Log Export/Import Settings  Statistics
;‘ﬁ Control Stations Security Settings
----- H Connect Plus
H MNAI Systems Copy
ﬁ Capacity Max Metworks
Enhanced Privacy
Add Remowve
Key 1D Key Value
TX Privacy
Type | Mo | | Key ID
+ Select Enhanced if you want to use enhanced encryption for outgoing traffic from the
radioserver. Use the Key ID you specified in the Enhanced Privacy area.
2.  Click Save ( k) to save changes.
3. Click Restart ( [@]) to restart SmartPTT Radioserver and apply changes.
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